Can I add the SysLogAppender to EFT's logging.cfg file to send logging to a SIEM server?

THE INFORMATION IN THIS ARTICLE APPLIES TO:

. EFT, all versions

QUESTION

Can I add the SysLogAppender to EFT's logging.cfg file to send logging to a SIEM server?
ANSWER

Yes, you can add the SysLogAppender to EFT's logging.cfg file, found in
..\ProgramData\Globalscape\EFT Server.

Add the following code to the bottom of the logging.cfg file. (Add comments to inform future
users of its purpose.)

| og4cpl us. root Logger =TRACE, sysl og | og4cpl us. appender. sysl og=l og4cpl us: : SysLogAppender
| og4cpl us. appender. sysl og. i dent =sysl og

| og4cpl us. appender. sysl og. | ayout =l og4cpl us: : Pat t er nLayout

| og4cpl us. appender . sysl og. | ayout. Conversi onPattern=[ %] %5p % % - %Hn

| og4cpl us. appender . sysl og. host =l ocal host | og4cpl us. appender. sysl og. udp=true

| og4cpl us. appender . sysl og. port =514 | og4cpl us. appender . sysl og. faci l i ty=user

SIEM = Security information and event management, pronounced "SIM."

For more information about logging.cfg, refer to the help for your version of EFT under "Log
Format, Type, and Location."
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