Vulnerability in the SSH protocol exploits weaknesses in the SSH handshake

THE INFORMATION IN THIS ARTICLE APPLIES TO:

. EFT v8.1 and later
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How to manage your SFTP Ciphers

to Bt % G TS (B8P on the Sarver in ot vergonof ERTe

* |nthe administration.interface, on the Server > Security tab, next
t securlt settings, click Con |gure The SSH Settings

oﬁa?(;%et agshows Iowedrtﬁlpq1 s, allow MAC %‘PO”thP‘ed

[ J
EX C eP ers O e selected choic ([)3
. e C or Mac ETM Algorit not
com 5ine CBC.and Mat. M algorithms.
o Tlearine CheCK pboxes of the CHACTHA, CBS, and ETM optl ons.
SSH Settings -
Allowed ciphers: Allowed MACs: Allowed KEX ciphers:
z aes 256-gom @openssh, com { |lhmac-sha2-512-etm@openssh.com [w]ecdh-sha2-nistp521
|| aes256-ctr [w]hmac-shaz-512 [W]ecdh-sha2-nistp384
[|aes256-che [l hmac-sha2-256-etm@openssh. com [w|ecdh-sha2-nistp256
[+#]riindael-cbc@lysator.liu.se [w|hmac-shaz-2585 [ |diffie-hellman-group 18-sha512
|w|aes192-ctr [l hmac-sha 1-etm@openssh.com |w]diffie-hellman-group 16-sha512
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