
THE INFORMATION IN THIS ARTICLE APPLIES TO:

• EFT Server v6 and later
• Secure FTP Server

QUESTION

Can EFT Server/Secure FTP Server pull Active Directory users from multiple domains by
specifying only the domain in which the Server resides?

ANSWER

When you configure Sites in EFT Server, you specify which type of database to use for user
authentication. If you choose Windows Active Directory (NTLM/AD) Authentication, you
point EFT Server to a Primary Domain Controller (PDC) and a group on that AD controller.
EFT Server queries the domain controller, adds all domain users to the Site tree, and
assigns permissions to users from the user database. Any user that exists in the group on
the AD controller can be valid users in EFT Server. If the AD administrator can define users
in the group that come from other domains, then those users should also be available to
EFT Server. EFT Server supports the listing of user accounts and login authentication for
accounts that reside in remote AD domain groups referenced by an AD universal group. EFT
Server only supports accounts that reside in groups that are from the same domain as the
universal group. EFT Server supports traversal of the remote groups referenced by a
universal group. The recursive traversal of groups and subgroups that exist in EFT Server
are supported and unaffected by the ability to support users in remote groups that are
referenced by a local universal group.

Terminology:

One or more domains that share a common schema and Global Catalog are referred to as a
forest. In a forest, users in one domain tree can gain access to resources in the other trees,
the Global Catalog incorporates object information for the entire forest, and the Active
Directory schema applies to the entire forest.

• domain local group: a security or distribution group that can contain universal groups,
global groups, other domain local groups from its own domain, and accounts from any
domain in the forest.
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• global group: a group that can be used in its own domain, in member servers and
workstations of the domain, and in trusting domains.

• universal group: a security or distribution group that contains users, groups, and
computers from any domain in its forest as members.

Refer to KB10542 for more information.
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