CONNECTING To A REMOTE HOST USING DMZ GATEWAY As A
PROXY

OVERVIEW

Most enterprise deployments of EFT Server place DMZ Gateway in the DMZ and EFT Server inside the network, with all inbound
connections brokered by the DMZ Gateway. Occasionally it may be necessary for EFT Server’s Event rules or Advanced
Workflow Engine to connect to a remote host that is outside the network and DMZ. Because EFT Server resides within the
network (as opposed to in the DMZ), it may be considered a security risk to connect directly from EFT to the remote host, and
because the DMZ Gateway is already brokering inbound connections, it makes perfect sense to be able to route OUTBOUND
connections though the DMZ Gateway, using it as a forward proxy. Fortunately, it is possible to do so both from EFT Server’s
Event rules and from within the Advanced Workflow Engine, as the DMZ Gateway is configured to act as a Socks5 proxy.
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FIGURE 1 - SFTP TO REMOTE HOST VIA DMZ GATEWAY

PREREQUISITES
1. A copy of EFT Server Enterprise and the Advanced Workflow Engine (AWE) module

DMZ Gateway running on a separate host
A destination FTP/S or SFTP host, or another EFT Server somewhere in your network

Logon credentials for the destination server

vk W

Administrator access to EFT Server
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EFT SERVER-INITIATED CONNECTIONS
Below are screenshots and instructions to guide you through the implementation of this technique.

1. Create an account on the remote (destination) host and note the host address, port, and login credentials. For this example
we will use 74.125.227.180 over port 22 (SFTP), user:pass = roslin:test

2. In EFT Server, verify the DMZ Gateway is enabled and make note of the DMZ Gateway host address and port. For this
example we will use 192.168.101.119 over port 44500

] Default Server Group DMZ Gateway I

5] _j LocalHost
= 0 MySite ~DMZ Gateway Connection

[=1- 4% User Settings Templates

[=- %% Default Settings

[V Enable the DMZ Gateway as a proxy*

& oslin DMZ Gateway address: I 192.168.101.119
<
[+ Groups Port: '———-44500
g Commands
(=Y Advanced Workflows Status: Connected Reconnect

=) Event Rules
| 4] Gateway ~Pratocols
[+ Activity

X, search (Ctik) Specify the protocols and ports that can be routed through the DMZ Gateway.
wws On Scheduler {Timer) Event v
wes On Scheduler (Timer) Event

ETP

|21 _1::‘
V¥ FIPS (SSLITLS) |21 _‘:} PASY settingsl
| 0 =

[V FTPS (SSL{TLS) - Implicit mode 9

[V SFTP (S5H2) 22 -
[V HrTP 8 =
[V HTTPS 43

Note: HTTPJS is also used for A52 and Web Transfer Client connections

FIGURE 2 - EFT DMZ GATEWAY CONFIGURATION

3. Create a new rule in EFT Server and add a Copy/Move (offload) action, or modify an existing rule by selecting the
Copy/Move action to bring up the Offload Wizard. (Refer to the EFT Server User Guide for instructions on how to create
Event rules and Copy/Move actions if necessary.)

Rule Builder:
[=]-- > Due 8:56:52 &M 2/1/2011 {next run: Stopped
—EX i nid.dat' to FTR s 7412

if action FAILED then

FIGURE 3 - EVENT RULE ACTION BUILDER

4. On the first page of the offload wizard, specify or verify the remote host (destination) address, login credentials, and
protocol type.
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5. Click Proxy, and then select the Use proxy settings check box and Use EFT Server’s DMZ Gateway as the proxy. Click OK
then click Next in the wizard, completing the standard source/destination file information.

Offload Action Wizard E3

File Offload Configuration '

File Offload Configuration

‘Welcome to the OFffload Action wizard, Choose the offload method below,

Offload method: 5 ecure Shell)

Host address: | 74.125.227.180 Port: | 22

Username: I roslin
Password: I e

= Use connected cliefit's Iogin credentials to authenticate (refer to
Site-wide Securityf settings to allow this option)

SFTP Private Key File Path:

SFTP Key Pz,é:hrase: Proxy Settings

~General transfer options

\»Jv Use proxy settings below when connecting to remote host:

Proxy type: ~ {* Use EFT Server's DMZ Gateway as the proxy
" ETP proxy
" HITP proxy

FIGURE 4 - COPY/MOVE ACTION WIZARD

6. The next time the rule is executed, EFT Server will route the connection through the DMZ Gateway residing at
192.168.101.119 over port 44500, en route to the destination address of 74.125.227.180:22

You can see the connection occur by observing the DMZ Gateway’s real time logs:

Status
& Peer Notification Channelsl & Client Listeners Statistics

53 Refresh No

[V Enable automatic refresh I Refresh Interval {sec): |15 Apply Refresh Interval

Server IP Address  / | (Client Bytes Read | Client Bytes Written | Server Bytes Read I Server Bytes Written I Cli
192,168,101.115 16 KB 18,136 KB 18,136 KB 16 KB

FIGURE 5 - DMZ GATEWAY STATS VIEW
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AWE-INITIATED CONNECTIONS

You can use the Advanced Workflow Engine’s FTP/S and SFTP client actions to broker connections the DMZ Gateway by using
AWE’s Socks5 proxy option. (EFT 6.2 (AWE 7) only supports FTP/S through Socks5. EFT 6.3 (AWE 8) supports both FTP/S and SFTP through Socks5.)

1. Create a new Advanced Workflow or modify an existing workflow. (Refer to the EFT Server User Guide for instructions
on how to create Event rules and Copy/Move actions if necessary.)

=1-{J Default Server Group
= J LocalHost
=@ Mysite Description
3} %} User Settings Templates
b Groups
8 Commands
E1-{} Advanced Workflows
&N LonaDivisi

Division | Edit I |

‘WorkFlow name:* lSFTP through DMZ

£ Gateway
B Activity
{2, Search (Ctrl+F)

—~Advanced Options
|V Terminate the process if still running 4

Debug log: INO"‘e

MNote: This is in addition to sta

WARNING: Logs are persisted to disk whe
logs or create a scheduled event to autol

FIGURE 6 - MODIFY WORKFLOW

2. Inside the workflow editor, create a new Network -> FTP task (action) or modify the final destination host information,
the desired protocols, and DMZ Gateway host address and port as Socks5 proxy parameters:

3. Save your task and test it. Check AWE, DMZ Gateway, or remote host logs to troubleshoot if necessary.

\& Action Properties B3
Starts a transaction with a FTP server. Other FTP related commands can Follow this step. FTP commands are 4
selected from the "Activity to perform” field. Be sure to end your FTP transactions with an "FTP Log OFf" step. x -A

‘ Properties \Description ] Error Causes. ] OnError |
Activity ko perform:

‘Log on j

Credentials

I.e ftp.networkautomation.com;:

74.125.227.180 D Server Add and Credential:
Username: Password:
roslin esee

™" Use anonymous log on
Session:

FTPSession

Advanced

SFTP or FTPS protocol as needed. Verify destination port. :I

IConnection kype:

Port:

I SFTP (Password)

E

[22

FTP log file:

Ic:\ftplog.txt

[V Overwire existing log file
Timeout:

Upload Buffer size (bytes)

30 Iseconds

™ Use compression
SFTP versions:

|

|55 6

[” Enable FIPS Mode

l Sftpz,Sftp3,Sftp4

k" Ignore SFTP Server's Host Key l Ignore host cert or key (for non-interactive sessions)

" Validate SFTP Server's Host Key

Proxy j
Socks5 and DMZ Gateway host address and PNC port

Proxy type:

|Socks'5 ;} [ Use authentication

Proxy host:

Pro:

rname:

[152:188.101.113

Proxy port:

|44500

IV Step is enabled

FIGURE 7 - AWE S/FTP/S SETTINGS
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