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Authentication REST API

Endpoint: /admin/vl/authentication

Creates a sessionfor the user and stores the authentication token. This token will be required for any
subsequent REST API requests.

There are several supported Authentication types, EFT and AD. When using an AD account, configure your
authenticationtype to “AD” instead of “EFT”.

e POST
Method & URL
POST https://[server URL]:[port]/admin/v2/server

POSTBody Sample

@host = 192.168.1.206:4450
@AdminUser = API_admin
@password = APIADMIN Password!
Hit#

# @name login
POST https://{{host}}/admin/vl/authentication HTTP/1.1
Content-Type: application/json

{"userName": "{{AdminUser}}", "password": "{{password}}",
"authType": "EFT"}
HH

@AuthToken = {{login.response.body.$.authToken}}
Hit#




POSTResponse Body Sample

HTTP/1.1 200 OK Date: Tue, 10 May 2022 14:02:47 GMT Content-
Type: application/vnd.api+json Content-Length: 215 Set-Cookie:
csrftoken=6FF1EF51-9771-E2EF-9227-79C73F660B20; path=/; secure;
SameSite=Lax Cache-Control: no-cache, no-store, must-revalidate
Expires: -1 X-Content-Type-Options: nosniff X-XSS-Protection: 1;
mode=block Content-Security-Policy: default-src 'self' ‘'unsafe-
inline"' 'unsafe-eval' data:; Referrer-Policy: no-referrer {

"95267D88A45EBA20B858CA8C4EB15BOOF 27F1FBBC6BCOB2F13DDE25889FF2C9

E", N : "ServerManagement" }, {
"COMManagement" }, { : "ReportManagement" }, {
"ManagePersonalData” } ] }

POST PowerShellSample

$baseURL = "https://192.168.100.165:4450/admin"
$AdminUser = "admin"
$password = "alaska"

# only to ignore certificates errors
add-type @"
using System.Net;
using System.Security.Cryptography.X509Certificates;

pubTlic class IDontCarePolicy : ICertificatePolicy {
public IDontCarepolicy() {}
public bool CheckvalidationResult(
ServicePoint sPoint, X509Certificate cert,
webRequest wRequest, int certProb) {
return true;

}
l'@
[System.Net.ServicePointManager]::CertificatePolicy = new-object
IDontCarePolicy

[Net.sServicePointManager]::SecurityProtocol =
[Net.SecurityProtocolType]::T1s12

# authentication

$authBody = "{""userName"": ""$Adminuser""™, ""password"": ""$password"",
""authType"" : ""EFT""}"

$auth = Invoke-RestMethod -Uri "$baseURL/vl/authentication” -Method 'POST' -
Body $authBody

$authToken = $auth.authToken

$authHeader = New-Object
"System.Collections.Generic.Dictionary[[String], [String]]"
$authHeader.Add("Authorization", "EFTAdminAuthToken $authToken")

Server REST API

Endpoint: /server
Returns and update server settings.

e GET



e PATCH
Method & URL
GET https://[server URL]:[port]/admin/v2/server

GETBody Sample

GET https://{{host}}/admin/v2/server HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample

{
{

"server",

npn
{

"8.0.6.16",

{
"C:\\ProgramData\\Globalscape\\EFT Server
Enterprise\\",

M 3
"admin",
s

)

["0.0.0.0" ],

GET PowerShell Sample

#get Server

write-output "Get Server"

write-output "----- "

$serverDetails = Invoke-RestMethod -uri "$baseURL/v2/server" -Method 'GET' -
Headers $authHeader

write-output $serverDetails | ConvertTo-Json

foreach ($server 1in $serverDetails.data)

write-output ("server $($serverbDetails.data)")




Method & URL
PATCH https://[server URL]:[port]/admin/v2/server

PATCH Body Sample

PATCH https://{{host}}/admin/v2/server HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

{
"data": {
"type": "server",
"id": "1",
"attributes" :{
"version":"",
"smtp": {
"login": "",
"password": "",
"port": 587,
"senderAddr": "EFT@mailserver.net",
"senderName" : "Globalscape EFT",
"server": "smtp.mailserver.net",
"useAuthentication": false,
"useImplicitTLS": false
}
}
}
}

PATCH Response BodySample

The response will return the same response as the GET request, however, it will now include the
updated PATCH request(s).

PATCH PowerShellSample



##Patch Server - patching the SMTP settings
write-Output "Server Patch"
write-Output "----- "

$update =
"data":{
"type": "server",
"id" "1,
"attributes": {
"version": "",
"smep": {
"login": "",
"password": "",
"port": 587,
"senderAddr": "EFT@mailserver.net",
"senderName": "Globalscape EFT",
"server": "smtp.mailserver.net",
"useAuthentication": false,
"useImplicitTLS": false
1
}
}
} 1
$update $update | ConvertFrom-Json

$update = $update | ConvertTo-Json -Depth 10
$patchReturn = Invoke-RestMethod -Uri "$baseURL/v2/server" -Method 'PATCH' -
Headers $authHeader -Body $update

Endpoint:/server/status
Returns server information

o GET
Method & URL
GET https://[server URL]:[port]/admin/v1/server/status

GET Body Sample

GET https://{{host}}/admin/vl/server/status HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample

{"nodes":[{"activity":{"activeClientDownloadBytesPerSecond":0,"activeClientDownloadCount":
0,"activeClientUploadBytesPerSecond":0,"activeClientUploadCount":0,"activeServerDownload
BytesPerSecond":0,"activeServerDownloadCount":0,"activeServerUploadBytesPerSecond":0,"a
ctiveServerUploadCount":0,"connectedAdminCount":1," connectedUserCount":0,"runningAwT
askCount":0,"runningEventRuleCount":0},"isInCluster" false,"isMaster":false, "isStarted":true,"|
icenses":[{"module":"AAMModule","registrationState":"Evaluation
period"},{"module":"ARMModule","registrationState":" Evaluation
period"},{"module":"AS2Module","registrationState":"Evaluation
period"},{"module":"AWModule","registrationState":"Evaluation




GET PowerShell Sample

#get Server Metrics .
write-Ooutput "Get Server Metrics"
write-output "----- "

$serverMetrics Invoke-RestMethod -Uri "S$haseURL/vl/server/status" -Method

"GET' -Headers $authHeader
write-output $serverMetrics ConvertTo-Json
foreach ($server 1in $serverMetrics.data)

write-output ("Server $($serverMetrics.data)")

Endpoint: /server/metrics
Returns server metrics.

o GET
Method & URL
GET https://[server URL]:[port]/admin/v2/server/metrics

GETBody Sample

GET https://{{host}}/admin/v2/server/metrics HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample



"serverMetrics",

"y,

}s
o q

"admin/v2/server/metrics"

GET PowerShell Sample



#get Server Metrics

write-output "Get Server Metrics"

write-Output "----- "

$serverMetrics = Invoke-RestMethod -uUri "$baseURL/v2/server/metrics" -Method
'"GET' -Headers $authHeader

write-output $serverMetrics | ConvertTo-Json

foreach ($server in $serverMetrics.data)

{
}

write-output ("sServer $($serverMetrics.data)")

Endpoint: /server/security/tls
Returns and updates server TLS security settings.

o QGet
e PATCH

Method & URL
GET https://[server URL]:[port]/admin/v2/server/security/tls

GET Body Sample

GET https://{{host}}/admin/v2/server/security/tls HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample



{
"data": {
"type": "tlsServerSecuritySettings",
"id": "1",
"attributes": {
"tlsSettings": {
"minimumProtocolVersion": "TLSv1.3",

"selectedAlgorithms":
"TLS_AES_256_GCM_SHA384:TLS_CHACHA20_POLY1305_SHA256:TLS_AES_128 GCM_SHA2
56:EECDH+CHACHA20:EECDH+AES128 : RSA+AES128: EECDH+AES256 : RSA+AES 256 : EECDH+3
DES:RSA+3DES:EECDH+RC4:RSA+RC4 : IMD5: ISRP: IPSK: IEXP:IRC4:!1SSLv3:!ISHAL1",

"resultingCipherList":
"TLS_AES_256_GCM_SHA384:TLS_CHACHA20_POLY1305_SHA256:TLS_AES_128_GCM_SHA2
56:ECDHE-ECDSA-CHACHA20-POLY1305: ECDHE - RSA- CHACHA20-POLY1305: ECDHE - ECDSA-
AES128-GCM-SHA256:ECDHE-RSA-AES128 -GCM-SHA256 : ECDHE -E CDSA -AES128-

CCM8: ECDHE - ECDSA-AES128-CCM: ECDHE- ECDSA-AES128-SHA256 : ECDHE-RSA-AES128-
SHA256 : AES128-GCM-SHA256: AES128-CCM8:AES128 -CCM: AES128-SHA256: ECDHE -
ECDSA-AES256-GCM-SHA384 : ECDHE - RSA- AES256-GCM-SHA 384 : ECDHE -ECDSA-AES 256-
CCM8: ECDHE - ECDSA-AES 256-CCM: ECDHE - ECDSA -AES256-SHA384 : ECDHE-RSA-AES256-
SHA384 : AES256-GCM-SHA384: AES256-CCM8:AES256 -CCM: AES256-SHA256"

"manuallySelectedAlgorithms": {
"enabled": false,

"algorithms":
"TLS_AES_256_GCM_SHA384:TLS_CHACHA20_POLY1305_SHA256: TLS_AES_128_GCM_SHA2
56 :EECDH+CHACHA20: EECDH+AES128 : RSA+AES128: EECDH+AES256 :RSA+AES 256 : EECDH+3
DES:RSA+3DES:EECDH+RC4:RSA+RC4 : IMD5: !SRP: IPSK: IEXP: !RC4:!SSLv3:!SHA1"

}
s
"tlsFipsEnabled": false
j
"links": {
"self": "admin/v2/server/security/tls"
}

GET PowerShell Sample



#get Server TLS Security Settings.
write-output "Get Server TLS Settings"

write-Output "-----
$serverTLS = Invoke-RestMethod -uUri "$baseURL/v2/server/security/tls" -Method
'"GET' -Headers $authHeader
write-output $serverTLS | ConvertTo-Json
foreach ($server 1in $serverTLS.data)
{
write-output ("Server $($serverTLS.data)")

Method & URL
PATCH https://[server URL]:[port]/admin/v2/server/security/tls

PATCH Body Sample

PATCH https://{{host}}/admin/v2/server/security/tls HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

"data": {
"type": "tlsServerSecuritySettings",
"id": "1",
"attributes": {
"tlsFipsEnabled": true
}
}J
"links": {
"self": "admin/v2/server/security/tls"

PATCH Response BodySample

The response will return the same response as the GET request, however, it will now include the
updated PATCH request(s).

PATCH PowerShellSample



###(PATCH) TLS Security Settings (enable FIPS)
write-output "Server TLS Enable FIPS Patch"
write-output "----- "

$update =

"data":
"type": "tlIsServerSecuritySettings",
nighy T
"attributes": {
"tTsFipsEnabled": true

"se1fﬁ: "admin/v2/server/security/tl1s"

$update = $update | ConvertFrom-Json

$update = S$update | ConvertTo-Json -Depth 10
$patchReturn = Invoke-RestMethod -Uri "$baseURL/v2/server/security/tls" -
Method 'PATCH' -Headers $authHeader -Body $update

Endpoint: /server/security/ssh
Returns and update server SSH security settings.

e GET
e PATCH

Method & URL
GET https://[server URL]:[port]/admin/v2/server/security/ssh

GETBody Sample

GET https://{{host}}/admin/v2/server/security/ssh HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample



"sshServerSecurity",

lllll ,

"aes256-gcm@openssh.com,aes256-ctr, aes256-
cbc,rijndael-cbc@lysator.liu.se,aes192-ctr, aesl92-cbc,aes128-
gcm@openssh.com, aes128-ctr,aes128-cbc”,

"ecdh-sha2-nistp521,ecdh-sha2-
nistp384,ecdh-sha2-nistp256,diffie-hellman-groupl6-sha512,diffie-hellman-
groupl4-sha256,diffie-hellman-group-exchange-sha256",

"hmac-sha2-512-etm@openssh.com,hmac-sha2-
512,hmac-sha2-256-etm@openssh. com, hmac-sha2-256, hmac-shal-
etm@openssh.com, hmac-shal",

"8.1.0.0_openssh",

"Globalscape"
¥
: false

}

¥
: Ao
"admin/v2/server/security/ssh"

}
}

GET PowerShell Sample

#get Server SSH Security Settings

write-output "Get Server SSH Settings"

write-output "----- "

$serversSH = Invoke-RestMethod -Uri "$baseURL/v2/server/security/ssh" -Method
'GET' -Headers $authHeader

write-output $serversSH | ConvertTo-Json

foreach ($server 1in $serversSsSH.data)

write-output ("Server $($serversSsH.data)")




Method & URL
PATCH https://[server URL]:[port]/admin/v2/server/security/ssh

PATCH Body Sample

PATCH https://{{host}}/admin/v2/server/security/ssh HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

"data": {
"type": "sshServerSecurity",
"id": "1",
"attributes": {
"sshFipsEnabled": true
}
¥
"links": {
"self": "admin/v2/server/security/ssh"

PATCH Response BodySample
The response will return the same response as the GET request, however, it will now include the
updated PATCH request(s).

PATCH PowerShellSample

###(PATCH) SSH Security Settings (enable FIPS)
write-output "Server SSH Enable FIPS Patch"
write-output "----- "

$%pdate =

"data": {
" : "sshServerSecurity",
"id": "1,
"attributes": {
"sshFipsEnabled": true

3
"Jinks":
"self": "admin/v2/server/security/ssh"
$update = $update | ConvertFrom-Json
$update = $update | ConvertTo-Json -Depth 10

$patchReturn = Invoke-RestMethod -Uri "$baseURL/v2/server/security/ssh" -
Method 'PATCH' -Headers $authHeader -Body $update

Endpoint: /server/reports
Returns the DPIA and PCl-compliance reports in JSON format.

e GET



Method & URL
GET https://[server URL]:[port]/admin/v2/server/reports/DPIA

GETBody Sample

GET https://{{host}}/admin/v2/server/reports/DPIA HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample

{

[ {
[ 1

"The processing of personal data falls within Article
2's definition of material scope. Risk is increased only if set to
unknown scope.",

"Material scope",
2,
1,
"Unknown or undefined" }, {

"Specifies the territorial scope your organization
has identified in context with this application's usage.",

"Territorial scope",
: 3,
1,
"Unknown or undefined" }, {

"If Not in Union was chosen for territorial scope
then all users must have their data subject status set to either Yes or
No.",

GET PowerShell Sample



#get Server DPIA Report
write-Ooutput "Get Server DPIA Report"
write-Output "----- "
$serverDPIA = Invoke-RestMethod -Uri "$baseURL/v2/server/reports/DPIA" -Method
'"GET' -Headers $authHeader
write-output $serverDPIA | ConvertTo-Json -Depth 20
foreach ($server in $serverDPIA.data)
{
write-output ("server $($serverDPIA.data)")

Method & URL
(Please note this is a V1 endpoint)

GET https://[server URL]:[port]/admin/v1/server/reports/PClICompliance
GET Body Sample

GET https://{{host}}/admin/v1l/server/reports/PCICompliance HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample

HTTP/1.1 OKDate: Tue, 09 Aug 2022 17:30:22 GMT Content-Type:
application/vnd.api+json Content-Length: 234 Cache-Control: no-cache, no-
store, must-revalidate Expires: -1X-Content-Type-Options: nosniff X-XSS-
Protection: 1; mode=block Content-Security-Policy: default-src 'self’
'unsafe-inline' 'unsafe-eval’

data:; Referrer-Policy: no-referrer { : [{ R
: B "e82de253-b8ec-4b70-a72d-doe17c3317f01",
"MySite", : > { : 6, : )
"£f493a39-1e28-40c5-ab18-2e6a4f33f296", : "PCI_SITE",
31}

GET PowerShell Sample

#get Server PCIC Report

write-output "Get Server PCIC Report"

write-output "----- "

$serverPCIC = Invoke-RestMethod -Uri
"$baseURL/vl/server/reports/PCICompliance"”" -Method 'GET' -Headers $authHeader
write-output $serverPCIC | ConvertTo-Json -Depth 20

foreach ($server in $serverpPCIC.data)

write-output ("Server $($serverPCIC.data)")

Endpoint: /server/admin-users
Returns list of EFT admin users and creates new admin users.



e GET
e POST

Method & URL
GET https://[server URL]:[port]/admin/v2/server/admin-users

GETBody Sample

GET https://{{host}}/admin/v2/admin-users HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample

{
[
{
"59774c12-870d-5560-a44a-c5b35cf68d4c”,
"adminUser",
: A
"admin"
¥
¥
{
"b76ald7b-c3ad-5ac4-8636-06ce71ba3af3",
"adminUser",
{
"Local computer\\Administrators"
}
¥
1
{
"admin/v2/admin-users"”
¥
¥




GET PowerShell Sample

#tget Server admin users
Write-Output "Get Server admin users"
Write-Output "----- "

"GET' -Headers $authHeader
Write-Output $serverAdmins | ConvertTo-Json
foreach ($server in $serverAdmins.data)

$serverAdmins = Invoke-RestMethod -Uri "$baseURL/v2/admin-users" -Method

{
Write-Output ("Server $($serverAdmins.data)")
}
Method & URL

POST https://[server URL]:[port]/admin/v2/server/admin-users

POST Body Sample

POST https://{{host}}/admin/v2/admin-users HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

{

"data": {
"attributes":{
"name":"Test_admin2",
"password": "test",
"adminConsolePermissions": {
"accountPolicy": "server",
"enableCom": true,
"enableEditingAndReporting": true,
"enablePersonalDataAccess":true
3
"restPermissions": {
"enabled": true,
"restAdminRole": true
}

}
}
}

POST Response Body Sample



HTTP/1.1 201 Created Date: Tue, 09 Aug 2022 18:18:00 GMT Content-Type:
application/vnd. api+json ETag: "BF7E8COE" Content-Length: 394 Cache-
Control: no-cache, no-store, must-revalidate Expires: -1 X-Content-Type-
Options: nosniff X-XSS-Protection: 1; mode=block Content-Security-Policy:
default-src 'self' 'unsafe-inline' 'unsafe-eval' data:; Referrer-Policy:
no-referrer

{
{ : "9693cbcf-d4a9-49ac-aalc-59efd91a692b", : "adminUser",
Y | : "Server",
: true, : true,
: true }, : "Test_admin2",
H | : true, :
"server_full_access" } } }, | ¢ "/admin/v2/admin-

users/9693cbcf-d4a9-49ac-aalc-59efd91a692b" } }

POST PowerShell Sample

#POST Server Admin user (New User)
Write-Output "POST Server Admin (New Admin user)"
Write-Output "----- "
$update =
o
"data": {
"id": "1",
"attributes": {
"name": "Test_admin",
"password": "test",
"adminConsolePermissions™: {
"accountPolicy": "server",
"enableCom": true,
"enableEditingAndReporting": true,
"enablePersonalDataAccess": true
¥
"restPermissions”: {
"enabled": true,
"restAdminRole": true

}
}
3
$update = $update | ConvertFrom-Json
$update = $update | ConvertTo-Json -Depth 10
$patchReturn = Invoke-RestMethod -Uri "$baseURL/v2/admin-users" -Method
'"POST' -Headers $authHeader -Body $update




Endpoint: /server/admin-users/{adminld}
Returns EFT admin user (adminlID required) information, which allows PATCH (update) and DELETE of
admin user. To obtain the admin user ID a GET request will need to be done against the /admin-users
endpoint prior to making this REST APl request.

o GET
e PATCH
e DELETE

Method & URL
GET https://[server URL]:[port]/admin/v2/server/admin-users/{adminID}

GETBody Sample

GET https://{{host}}/admin/v2/admin-users/59774c12-870d-5560-a44a-
c5b35cf68d4c HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample



2 A
"59774c12-870d-5560-a44a-c5b35cf68d4c",

"adminUser",

{
{
"Server",
s
5
s
"admin",
s o
"server_full access™
}
}
}s
s o
"admin/v2/admin-users/59774c12-870d-5560-a44a-c5b35cf68d4c”
}
}

GET PowerShell Sample

#Get Server Admin Details when providing a Server Admin ID

write-output "Get Server Admin Details"

write-output "----- "

$serverAdminDetails = Invoke-RestMethod -Uri "$baseURL/v2/admin-
users/59774c12-870d-5560-a44a-c5b35cf68d4c" -Method 'GET' -Headers $authHeader
write-output $serverAdminDetails | ConvertTo-Json -Depth 10

foreach ($server 1in $serverAdminbDetails.data)

write-output ("Server $($serverAdminDetails.data)")

Method & URL



PATCH https://[server URL]:[port]/admin/v2/server/admin-users/{adminID}.
PATCH Body Sample

@adminID = 13564clb-8el3-4e72-b8e0-9480fad06221

PATCH https://{{host}}/admin/v2/admin-users/{{adminID}} HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

{
"data": {

"id": "o",

"attributes": {
"adminConsolePermissions": {
"enableCom": false,
"enableEditingAndReporting": true,
"enablePersonalDataAccess": true

s

"restPermissions”: {
"enabled": true,
"restAdminRole": true

}

}
}
}

PATCH PowerShellSample

###

#PATCH Server Admin Details when providing a Server Admin ID
write-Output "Server Admin User Patch"

$adminID = "13564clb-8el13-4e72-b8e0-9480fad06221"
write-output "Admin ID: $adminID"

write-output "----- "

$update =

"data": {

ll_idll: IIOII’

"attributes": {
"adminConsolePermissions": {
"enableCom": false,
"enableEditingAndReporting": true,
"enablePersonalbataAccess": true

1,

"restPermissions": {
"enabled": true,
"restAdminRole": true

}
}
3
b
$update = $update | ConvertFrom-Json
$update = $update | ConvertTo-Json -Depth 10

$patchReturn = Invoke-RestMethod -Uri "$baseURL/v2/admin-users/$adminID" -

Method 'PATCH' -Headers $authHeader -Body $update




Method & URL
DELETE https://[server URL]:[port]/admin/v2/server/admin-users/{adminID}.

DELETE Body Sample

@adminID = 13564clb-8el3-4e72-b8e0-9480fad06221

DELETE https://{{host}}/admin/v2/admin-users/{{adminID}} HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

DELETE PowerShellSample

##t#

#DELETE EFT admin by Admin ID

write-Output "Server Admin DELETE"

$adminID = "f98d2a35-4d37-4891-89%ed-66ch6ddf9436"

write-output "Admin ID: $adminID"

write-output "----- "

$serverAdminDetails = Invoke-RestMethod -Uri "$baseURL/v2/admin-
users/$adminID" -Method 'DELETE' -Headers $authHeader
write-output $serverAdminDetails | ConvertTo-Json -Depth 10
foreach ($server 1in $serverAdminbDetails.data)

write-output ("Server $($serverAdminDetails.data)")

Endpoint: /server/admin-users-policy

Returns EFT admin user policies such as account and password policy. Additionally, the PATCH request
allows updates to the EFT admin policies.

o GET
e PATCH
Method & URL

GET https://[server URL]:[port]/admin/v2/server/admin-users-policy

GETBody Sample

GET https://{{host}}/admin/v2/admin-users-policy HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample



||1||)

"adminUserPolicy",

: {
{
: A{
R
1, eont: {
) : }) .
{ s 31} {
: { s s
: A ,
s { s
}s { s
: }, . { :
: : false, B ST
: ) . { : )
}: : { : { : )
| S : { : "admin/v2/admin-users-

policy" } }

GET PowerShell Sample

##t#

#GET Server Admin user policy

write-output "Get Server Admin User Policy"

write-output "----- "

$serverAdminDetails = Invoke-RestMethod -Uri "$baseURL/v2/admin-users-policy"
-Method 'GET' -Headers S$authHeader

write-output $serverAdminDetails | ConvertTo-Json -Depth 10

foreach ($server 1in $serverAdminbDetails.data)

write-output ("server $($serverAdminbDetails.data)")

Method & URL

PATCH https://[server URL]:[port]/admin/v2/server/admin-users-policy
PATCH Body Sample



PATCH https://{{host}}/admin/v2/admin-users-policy HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

"data": {
"id": "1v,
"type": "adminUserPolicy",
"attributes": {

"accountPolicy": {
"inactivity": {
"disconnectDueToTimeout": {

"enabled": false,
"timeoutMinutes": 5

PATCH PowerShellSample

#H#t#

#PATCH Server Admin user policy (disable Admin UI disconnect)
write-output "Server Admin User Policy Patch”

write-output "----- "

%update =

"data":
ll_idll: lllll’
"type": "adminUserpPolicy",
"attributes": {

"accountPolicy": {
"inactivity": {
"disconnectbueToTimeout": {

"enabled": false,
"timeoutMinutes": 5

}
} ]
$update $update | ConvertFrom-Json
$update = S$update | ConvertTo-Json -Depth 10
$patchrReturn = Invoke-RestMethod -Uri "$baseURL/v2/admin-users-policy" -Method
"PATCH' -Headers S$authHeader -Body $update




Endpoint: /experimental/server/templates/{templateName}
Note: Available as of EFT 8.1.0

Returns and updates the contents of the specified server template.

o GET
e PATCH

Method & URL

GET HTTPS://{{host}}/admin/experimental/server/templates/{templateName}
GET Body Sample

HGET Server Templates -- ##

GET
https://{{host}}/admin/experimental/server/templates/WorkspacesAdminAddedParticipantMs
g.htmIHTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

Hit

GET Response BodySample

HTTP/1.1 200 OKDate: Mon, 08 Aug 2022 13:17:16 GMT Content-Type:
application/vnd.api+json Content-Length: 370 Cache-Control: no-cache, no-
store, must-revalidate Expires: -1X-Content-Type-Options: nosniff X-XSS-
Protection: 1; mode=block Content-Security-Policy: default-src ‘'self’
'unsafe-inline’' ‘'unsafe-eval' data:; Referrer-Policy: no-referrer {
"<html>\r\n<body>\r\n <p>Hello %USER.LOGIN%,</p>\r\n <p>The following
<b>Enhanced File Transfer</b> Workspace has been shared with you:
%FOLDER_NAME% (owner: %WS_OWNER_NAME%).</p>\r\n <p>Please use the
following URL to access this Workspace:</p>\r\n <a

href=\"%LINK%\" >%LINK%</a><br/><br/>\r\n \r\n %WS_MESSAGE%<br/><br/>\r\n
<hr/>\r\n</body>\r\n</html>" }

GET PowerShell Sample

HERBRHRHHRHRHHRH AR R AR AR HRRRRERRH AR RS

#GET Server Templates -- ##

write-output "GET Server Templates Detail"

Write-output "--------mmm e "

#$siteID = "Enter site ID"

#$TemplateName= "workspacesAdminAddedParticipantMsg.html"

$TemplateDetails = Invoke-RestMethod -Uri
"$baseURL/experimental/server/templates/WorkspacesAdminAddedParticipantMsg.htm
1" -Method 'GET' -Headers $authHeader

write-output $TemplateDetails | ConvertTo-Json -Depth 25

Method & URL



PATCH HTTPS://{{host}}/admin/experimental/server/templates/{templateName}
PATCH Body Sample

H#Hi#

H#PATCH - Update Server template ###

PATCH
https://{{host}}/admin/experimental/server/templates/PasswordResetReminderMsg.html
HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

{

"data": "<htmlI>\r\n<body>\r\n HELLO USERS %USER.FULL_NAME%,<br>\r\nThe-___API
TEST___ passwordfor account: %USER.LOGIN% will expire in %DAYS_LEFT% days. Please
change your password at your earliest convenience.\r\nInstructions for changing your
passwordvia FTP, SFTP, and HTTP/Sare provided below for your convenience:<br>\r\n1.
Please enter the following URLinto your browser:
%SITE.ACCOUNT_MANAGEMENT_URL%<br>\r\n2. Supply your current password when
prompted<br>\r\n3. Enter your new password and confirm<br>\r\n4. If approved, exit the
browser and login as normal<br>\r\n</body>\r\n</html>"

}

PATCH PowerShellSample

### Update Content of Template#tt#
H### Modify Server Template - ###
Write-Output "PATCH Server Template"
Write-Output "--------------------- "
Supdate =

{

"data": "Notice: ___ PATCHTEST__The SSL certificate: %certid% is set to expire %d% day(s)
from now on %expirationdate%, which may impact operations or communications with the
entity associated with this certificate."

}

Supdate = Supdate | ConvertFrom-Json

Supdate = Supdate | ConvertTo-Json-Depth9

STemplateDetails = Invoke-RestMethod -Uri
"SbaseURL/experimental/server/templates/SSLCertExpirationWarning.txt" -Method 'PATCH' -
Headers SauthHeader -Body Supdate

Endpoint: /server/ha/upgrade
Note: Available as of EFT 8.1.0



The GET request returns node HA upgrade state. Additionally, the POST request changes the entire HA
cluster state tothe upgrade or normal state.

e GET
e POST

Method & URL

GET https://[server URL]:[port]/admin/v2/server/ ha/upgrade

GET Body Sample

### GET server upgrade state ###
GET https://{{host}}/admin/v2/server/ha/upgrade HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

HH#
GET Response BodySample
{ : "notInUpgrade" }

GET PowerShell Sample

A

#Get Server Upgrade State

write-output "Get Server Upgrade State: "

write-output "----- "

$upgradestate = Invoke-RestMethod -Uri "$baseURL/v2/server/ha/upgrade”" -Method
'"GET' -Headers $authHeader

write-output $upgradeState | ConvertTo-Json -Depth 10

Method & URL
POST https://[server URL]:[port]/admin/v2/server/ ha/upgrade

POSTBody Sample

### "Normal" state -> "Upgrade" state ###
POST https://{{host}}/admin/v2/server/ha/upgrade HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

"data":
{

"action" :"begin"

R




POST PowerShellSample

#H#t#

#POST Server Upgrade State to “begin”
write-output "Server Upgrade State POST"
write-output "----- "

$update =

"data":
"action":"begin"

$patchReturn = Invoke-RestMethod -Uri "$baseURL/v2/server/ha/upgrade" -Method
"POST' -Headers $authHeader -Body $update

Endpoint:/server/admin/v2/authentication
Note: Available as of EFT 8.1.0

Returninfo about admin session
o GET
Method & URL
GET https://{{host}}/admin/v2/authentication

GET Body Sample

iz

GET https://{{host}}/admin/v2/authentication HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

HH#

GET Response BodySample

{"data":{"authToken":"1B1EFBE3D705EEAABC6404F3E1705C46C93E9962C6DA618A8EE534133
A81C097","idleTimeoutMinutes":1,"username":"admin"}}

GET PowerShell Sample



# authentication )
$authBody "{""userName"": ""$Adminuser"",

""authType"": ""EFT""}" . ) .
$auth Invoke-RestMethod -Uri "$haseUrRL/vl/authentication" -Method 'POST' -

Body $authBody

nn

password"": ""$password"",

$authToken $auth.authToken

$authHeader New-Object
"System.Collections.Generic.Dictionary[[String], [String]]"
$authHeader.Add("Authorization", "EFTAdminAuthToken $authToken™)

# keep-alives
write-output "administration metrics"
write-output "----"
for( $count 0; $count 10; S$count++) {
$adminInfo Invoke-RestMethod -Uri "$haseURL/v2/authentication" -Method
'"GET' -Headers $authHeader
write-output $adminInfo

}

Nodes REST API

Endpoint: /nodes
Returns a list of EFT Nodes.

e GET
Method & URL
GET https://[server URL]:[port]/admin/v2/nodes

GETBody Sample

GET https://{{host}}/admin/v2/nodes HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample



{
[
{
"node",
"WIN-4NFJASSP163",
0 q
"admin/v2/nodes /WIN-4NFJASSP163/metrics"”
}s
2 A
s
s
"WIN-4NFJASSP163",
"8.0.7.4",
[
"127.0.0.1",
"fe80::351a:6044 :dfe2:f53%2"
111 : { : "admin/v2/nodes/" } }
GET PowerShell Sample

###
#GET SERVER NODES

write-Output "Get EFT Server Nodes"
write-output "----- "

$serverAdminDetails = Invoke-RestMethod -Uri "$baseURL/v2/nodes" -Method 'GET'
-Headers $authHeader

write-Output $serverAdminDetails | ConvertTo-Json -Depth 10
foreach ($server 1in $serverAdminDetails.data)

write-output ("server $($serverAdminbDetails.data)")

Endpoint: /nodes/{nodeld}/metrics

Returns an EFT server’s metrics, including transfers and server status. To obtain the node ID a GET
request will need to be done against the /nodes endpoint prior to making this REST API request .

e GET




Method & URL
GET https://[server URL]:[port]/admin/v2/nodes/{nodelD}/metrics

GETBody Sample

GET https://{{host}}/admin/v2/nodes HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample

{

"nodeMetrics",

: "WIN-4NFJASSP163",
s A
s o

}s

GET PowerShell Sample



#H#H#H
#GET SERVER NODE METRICS
write-output "Get EFT Server Node Metrics"
$serverNodeID = "WIN-4NFJASSP163"
write-output "Server Node ID: $serverNodeID"
write-Output "----- "
$serverAdminDetails = Invoke-RestMethod -Uri
"$baseURL/v2/nodes/$serverNodeID/metrics" -Method 'GET' -Headers $authHeader
write-output $serverAdminDetails | ConvertTo-Json -Depth 10
foreach ($server 1in $serverAdminDetails.data)
{
write-output ("sServer $($serverAdminDetails.data)")

Endpoint: /nodes/{nodeld}/licenses
Returns list of licenses on an EFT node and provides the ability to register EFT or a module.

e GET
e POST

Method & URL

GET https://[server URL]:[port]/admin/v2/nodes/{nodeld}/licenses

GET Body Sample

@NodeID = WIN-4NFJASSP163
GET https://{{host}}/admin/v2/nodes/{{NodeID}}/licenses HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample



"Evaluation period"

}s
"AAMModule",
2 A
"admin/v2/nodes/WIN-4NFJASSP163/1icenses/AAMModule”
¥
"license" }, { 2 q

"Evaluation period" }, : "ARMModule", : {

"admin/v2/nodes/WIN- 4NFJASSP163/11censes/ARMModule" },
3

"license"

GET PowerShell Sample

###
#GET SERVER NODE LICENSE

write-output "Get EFT Server Node Licenses"
$serverNodeID = "WIN-4NFJASSP163"

write-Output ' Server Node ID: $serverNodeID"
write-output "-----

$serverAdminDetails = Invoke-RestMethod -Uri

"$baseURL/v2/nodes/$serverNodeID/Ticenses" -Method 'GET' -Headers $authHeader
write-output $serverAdminDetails | ConvertTo-Json -Depth 10

Method & URL

POST https://[server URL]:[port]/admin/v2/nodes/{nodeld}/licenses
POST Body Sample



@NodeID = WIN-4NFJASSP163

Authorization: EFTAdminAuthToken {{AuthToken}}

"data": [
{
"id": "ARMModule",
"attributes": {
"serialNumber": "MySerialNumberHere"
}

}
]

POST https://{{host}}/admin/v2/nodes/{{NodeID}}/licenses HTTP/1.1

POST PowerShellSample

##t#

#POST SERVER NODE LICENSE

write-output "Register EFT Server Node"
$serverNodeID = "WIN-4NFJASSP163"
write-output "Server Node ID: $serverNodelID"
write-output "----- "

$update =

T

"data": [

"id": "ARMModule",
"attributes": {

"serialNumber": "MySerialNumberHere"
}
$update = $update | ConvertFrom-Json
$update = $update | ConvertTo-Json -Depth 10

$patchReturn = Invoke-RestMethod -Uri

-Body $update

"$baseURL/v2/nodes/$serverNodeID/Ticenses" -Method 'POST'

-Headers $authHeader

Available options for ids:

e AAMModule (Advanced Authentication Modes)
e ARMModule (Auditing and Reporting Module)

e AS2Module (Applicability Statement 2 Module)

e AWModule (Advanced Workflow Engine Module)
e AccelerateModule (FAST Protocol — Deprecated)

e CloudConnectorModule (CCM — Cloud Connector Module)

e DMZGWModule (DMZ Gateway Module)
e EFTServer (EFT Server)

e EnterpriseActionsWModule (Enterprise Actions Module)

e FTPModule (FTP/S Module)




e FileTransferClientModule (File Transfer Client Module)

e FolderMonitorEventModule (Folder Monitor Event Module)
e HSModule (will be deprecated)

e HTTPModule (HTTP/s Module)

e PGPModule (OpenPGP Module)

e RAModule (Remote Agent Module)

e SSHModule (SFTP Module)

e SecureFormsModule (Secure Forms Module)

e TimerEventModule (Timer Event Module)

o  WorkspacesModule (Workspaces Module)

Endpoint: /nodes/{nodeld}/licenses/{moduleName}
Returns registration status of a given module

o GET
Method & URL
GET https://[server URL]:[port]/admin/v2/nodes/{nodeld}/licenses/{moduleName}

GET Body Sample

HiH#

#GET Module Registration Status

@moduleName = EFTServer

GET https://{{host}}/admin/v2/nodes/{{NodeId}}/licenses/{{moduleName}}
HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken'?}

GET Response BodySample

{ : q{ : { : "Evaluation period" },
"EFTServer", : "license" }, : { :
"admin/v2/nodes/DTY2019WinServe/licenses/EFTServer" } }

GET PowerShell Sample

##t#

#GET A SERVER NODE LICENSE MODULE INFORMATION
write-output "Get EFT Server Node Licenses"
$serverNodeID "DTY2019winServe"
$1icenseModule "EFTServer"

write-output "License Module: $1icensemModule"

write-output "----- "

$serverAdminDetails Invoke-RestMethod -Uri
"$baseURL/v2/nodes/$serverNodeID/1licenses/$1icenseModule” -Method 'GET' -
Headers $authHeader

write-output $serverAdminDetails CconvertTo-Json -Depth 10




Endpoint: /nodes/{nodeld}/licenses/trial-extension-challenge
Returns trial extension challenge string

e GET
Method & URL

GET https://[server URL]:[port]/admin/v2/nodes/{nodeld}/licenses/trial-extension-challenge

GETBody Sample

Hit#H
#GET TRIAL EXTENSION CHALLENGE
@NodeID = “DTY2019WinServe”

GET https://{{host}}/admin/v2/nodes/{{NodeId}}/licenses/trial-extension-
challenge HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample

{ : { : A{ :
"nnNPwLOAAQ2 304GWNOKNNni00z 850wwH6XL 3vw8pQmOL vdUVE10="" 1}, "1,
"trialExtension" }, : { : "admin/v2/licenses/trial-

extension-challenge" } }

GET PowerShell Sample

#H##

#GET TRIAL EXTENSION CHALLENGE .
write-Output "Get EFT Server Node Licenses"
$serverNodeID "DTY2019winServe"

write-output "$serverNodeID"

write-output "----- "

$serverAdminDetails Invoke-RestMethod -Uri
"$baseURL/v2/nodes/$serverNodeID/1icenses/trial-extension-challenge" -Method
'"GET' -Headers $authHeader

write-output $serverAdminDetails ConvertTo-Json -Depth 10

Endpoint: /nodes/{nodeld}/licenses/trial-extension-response
Allows the user to provide response string to extend the trial.

e POST

Method & URL

POST https://[server URL]:[port]/admin/v2/nodes/{nodeld}/licenses/trial-extension-response

POST Body Sample



@NodeID = "DY-Win2019-1a"

POST https://{{host}}/admin/v2/nodes/{{NodeID}}/licenses/trial -extension-
response HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

{
"data": {
"attributes": {
"responseString":

"XNOOP 0OPSJ00P0OOPUDOOPOOPKO23Z LM3R IM796 813LKKKQO1VWZVBU3V LXMXK FO3VNLMXAJO
LOKKWONYUE3 COMNQVS8KE 2JFEO6YNQ3KZT3 AU3RMOTBI XUGMLUE3UQELK3JOM1JIN8L3XOS3TNY
KE2TL7NJI3TKWMTLZ JOXPOOPTSWESTWETUFK39TB396UDMTM5 VIWIVM3PSWTQVOTKELITQ3P6JEI
2KE7VUEOTKW2TO6WTWTKEZTWE 3W7TUF3RKFW3M3PS83PSO3PSO3RCPSB3RCPS83RCT"
}
}

}
#HH#

POST Response Body Sample

HTTP/1.1 200 OK Date: Tue, 09 Aug 2022 22:17:23 GMT Content-Type:
application/vnd.api+json Content-Length: 212 Cache-Control: no-cache, no-
store, must-revalidate Expires: -1 X-Content-Type-Options: nosniff X-XSS-
Protection: 1; mode=block Content-Security-Policy: default-src 'self'
‘unsafe-inline' ‘'unsafe-eval' data:; Referrer-Policy: no-referrer {

: A R : "Trial Extended! Your new trial END
date is 8/24/2022." }, "1, : "trialExtension" }, A

"/admin/v2/nodes/\"DY-Win2019-1a\"/licenses/trial -extension-

response” } }

Site REST API
Endpoint: /sites

Returns and update site(s) settings.

e GET
e POST

Method & URL
GET https://[server URL]:[port]/admin/v2/sites

GETBody Sample



### GET SITE ###
# @name sitelist

GET https://{{host}}/admin/v2/sites HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample

{ [ A : "site", : "892bl6dc-24a8-473f-a74e-
c597b824c879", A : "MySite" }, : A
"admin/v2/sites/892b16dc-24a8-473f-a74e-c597b824c879",
"admin/v2/sites/892bl6dc-24a8-473f-a74e-c597b824c879/metrics" } },

{ : "site", : "5f99540a-da95-41c4-8b3c-d423848bdd46",

: { : "MySite2" }, : { :
"adm1n/v2/51tes/5f99540a da95-41c4-8b3c-d423848bdd46", :
"admin/v2/sites/5f99540a-da95-41c4-8b3c-d423848bdd46/ metrics” } } 1,

A : "admin/v2/sites" } }

GET PowerShell Sample

# Get all sites
Write-Output "Site"
Write-Output "----"
$siteList = Invoke-RestMethod -Uri "$baseURL/v2/sites" -Method 'GET' -
Headers $authHeader
Write-Output $sitelList | ConvertTo-Json
foreach ($site in $sitelist.data)
{
Write-Output ("Site $($site.id): $($site.attributes.name)")

$siteID = $siteList.data[0].id

Method & URL

POST https://[server URL]:[port]/admin/v2/sites



POST Body Sample

#POST Create a new Site
POST https://{{host}}/admin/v2/sites HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

"data": {

"type": "site",

"attributes": {
"pciComplianceEnabled": true,
"sitelLabel™: "MySite5",
"siteRootFolder": "C:\\InetPub\\EFTRoot\\MySite\\",
"createUnixStyleSubFolders": true,
"createFoldersForNewUsers": true

POST Response Body Sample

The response will return the same response as the GET request, however, it will now include the
updated POST request(s).

POST PowerShellSample

####Added 2/01/2020

#POST Site/ (Create a new Site)

write-output "POST Site (Create a new Site)"
write-output "----- "

$update =

"data": {

lltypell: lls_itell’

"attributes": {
"pcicomplianceEnabled": true,
"siteLabel": "MySite6",
"siteRootFolder": "C:\\InetPub\\EFTRoot\\MySite\\",
"createUnixStyleSubFolders": true,
"createFoldersForNewUsers": true

$update $update | ConvertFrom-Json

$update = S$update | ConvertTo-Json -Depth 10

$patchReturn = Invoke-RestMethod -Uri "$baseURL/v2/sites" -Method 'POST' -
Headers $authHeader -Body $update

Endpoint:/sites/status
Returns the current status of all sites

o GET

Method & URL



GET https://[server URL]:[port]/admin/v1/sites/status

GETBody Sample

### GET SITE #H##
# @name sitelist

GET https://{{host}}/admin/v1l/sites/status HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample

{"info":[{"nodeName":"DY-Win2019-
1a","sites":[{"DMZConnected":false,"activity":{"activeClientDownloadBytesPerSecond":0,"activeClientDownloadCou
nt":0,"activeClientUploadBytesPerSecond":0,"activeClientUploadCount":0,"activeServerDownloadBytesPerSecond":
0,"activeServerDownloadCount":0,"activeServerUploadBytesPerSecond":0,"activeServerUploadCount":0,"connecte
dUserCount":0,"runningAWTaskCount":0,"runningEventRuleCount":0},"id":"5ceae6e3-11b1-40c6-b4e4-
3078a8e88a35","lastUserLoginTime":0,"name":"MySite","startTime":1659543775,"state":"Running"}]}]}

GET PowerShell Sample

# Get all sites

write-Output "Site"

write-output "----"

$siteList Invoke-RestMethod -Uri "$haseUrRL/v1l/sites/status" -Method 'GET' -
Headers $authHeader

write-Output $siteList CconvertTo-Json

foreach ($site in $siteList.data)

write-output ("site $($site.id): $($site.attributes.name)")

Endpoint: /sites/{siteld}
Returns all site settings for the specified Site ID; To obtain the Site ID a GET request will need to be done
against the /sites endpoint prior to making this request.

o GET
Method & URL
GET https://[server URL]:[port]/admin/v2/sites/{siteid}

GETBody Sample

### Returns all site settings for the specified Site ID ###
GET https://{{host}}/admin/v2/sites/{{Siteid}} HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}




GET Response BodySample

{

"site",
"892b1l6dc-24a8-473f-a74e-c597b824c879",
: A : "MySite",
{ : "EFT",
"C:\\InetPub\\EFTRoot\\MySite\\",
"WIN-IKTLGBMULVO\\Administrator",

1643636803

}s

"https://172.22.150.62/manageaccount”,

"172.22.150.62",

[ "0.0.0.0" ],

: { 1 21,
990 },
R : 443 %,
s Ao P22} ),
: A : true },
: { : false,
[ { : "WIN-IKTLG8MULVO",
[ "1,
: 44500 F 1Y} ),
: { : "admin/v2/sites/892bl6dc-24a8-473f-a74e-

c597b824c879/metrics”,

"admin/v2/sites/892bl6dc-24a8-473f-a74e-c597b824c879" }

GET PowerShell Sample


https://172.22.150.62/manageaccount

####Added 2/01/2020

### Returns all site settings for the specified Site ID ###

### User must obtain the SiteID from Get Sites

write-output "Site"

write-output "----"

#$siteID = Enter SiteID here

$siteList = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID" -Method 'GET'
Headers $authHeader

write-output $siteList | ConvertTo-Json

Endpoint: /sites/{siteld}/metrics
Returns all site metrics for the specified Site ID; To obtain the Site ID a GET request will need to be done
against the /sites endpoint prior to making this request.

o GET
Method & URL
GET https://[server URL]:[port]/admin/v2/sites/{siteid}/metrics

GET Body Sample

### GET Site Metrics ###
GET https://{{host}}/admin/v2/sites/{{Siteid}}/metrics/ HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}




GET Response BodySample




GET PowerShell Sample

### Returns all site Metrics for the specified Site ID ###

### User must obtain the SiteID from Get Sites

write-output "Site Metrics"

write-output "----"

#$siteID = Enter SiteID here

$siteList = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/metrics" -Method
'"GET' -Headers $authHeader

write-output $siteList | ConvertTo-Json

Endpoint: /sites/{siteld}/authentication
Returns current authentication settings for the Site ID specified on the request; To obtain the Site ID a
GET request will need to be done against the /sites endpoint prior to making this request.

e GET
e PATCH

Method & URL
PATCH https://[server URL]:[port]/admin/v2/sites/{siteid}/authentication

GETBody Sample

### GET Site Authentication Provider (EFT, AD, LDAP, ODBC) #it#
GET https://{{host}}/admin/v2/sites/{{Siteid}}/authentication/ HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}




GET Response BodySample




GET PowerShell Sample

####Added 2/02/2022

### GET Site Authentication Provider (EFT, AD, LDAP, ODBC) ###

### User must obtain the SiteID from Get Sites

write-output "Site Authentication Provider "

write-output "----"

#$siteID = Enter SiteID here

$siteList = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/authentication"
-Method 'GET' -Headers S$authHeader

write-output $siteList | ConvertTo-Json

Method & URL
PATCH https://[server URL]:[port]/admin/v2/sites/{siteid}/authentication

PATCH Body Sample

###This example will Set ODBC as the Authentication type and enable
radius
#PATCH Site Authentication type
PATCH https://{{host}}/admin/v2/sites/{{Siteid}}/authentication/ HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}
{
"data": {
"id": """,
"type": "site",
"attributes": {
"userAuth": {
"type": "ODBC",
"odbc": {
"connectionString":
"Provider=MSDASQL ; SERVER=; DATABASE=0DBC ; UID=sa;PWD= ",
"encryptUserPassword": true,
"refreshInterval”: {
"inherited": true,
"enabled": false,
"minutes": ©

}
}
s
"advancedAuth": {
"type": "radius",

"radius": {

"server": R
"port": 0,
"nasIdentifier": "",

"sharedSecret": ,
"connectionRetries": 0,




GET Response BodySample




PATCH PowerShellSample

### PATCH Site Authentication Provider (EFT, AD, LDAP, ODBC) ###
### User must obtain the SiteID from Get Sites

write-output "PATCH Site Authentication Provider"

write-output "----- "

%update =

"data": {
ll_idll: llll,
lltypell: lls_itell
"attributes":
"userAuth":
lltypell: llo
"odbc": {
"connectionString":
"Provider=MSDASQL ; SERVER=192.168.100.70; DATABASE=0DBC; UID=sa;PwD=alaska",
"encryptUserPassword": true,
"refreshInterval": {
"inherited": true,
"enabled": false,
"minutes": 0

O A e

Bcll ,

}

1,
"advancedAuth": {
"type": "radius",
"radius": {
llserverll: llll’
"port": O,
"nasIdentifier": "",
"sharedsecret": "",
"connectionRetries": 0,
"timeoutSeconds": 0

$update $update | ConvertFrom-Json

$update $update | ConvertTo-Json -Depth 9

$patchReturn = Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/authentication” -Method 'PATCH' -Headers
$authHeader -Body S$update

Endpoint: /sites/{siteld}/general
Returns and update the site general settings.

e GET
e PATCH

Method & URL
GET https://[server URL]:[port]/admin/v2/sites/{siteld}/general

GET Body Sample

### GET Site General Settings #i##
GET https://{{host}}/admin/v2/sites/{{Siteid}}/general/ HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}




GET Response BodySample

GET PowerShell Sample

### GET Site General Settings###

### User must obtain the SiteID from Get Sites

write-output "Site General Settings"

write-output "----"

#$siteID = Enter SiteID here

$siteList = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/general” -Method
'"GET' -Headers $authHeader

write-output $siteList | ConvertTo-Json

Note: As of EFT 8.1.0the general REST API endpoint will also return any VFS Site Root folder
configuration details when the site root has been configured in the cloud.

Method & URL

PATCH https://[server URL]:[port]/admin/v2/sites/{siteld}/general



PATCH Body Sample

PATCH https://{{host}}/admin/v2/sites/{{Siteid}}/general/ HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

{
"data": {

"id": """,

"type": "",

"attributes": {
"siteRootFolder": "C:\\InetPub\\EFTRoot\\MySite\\",
"overrideVfsCredentials": {

"enabled": true,

"value": {
"login": "test",
"password": "passwordtest"

}

}
}
}
}

PATCH Response BodySample

The response will return the same response as the GET request, however, it will now include the
updated PATCH request(s).



PATCH PowerShellSample

### PATCH Site General Settings### ]
### User must obtain the SiteID_from Get Sites
write-Output "PATCH Site General Settings"

write-output "-----
fupdate =

"data": {
::-id" : n " l’l n
"attributes":
"siteRootFolder": "C:\\InetPub\\EFTRoot\\MySite\\",
"overridevfsCredentials": {
"enabled": true,

"value":
"login": "test",
"password": "passwordtest"

}
}
}
} 1
$update = $update | ConvertFrom-Json
$update = $update | ConvertTo-Json -Depth 9

$patchReturn = Invoke-RestMethod -uUri "$baseURL/v2/sites/$siteID/general” -
Method 'PATCH' -Headers $authHeader -Body $update

Endpoint: /sites/{sitelD}/ftps
Returns and update the FTP(s) settings

e GET



e PATCH
Method & URL
GET https://[server URL]:[port]/admin/v2/sites/{siteld}/ftps

GETBody Sample

### GET Site FTP(s) Settings #it#
GET https://{{host}}/admin/v2/sites/{{Siteid}}/ftps/ HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample

GET PowerShell Sample



### GET Site FTP(S) Settings###

### User must obtain the SiteID from Get Sites

write-output "Site FTP(S) Settings"

write-output "----"

#$siteID = Enter SiteID here

$siteList = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/ftps" -Method
'"GET' -Headers $authHeader

write-output $siteList | ConvertTo-Json

Method & URL

PATCH https://[server URL]:[port]/admin/v2/sites/{siteld}/general

PATCH Body Sample

PATCH https://{{host}}/admin/v2/sites/{{Siteid}}/ftps/ HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

{
"data": {
"attributes" :{
"ftp": {
"enabled": true,
"port": 10
}
}
}
}

PATCH Response BodySample

The response will return the same response as the GET request, however, it will now include the
updated PATCH request(s).



PATCH PowerShellSample

### PATCH FTP(S) Settings###
### User must obtain the SiteID from Get Sites
write-output "PATCH FTP(S) Settings"

write-output "-----

$update =
"data": {
"attributes": {
"‘Ftp": {
"enabled": true,
"port": 25
3
1
3

$update = S$update | ConvertFrom-Json

$update = $update | ConvertTo-Json -Depth 9

$patchrReturn = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/ftps" -Method
'PATCH' -Headers $authHeader -Body $update

Endpoint: /sites/{siteld}/https
Returns and update the HTTP(s) settings

e GET
e PATCH

Method & URL



GET https://[server URL]:[port]/admin/v2/sites/{siteld}/https

GETBody Sample

### GET Site HTTP(s) Settings #i##
GET https://{{host}}/admin/v2/sites/{{Siteid}}/https/ HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample

GET PowerShell Sample



### GET Site HTTP(s) Settings###

### User must obtain the SiteID from Get Sites

write-output "Site HTTPS(S) Settings"

write-output "----"

#$siteID = Enter SiteID here

$siteList = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/https" -Method
'"GET' -Headers $authHeader

write-output $siteList | ConvertTo-Json

Method & URL
PATCH https://[server URL]:[port]/admin/v2/sites/{siteld}/https

PATCH Body Sample

PATCH https://{{host}}/admin/v2/sites/{{Siteid}}/https/ HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

{
"data": {
"attributes" :{
"https": {
"enabled": true,
"port": 490
}
}
}
}

PATCH Response BodySample

The response will return the same response as the GET request, however, it will now include the
updated PATCH request(s).






PATCH PowerShellSample

### PATCH Site HTTP(s) Settings### ]
### User must obtain the SiteID from Get Sites
write-output "PATCH Site HTTP(s) Settings"

write-output "-----

$update =
"data": {
"attributes": {
"https": {
"enabled": true,
"port": 25
}
3
}
$update $update | ConvertFrom-Json

$update = S$update | ConvertTo-Json -Depth 9
$patchReturn = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/https" -
Method 'PATCH' -Headers $authHeader -Body $update

Endpoint: /sites/{siteld}/networkAndSecurity
Returns and update the network and security settings.

e GET
e PATCH

Method & URL

GET https://[server URL]:[port]/admin/v2/sites/{siteld}/networkandsecurity/

GET Body Sample

### GET Site Network and Security Settings ###

GET https://{{host}}/admin/v2/sites/{{Siteid}}/networkandsecurity/
HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample



GET PowerShell Sample

####Added 2/03/2022

### GET Site Network and Security Settings###

### User must obtain the SiteID from Get Sites

write-output "GET Site Network and Security Settings"

write-output "----"

#$siteID = Enter SiteID here

$siteList = Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/networkandsecurity"”" -Method 'GET' -Headers
$authHeader

write-output $siteList | ConvertTo-Json

Method & URL

PATCH https://[server URL]:[port]/admin/v2/sites/{siteld}/1networkandsecurity/

PATCH Body Sample



PATCH https://{{host}}/admin/v2/sites/{{Siteid}}/networkandsecurity/

HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

"data": {
"attributes": {

"connectionLimits": {
"maxConcurrentLogins": true,
"maxConcurrentSocketConnections": true,
"maxConnectionFromSameIP": true,
"maxConnectionsPerUser": true,
"maxTransferSpeed": true

s

"denialOfService": {

"autoBan": {
"enabled": true,

"value": {
"banIfExcessiveInvalidCmdsReceived": true,

"numberOfInvalidCmds": true,
"sensitivityLevel”: "Low",
"banIpsPermenantly": true

PATCH Response BodySample

The response will return the same response as the GET request, however, it will now include the
updated PATCH request(s).



HTTP/1.1 200 OK Date: Thu, 25 Aug 2022 18:58:06 GMT Content-Type:
application/vnd.api+json ETag: "88131696" Content-Length: 663 Cache-
Control: no-cache, no-store, must-revalidate Expires: -1 X-Content-Type-
Options: nosniff X-XSS-Protection: 1; mode=block Content-Security-Policy:
default-src 'self' 'unsafe-inline' ‘'unsafe-eval' data:; Referrer-Policy:

no-referrer { A : "site", : "c9551b5d-f904-4612-b690-
d51bfde2eblf", : { : { :
true, : 820,
true, : 10,
true, . 10, : true,

1, : true,

103, : { : true,

: o : true,
false, : 5, :

"Medium" } } } }, | : "/admin/v2/sites/c9551b5d-f904-4612-

b690-d51bfde2eblf/networkAndSecurity"” } }

PATCH PowerShellSample

##Patch SITE Network Security settings
write-output "Site Network Security PATCH"
write-output "----- "

%update

"data": {
"attributes": {

"connectionLimits": {
"maxConcurrentLogins": true,
"maxConcurrentSocketConnections": true,
"maxConnectionFromSameIP": true,
"maxConnectionsPeruUser": true,
"maxTransferSpeed": true

"denialofsService": {
"autoBan": {

"enabled": true,

"value": {
"banIfExcessiveInvalidCmdsReceived": true,
"numberofInvalidcmds": true,
"sensitivityLevel": "Low",
"banIpsPermenantly": true

$update $update convertFrom-Json

$update $update ConvertTo-Json -Depth 10

$patchNSReturn Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/networkandsecurity" -Method 'PATCH' -Headers
$authHeader -Body $update

Write-Output $patchNSReturn ConvertTo-Json

Endpoint: /sites/{siteld}/ipAccess
Returns and update the network and securitySite IP access/ban list Settings.



e GET
e POST

Method & URL

GET https://[server URL]:[port]/admin/v2/sites/{siteld}/ipAccessList

GETBody Sample

### GET Site IP access/ban list Settings ###
GET https://{{host}}/admin/v2/sites/{{Siteid}}/ipAccessList HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample



GET PowerShell Sample

### GET Site IP access/ban list Settings###
### User must obtain the SiteID from Get Sites
write-output "GET Site IP access/ban list Settings"

write-Output "----"
#$siteID = Enter SiteID here

Method 'GET' -Headers S$authHeader
write-Output $siteList | ConvertTo-Json

$siteList = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/ipAccessList" -

Method & URL
POST https://[server URL]:[port]/admin/v2/sites/{siteld}/ipAccessList

POST Body Sample



POST https://{{host}}/admin/v2/sites/{{Siteid}}/ipAccessList HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

{
"data": {
"id": "139:10:112:56::246",
"type": "access",
"attributes": {
"accessType": "Allow",
"reason": "API TEST",
"sequenceNumber": 4
}
}
}

PATCH Response BodySample

The response will return the same response as the GET request, however, it will now include the
updated PATCH request(s).

PATCH PowerShellSample



### POST Site IP access/ban Tist Settings###
### User must obtain the SiteID from Get Sites
wWrite-Output "POST Site IP access/ban list Settings"

write-output "-----
fupdate =

"data":
"§d": "139:10:112:57::246",
" pell: llaccessll,
"attributes": {
"accessType": "Allow",
"reason": "API TEST",
"sequenceNumber": 5

}
}

$update $update | ConvertFrom-Json

$update = $update | ConvertTo-Json -Depth 9

$patchReturn = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/ipAccessList"
-Method 'POST' -Headers $authHeader -Body $update

Endpoint: /sites/{siteld}/ipAccessList/{ipAccessld}

Returns, update and deletes network and securitySite IPaccess/ban list Settings for the specified IP

e GET
e PATCH
e DELETE

Method & URL
GET https://[server URL]:[port]/admin/v2/sites/{siteld}/ipAccessList/ipAccessId

GET Body Sample

### GET Site IP access/ban Settings For specific IP###

GET
https://{{host}}/admin/v2/sites/{{Siteid}}/ipAccessList/{{ipAccessId}}
HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample



GET PowerShell Sample

####Added 2/07/2022

### GET Site IP access/ban Settings For specific IP ###

### User must obtain the SiteID from Get Sites

write-Output "GET Site IP access/ban Tist Settings For specific IP
write-output "----"

#$siteID = Enter SiteID here

$siteList = Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/ipAccessList/$ipAccessIid" -Method 'GET' -Headers
$authHeader

write-output $siteList | ConvertTo-Json

Method & URL

PATCH https://[server URL]:[port]/admin/v2/sites/{siteld}/ipAccessList/ipAccessList/{ipAccessId}

PATCH Body Sample



## PATCH Site Network and Security Settings For specific IP###

PATCH
https://{{host}}/admin/v2/sites/{{Siteid}}/ipAccessList/{{ipAccessId}}
HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

{
"data": {
"id": "139:10:112:56::247",
"attributes": {
"accessType": "Allow",
"reason": "This is a test for API PATCH on IP",
"sequenceNumber": 2

PATCH Response BodySample

The response will return the same response as the GET request, however, it will now include the
updated PATCH request(s).

{ R : "139:10:112:56::247", : "access", : {
"Allow", : "2022-02-07", : 5
"This is a test for API PATCH on IP", : } 3},
: { : "/admin/v2/sites/a70ccebd-1317-4992-84e7-

bb4acbddc@2e4/ipAccessList/139:10:112:56::247" } }

PATCH PowerShellSample

### PATCH Site Network and Security Settings For specific IP###

### User must obtain the SiteID from Get Sites

write-output ' PATCH S1te Network and Security Settings For specific IP"
write-output "-----

§update =

"data":
"§d": "139:10:112:56::247",
"attributes":
"accessType": "Allow",
"reason": "This is a test for PS PATCH on IP",
"sequenceNumber": 2
}
3
3

$update $update | ConvertFrom-Json

$update $update | ConvertTo-Json -Depth 9

$patchReturn = Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/ipAccessList/$ipAccessid" -Method 'PATCH' -Headers
$authHeader -Body S$update

Method & URL



DELETE https://[server URL]:[port]/admin/v2/sites/{siteld}/ipAccessList/{ipAccessId}
DELETE Body Sample

### DELETE Site IP access/ban Settings For specific IP#i#
DELETE

https://{{host}}/admin/v2/sites/{{Siteid}}/ipAccessList/{{ipAccessId}}
HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

DELETE Response BodySample

HTTP/1.1 No Content Date: Tue, 09 Aug 2022 20:34:49 GMT Content-
Length: @ Cache-Control: no-cache, no-store, must-revalidate Expires: -1X-
Content-Type-Options: nosniff X-XSS-Protection: 1; mode=block Content-
Security-Policy: default-src 'self' ‘'unsafe-inline' ‘'unsafe-eval' data:;
Referrer-Policy: no-referrer

DELETE PowerShellSample

####Added 2/07/2022

### DELETE Site IP access/ban Settings For specific IP ###

### User must obtain the SiteID from Get Sites

### User must obtain the IP id to be deleted ###

wWrite-output "DELETE Site IP access/ban Settings For specific IP ###"
write-output "----"

#$siteID = Enter SiteID here

$siteList = Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/ipAccessList/$ipAccessId" -Method 'DELETE' -Headers
$authHeader

write-output $siteList | ConvertTo-Json

Endpoint: /sites/{siteld}/ipAutoBanList
Returns information about the Auto-banned Ips list

e GET
Method & URL

GET https://[server URL]:[port]/admin/v2/sites/{siteld}/ipAutoBanList
GETBody Sample

###t GET Autoban List##t

GET https://{{host}}/admin/v2/sites/{{Siteid}}/ipAutoBanList HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample



GET PowerShell Sample

$sitelD $siteList.datal0].1id

####Added 2/01/2020

### Returns all site auto ban T1ist###

write-output "Site Auto Ban List"

write-output "----"

$sitelList Invoke-RestMethod -Uri "$bhaseURL/v2/sites/$siteID/IpAutoBanList" -

Method 'GET' -Headers $authHeader
write-Outnut $sitel ist ConvertTo-1so0on

Endpoint: /sites/{siteld}/ipAutoBanList/{ipAutoBanld}
Remove a specific IP from the Auto-banned IP list

e DELETE
Method & URL
DELETE https://[server URL]:[port]/admin/v2/sites/{siteld}/ipAccessList{ipAutoBanld)

DELETE Body Sample

@banId = {{banList.response.body.$.data[@].id}}

### GET Autoban List###

DELETE https://{{host}}/admin/v2/sites/{{Siteid}}/ipAutoBanList/{{banId}}
HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}?}

DELETE Response BodySample

HTTP/1.1204 No Content

Date: Thu, 04 Aug 2022 19:43:37 GMT

Content-Length: 0

Cache-Control: no-cache, no-store, must-revalidate

Expires: -1

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=Dblock

Content-Security-Policy: default-src 'self' 'unsafe-inline' 'unsafe-eval' data:;
Referrer-Policy: no-referrer




DELETE PowerShellSample

$banID $banList.datal0].1id

$banList = Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/IpAutoBanList/$baniD" -Method 'DELETE' -Headers
$authHeader

write-output $bhanList ConvertTo-Json

Endpoint: /sites/{siteld}/sms
Returns and updates the SMS configuration for the site.

e GET
e POST

Method & URL

GET https://[server URL]:[port]/admin/v2/sites/{siteld}/sms

GET Body Sample

### GET SMS Configuration#itit
GET https://{{host}}/admin/v2/sites/{{Siteid}}/sms HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample




GET PowerShell Sample

####Added 2/08/2022 ###

###GET SMS Settings for Site###

write-output "GET SMS Settings for Site"

write-output "----"

#$siteID = "Enter site ID"

$smsList = Invoke-RestMethod -uUri "$baseURL/v2/sites/$siteID/sms" -Method
'"GET' -Headers $authHeader

write-output $smsList | ConvertTo-Json -Depth 25

Method & URL
POST https://[server URL]:[port]/admin/v2/sites/{siteld}/sms

POST Body Sample

### POST add an SMS profile###
POST https://{{host}}/admin/v2/sites/{{Siteid}}/sms HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

"data": {
"attributes": {

"name": "Test Post SMS",

"serviceType": "genericSmsProviderProfile",

"services": {
"accountSid": "AAAAAAAAAAAAAAAAAAAAAAe",
"authToken": "@ddddeddddeddddedddd",
"twilioNumber": "+1210210210",
"message": "Your passcode is: %Account_Session OTP%",
"postUrl": "https://api.twilio.com/2010-04-

01/Accounts/%SID%/Messages"”

¥

"proxy": {
"enabled": true,
"type": "192.168.100.100",
"hostName": "testproxy",
"port": 1443,
"userName": "",
"password": ""

}

POST Response Body Sample



The response will return the same response as the GET request, however, it will now include the
updated POST request(s).

"data": {
"id": "Test Post SMS",
"type": "smsSettings",
"attributes": {
"name": "Test Post SMS",
"serviceType": "twilioGeneric",
"services": {
"accountSid": "AAAAAAAAAAAAAAAAAAAAAAe",
"authToken": "e@ddddeddddeddddedddd",

POST PowerShell Sample

### POST add a new SMS profile ### ]
### User must obtain the SiteID from Get Sites
write-output "add a new SMS profile :

Write-Ooutput "------------—m -

fupdate =
"data": {
"attributes": {
"name": "PowerShell Example",
"serviceType": "genericSmsProviderProfile",

"services": {
"accountSid": "AAAAAAAAAAAAAAAAAAAAAAE",
"authToken": "0dddd0ddddoddddodddd",
"twiTlioNumber": "+1210210210",

"message": "Your passcode is: %Account_Session_OTP%",
"postuUrl": "https://api.twilio.com/2010-04-01/Accounts/%SID%/Messages"
1,
"pI"OX)/": {
"enabled": true,
"type": "192.168.100.100",
"hostName": "testproxy",
"port": 1443,
"userName": "TestUser",
"password": "example"
}
}
3
}
$update $update | ConvertFrom-Json

$update = $update | ConvertTo-Json -Depth 25
$patchReturn = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/sms" -Method
"POST' -Headers $authHeader -Body $update

Endpoint: /sites/{siteld}/sms/{profileName}
Returns, updates and deletes the SMS configuration for specific profile.

o GET
e PATCH
e DELETE

Method & URL



GET https://[server URL]:[port]/admin/v2/sites/{siteld}/sms/{profileName}
GETBody Sample

### GET SMS Configuration####

GET https://{{host}}/admin/v2/sites/{{Siteid}}/sms/{profileName} HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample

GET PowerShell Sample

####Added 2/08/2022 ###

###GET specific profile SMS Configuration Details###

write-Output "GET specific profile svms Configuration Details"
write-output "----"

$profileName = "Powershell Example"

$smsList = Invoke-RestMethod -uUri "$baseURL/v2/sites/$siteID/sms/$profileName”
-Method 'GET' -Headers $authHeader

write-output $smsList | ConvertTo-Json -Depth 25

Method & URL

PATCH https://[server URL]:[port]/admin/v2/sites/{siteld}/sms/{profileName}
PATCH Body Sample




### PATCH SMS specific profile ###

PATCH https://{{host}}/admin/v2/sites/{{Siteid}}/sms/{{profileName}} HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

"data": {
"attributes": {

"name": "",

"serviceType": "genericSmsProviderProfile",

"services": {
"accountSid": "43243243214324234321FDGFDSG",
"authToken": "1234567899",
"twilioNumber": "210101010101",
"message": "Your passcode is: %Account_Session_ OTP%",
"postUrl": "https://api.twilio.com/2010-04-

01/Accounts/%SID%/Messages™

}

PATCH Response BodySample

The response will return the same response as the GET request, however, it will now include the
updated PATCH request(s).




PATCH PowerShellSample

####Added 2/08/2022

### PATCH - Updates existing SMS profile ###
### User must obtain the SiteID from Get Sites
write-output "add a new SMS profile "
write-output "---------—-—- - "
$profileName = "Powershell Example"

%update =

"data": {
"attributes": {
||name" : mi ,
"serviceType": "genericSmsProviderProfile",
"services": {
"accountSid": "43243243214324234321FDGFDSG",
"authToken": "1234567899",
"twilioNumber": "210101010101",
"message": "Your passcode is: %Account_Session_OTP%",
"postUrl": "https://api.twilio.com/2010-04-01/Accounts/%SID%/Messages"
}
}
3
}
$update $update | ConvertFrom-Json
$update = $update | ConvertTo-Json -Depth 25
$patchReturn = Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/sms/$profileName” -Method 'PATCH' -Headers
$authHeader -Body $update

Method & URL

DELETE https://[server URL]:[port]/admin/v2/sites/{siteld}/sms/{profileName}
DELETE Body Sample

### DELETE SMS specific profile###

DELETE https://{{host}}/admin/v2/sites/{{Siteid}}/sms/{{profileName}}
HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

DELETE Response BodySample

{ H | : "Twilio Generic", : "smsSettings",
| : "twilioGeneric", I
"Aabdd54dgsb2e9357b03a",

DELETE PowerShellSample

###### DELETE SMS specific profile######
wWrite-output "### DELETE SMS specific profile###"
write-output "----"

$profileName = "PowerShell Example"

$smsList = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/sms/$profileName”
-Method 'DELETE' -Headers $authHeader

write-output $smsList | ConvertTo-Json -Depth 25



https://api.twilio.com/2010-04-01/Accounts/%25SID%25/Messages
https://api.twilio.com/2010-04-01/Accounts/%25SID%25/Messages

Endpoint: /sites/{siteld}/accountSecurity
Returns and updates account security configuration for specific profile

e GET
e PATCH

Method & URL

GET https://[server URL]:[port]/admin/v2/sites/{siteld}/sms/accountSecurity
GETBody Sample

### GET Account Security Settings####

GET https://{{host}}/admin/v2/sites/{{Siteid}}/accountSecurity/ HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample

GET PowerShell Sample

####Added 2/09/2022 ###

### GET Account Security Configuration Details ###

write-output "GET Account Security Configuration Details"

write-output "----"

$profileName = "PowerShell Example"

$smsList = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/accountSecurity"
-Method 'GET' -Headers $authHeader

write-output $smsList | ConvertTo-Json -Depth 25




Method & URL

PATCH https://[server URL]:[port]/admin/v2/sites/{siteld}/sms/accountSecurity

PATCH Body Sample

### PATCH Account Security Settings #i##
PATCH https://{{host}}/admin/v2/sites/{{Siteid}}/accountSecurity/ HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}
{
"data": {
"attributes": {
"accountPolicy": {
"invalidLogin": {
"account": {
"enabled": true,
"action": "Lockout",
"attemptPeriodMinutes": 10,
"attemptRetries": 10,
"lockoutMinutes": 10

})

"ip": {
"enabled": true,
"attemptPeriodMinutes": 10,
"attemptRetries": 10,
"inCorrectLoginType": “"NameOrPassword"

}

¥

"inactivity": {
"removelInactiveAccounts": {
"enabled": true,
"action": "Delete",
"maxInactiveDays": 10

}
}s

"reset": {
"enabled": true,
"forceResetAfterFirstLogin": true,
"expiration": {

PATCH Response BodySample

The response will return the same response as the GET request, however, it will now include the
updated Patchrequest(s).



{ : { : "site", : "0de7387f-1506-427d-b997-el18bcdb8cbae",

PATCH PowerShellSample

### PATCH Account Security Configuration Details ###

### User must obtain the SiteID from Get Sites
write-output "PATCH Account Security Configuration Details"”
Write-output "------------—o - "

$update =

"data": {
"attributes": {
"accountPolicy": {
"invalidLogin": {
"account": {

"enabled": true,
"action": "Disable",
"attemptPeriodMinutes": 3,
"attemptRetries": 3,
"TockoutMinutes": 3

Endpoint: /sites/{ siteld}/workspaces
Returns and updates workspaces settings

e GET
e PATCH

Method & URL

GET https://[server URL]:[port]/admin/v2/sites/{siteld}/workspaces/
GETBody Sample

### GET Workspaces - Folder Sharing Settings#i###
GET https://{{host}}/admin/v2/sites/{{Siteid}}/workspaces/ HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthTokent}}

GET Response BodySample

: A : "workspaces", : "0@de7387f-1506-427d-b997 -
el8bcdb8cbae”, | : R : {
> 2 o : > N A I )
2 { : s N R I A
| : 1, : "Year" },
"email", | I : R
"DeleteAccountOnly”, : }» :
}} 3, | : "admin/v2/sites/0de7387f-1506-427d-b997-

GET PowerShell Sample



###GET workspaces Configuration Details###

write-output "GET workspaces Configuration Details"

write-output "----"

#$siteID = "Enter site ID"

$wksList = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/workspaces" -
Method 'GET' -Headers $authHeader

write-output $wksList | ConvertTo-Json -Depth 25

Method & URL
PATCH https://[server URL]:[port]/admin/v2/sites/{siteld}/workspaces

PATCH Body Sample

### PATCH Workspaces - Folder Sharing Setting ###
PATCH https://{{host}}/admin/v2/sites/{{Siteid}}/workspaces/ HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

"data": {

"attributes": {
"enabled": true,
"newUsers": {

"enabled": true,
"allowedDomains": {
"enabled": false

PATCH Response BodySample

The response will return the same response as the GET request, however, it will now include the
updated Patchrequest(s).



HTTP/1.1 200 OK Date: Thu, 25 Aug 2022 19:20:16 GMT Content-Type:
application/vnd.api+json ETag: "FC63C399" Content-Length: 507 Cache-
Control: no-cache, no-store, must-revalidate Expires: -1 X-Content-Type-
Options: nosniff X-XSS-Protection: 1; mode=block Content-Security-Policy:
default-src 'self' 'unsafe-inline' ‘'unsafe-eval' data:; Referrer-Policy:

no-referrer { A : "workspaces", : "c9551b5d-f904-4612-
b690-d51bfde2eblf", : { : true, : {

: true, : { : false, O
¥ t Ao : false, I P I O )

: { i1, : "Year" },

"email", : { A : false, :
"Disable", 7%, : false } }
1, : { : "/admin/v2/sites/c9551b5d-f904-4612-b690 -

d51bfde2eblf/workspaces” } }

PATCH PowerShell Sample

##Patch SITE Workspaces settings
write-output "Site workspaces PATCH"
write-output "----- "

%update

"data": {

"attributes": {
"enabled": true,
"newUsers": {

"enabled": true,
"allowedDomains": {
"enabled": false
3
}
}

$update $update | ConvertFrom-Json

$update fupdate | ConvertTo-Json -Depth 10

$patchwSReturn Invoke-RestMethod -Uri "$haseURL/v2/sites/$siteID/workspaces"
-Method 'PATCH' -Headers $authHeader -Body $update

write-output $patchwSReturn ConvertTo-Json

Endpoint: /sites/{siteld}/sendPortal
Returns and updates send portal configuration for specific site

e GET
e PATCH

Method & URL

GET https://[server URL]:[port]/admin/v2/sites/{siteld}/sendPortal

GET Body Sample



### GET Send Portal Settings#i#i##
GET https://{{host}}/admin/v2/sites/{{Siteid}}/sendPortal/ HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample

{ I : "0de7387f-1506-427d-b997-e18bcdb8cbae",
"sendPortal”, I : 5
"UsersGuestsAnonymous", : { : ) :
] Y, o : ; t [T )
"/send", : "https"”, :
"172.31.223.227", : "443", : {

GET PowerShell Sample

###GET Send Portal Configuration Details###
write-output "GET Send Portal Configuration Details"
write-output "M-----—mmm e "
#$siteID = "Enter site ID"

$sendList = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/sendPortal"” -
Method 'GET' -Headers $authHeader

write-output $Sendlist | ConvertTo-Json -Depth 25

Method & URL
PATCH https://[server URL]:[port]/admin/v2/sites/{siteld}/sendPortal

PATCH Body Sample



### PATCH Send Portal Settings ###
PATCH https://{{host}}/admin/v2/sites/{{Siteid}}/sendPortal/ HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

"data": {
"type": "sendPortal",
"attributes": {
"enabled": true,
"recipients": "UsersGuestsAnonymous",
"allowedDomains": {
"enabled": true,
"list": [
"hotmail.*", "gmail.*"
]
s
"deniedDomains": {
"enabled": true,
"list": [
"GSB.*"
]
s
"reservedPath": "/send",
"protocol": "https",
"hostName": "172.31.223.227",
"port": "443",
"autoAttachInOutlook": {
"enabled": false,
"whenExceedMbytes": 10
s
"linkExpiration": {
"value": 1,
"units": "Month"
s
"retainFilesAfterLinkExpiration": {
"value": 0,
"unit": "Day

PATCH Response BodySample

The response will return the same response as the GET request, however, it will now include the
updated Patchrequest(s).



{ : { : "0de7387f-1506-427d-b997-el8bcdb8cbae”,

"sendPortal"”, I : 5
"UsersGuestsAnonymous"”, R : R |
"hotmail.*", "gmail.*" ] }, : { : B
[ "GSB.*" ] }, : "/send", : "http",
"y . "113", I : 5
: }s | : 1, :

"Month" }, I : 0, : "Day
}s : s :
"LetUserChoose", : "Sender chooses",

: "email", | : R

"/request” } } }, | :
"/admin/v2/sites/0de7387f-1506-427d-b997-e18bcdb8cbae/sendPortal” } }

PATCH PowerShellSample

Write-output "PATCH Send Portal Configuration Details"
Write-Output "-—------ -
fupdate =

"data": {
"type": "sendPortal",
"attributes": {
"enabled": true,
"recipients": "UsersGuestsAnonymous",
"allowedbomains": {
"enabled": true,
"Tist": [
"outTlook.*", "yahoo.*"

]

"deniedbomains": {
"enabled": true,
"Tist": [

"GSB.*"
]

Endpoint: /sites/{ siteld}/dropOffPortal
Returns and updates drop off portal configuration for specific site

e GET
e PATCH

Method & URL

GET https://[server URL]:[port]/admin/v2/sites/{siteld}/dropOffPortal

GET Body Sample

## GET Drop Off Portal Settings###i#
GET https://{{host}}/admin/v2/sites/{{Siteid}}/dropOffPortal/ HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}




GET Response BodySample

GET PowerShell Sample

####Added 2/10/2022 ###

###GET Drop Off Portal Settings###
write-output "GET Drop Off Portal Settings
Write-Output "------------m e
#$siteID = "Enter site ID"

$Dropofflist = Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/dropoffrPortal"” -Method 'GET' -Headers $authHeader
write-output $Dropofflist | ConvertTo-Json -Depth 25

"
"

Method & URL
PATCH https://[server URL]:[port]/admin/v2/sites/{siteld}/dropOffPortal

PATCH Body Sample



### PATCH Drop Off Portal Settings###

PATCH https://{{host}}/admin/v2/sites/{{Siteid}}/dropOffPortal/ HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

"data": {
"type": "dropOffPortal",
"attributes": {
"enabled": true,
"reservedPath": "/dropoff",

"captcha": {
"type": "reCAPTCHA",
"value": {

"siteKey": "6LeXY8odfasdfdsafdsafdsfsdfdsfdsfsdfdsfds-afar",
"secretKey": "6Ldfasdfdsafdsafsdafdsafsdasfdsafdsfsd-afar"
}
s
"linkExpiration": {
"value": 1,
"units": "Week"
s
"maxMessageSize": {
"enabled": true,
"mBytes": 2048
¥
"sendEntireMessageSecurely": "LetUserChoose",
"userEmailOption": {
"allowToEnterToEmailAddress": true,
"allowedDomains": {
"enabled": true,
"list": [
g
]
}
s

"addressBookList": ["user2<user2@mail.com>",

PATCH Response BodySample

The response will return the same response as the GET request, however, it will now include the
updated Patchrequest(s).



{ : { : "0de7387f-1506-427d-b997-el8bcdb8cbae”,
"dropOffPortal”, HER | : R
"/dropoff", : { : "reCAPTCHA", : {
"6LeXY80UAAAAABIVq8RdygpeBeclHqgrVBUd-afar", :
"6LeXY80UAAAAABIVq8RdygpeBeclHqrVBUd-afar" } }, Y
1, : "Week" }, | : 5
}s : "LetUserChoose",

: : s
: { : s s ["**" 111
r ¥ . : { : "admin/v2/sites/0de7387f-

PATCH PowerShellSample

write-Output "PATCH Drop Off Portal Settings"
wWrite-output "----------mm e "
$update =

]

"data": {
"type": "dropoffPortal",
"attributes": {
"enabled": true,
"reservedpath": "/dropoff",
"captcha": {
"type": "reCAPTCHA",
"value": {

"siteKey": "6LeXY8odfasdfdsafdsafdsfsdfdsfdsfsdfdsfds-afar",
"secretkev'": "6l dfasdfdsafdsafsdafdsafsdasfdsafdsfsd-afar"

Endpoint: /sites/{siteld}/privacyPolicy
Returns and updates the privacy policy configuration for specific site

o GET
e PATCH

Method & URL
GET https://[server URL]:[port]/admin/v2/sites/{siteld}/privacyPolicy
GET Body Sample

### GET Privacy Policy Settings####
GET https://{{host}}/admin/v2/sites/{{Siteid}}/privacyPolicy/ HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample



{ : { : "0de7387f-1506-427d-b997-el8bcdb8cbae”, :
2 {

"privacyPolicy", HER | : "Mandatory"”, :
: > : }s
HE HE : "Feb 11,
2022. 01:01:39 PM" } }, : { : "admin/v2/sites/0de7387f-1506-

427d-b997-e18bcdb8cbae/privacyPolicy” } }

GET PowerShell Sample

####Added 2/11/2022 ###

###GET Privacy Policy Settings###

write-Output "GET Privacy Policy Settings"

Write-output "----------mmm e "

#$siteID = "Enter site ID"

$PP1ist = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/privacyPolicy" -
Method 'GET' -Headers $authHeader

write-output $PP1list | ConvertTo-Json -Depth 25

Method & URL
PATCH https://[server URL]:[port]/admin/v2/sites/{siteld}/privacyPolicy

PATCH Body Sample

### PATCH Privacy Policy Settings###
PATCH https://{{host}}/admin/v2/sites/{{Siteid}}/privacyPolicy/ HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

{
"data": {
"type": "privacyPolicy",
"attributes": {

"type": "Mandatory",

"values": {
"preventSftpsUntilAgreed": false,
"impliedForNonSubjects": false

¥

"agreementPath": "",

"agreementLabel": ""

"effectiveDate": "Feb 11, 2020. 01:01:39 PM"

}
}
}

PATCH Response BodySample

The response will return the same response as the GET request, however, it will now include the
updated Patchrequest(s).



{ : { : "0de7387f-1506-427d-b997-el8bcdb8cbae”,

"privacyPolicy", HER | : "Mandatory"”, R
: s : }s
HE HE : "Feb 11,
2022. 01:01:39 PM" } }, : { : "/admin/v2/sites/0de7387f-

1506-427d-b997-e18bcdb8cbae/privacyPolicy” } }

PATCH PowerShellSample

### PATCH Privacy Policy Settings###
### User must obtain the SiteID from Get Sites
write-output "Privacy Policy Settings"

wWrite-output "----------mm e
$update =

"data": {
"type": "privacypPolicy",
"attributes":
"type": "Mandatory",
"values": {
"preventSftpsuntilAgreed": true,
"impliedForNonSubjects": true

"égreementPath”: "
"agreementLabel": "",
y "effectiveDate": "Feb 11, 2020. 01:01:39 pm"
$update = S$update | ConvertFrom-Json
$update = $update | ConvertTo-Json -Depth 30

$patchreturn = Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/privacyPolicy" -Method 'PATCH' -Headers $authHeader
-Body S$update

Endpoint: /sites/{siteld}/termsOfService

Returns and updates the terms of service configuration for specific site

e GET
e PATCH

Method & URL

GET https://[server URL]:[port]/admin/v2/sites/{siteld}/termsOfService

GETBody Sample

### GET Terms of Services Settings#it##
GET https://{{host}}/admin/v2/sites/{{Siteid}}/termsOfService/ HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample



{ : { : "0de7387f-1506-427d-b997-el8bcdb8cbae”,

"termsOfService", : { : "Disabled”, :
o . : "Dec 16, 1950. 10:05:17 AM" }
}, : { : "adm1n/v2/51tes/0de7387f 1506-427d-b997-

el8bcdb8cbae/termsOfService” } }

GET PowerShell Sample

###GET terms Of Service Settings###

write-output "GET GET terms Of Service Sett1ngs

write-output "------m-m e

#$siteID = "Enter site ID"

$T0STist = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/termsOofService" -
Method 'GET' -Headers $authHeader

wWrite-outnut $TOSTist | ConvertTo-1son -Denth 25

Method & URL
PATCH https://[server URL]:[port]/admin/v2/sites/{siteld}/termsOfService

PATCH Body Sample

### PATCH Terms of Services Settings#i##
PATCH https://{{host}}/admin/v2/sites/{{Siteid}}/termsOfService/ HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

{
"data": {
"type": "termsOfService",
"attributes": {
"type": "Mandatory",
"values": {
"preventSftpsUntilAgreed": true
s
"agreementPath": "",
"agreementLabel": "",
"effectiveDate": "Dec 16, 2000. 10:05:17 AM"
}
}
}

PATCH Response BodySample

The response will return the same response as the GET request, however, it will now include the
updated Patchrequest(s).



{ : { : "0de7387f-1506-427d-b997-el8bcdb8cbae”,

"termsOfService", : { : "Mandatory", : {
. }, . mn -’
e : "Feb 11, 2022. 01:01:53 PM" } }, |

"adm1n/v2/51tes/ede7387f 1506-427d-b997 -e18bcdb8cbae/ termsOfService" } }

PATCH PowerShellSample

####Added 2/11/2022

### PATCH terms Of Service Settings###

### User must obtain the SiteID from Get Sites
write-output "terms Of Service Settings"

Write-output "----------mm e
$update =

"data": {
"type": "termsofService",
"attributes":
"type": "Mandatory",
"values": {

"preventSftpsuntilAgreed": true

"agreementPath": "",
"agreementLabel": ""
y "effectiveDate": "Dec 16, 2000. 10:05:17 AMm"
3
}
$update = $update | ConvertFrom-Json
$update = S$update | ConvertTo-Json -Depth 30

$patchreturn = Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/termsOfService" -Method 'PATCH' -Headers
$authHeader -Body $update

Endpoint: /sites/{siteld}/gdpr

Returns and updates the GDPR configuration for specific profile

e GET
e POST

Method & URL

GET https://[server URL]:[port]/admin/v2/sites/{siteld}/gdpr

GETBody Sample

### GET the GDRP Settings#iti
GET https://{{host}}/admin/v2/sites/{{Siteid}}/gdpr/ HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample



{ : { : "0de7387f-1506-427d-b997-el8bcdb8cbae”, : "gdpr",

| : "Unknown or undefined",
| : "Unknown or undefined", |
: false, : false } },
: "Unknown or undefined",

"Unknown or undefined", : "Unknown or undefined",

: "Unknown or undefined", :
"Unknown or undefined", ¢ "Unknown or undefined",

: "Unknown or undefined". : "Unknown

GET PowerShell Sample

###GET GDRP Settings###

write-output "GET GDRP Settings"

write-output "-----—---—-—--——- "

#$siteID = "Enter site ID"

$GDPR1ist = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/gdpr" -Method
'GET' -Headers $authHeader

write-output $GDPRTist | ConvertTo-Json -Depth 25

Method & URL
PATCH https://[server URL]:[port]/admin/v2/sites/{siteld}/gdpr

PATCH Body Sample

###PATCH the GDRP Settings#iti
PATCH https://{{host}}/admin/v2/sites/{{Siteid}}/gdpr/ HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

{
"data": {
“type": "gdpr”,
"attributes": {
"materialScope"”: "In scope",
"territorialScope": {
"type": "In Union, all subjects in scope (3.1)",
"value": {
"showEUStatus": true,
"allUsersToChangeEUSubject": true

}
}s
"processingPrinciples": "General guidance not yet met",
"lawfulnessOfProcessing"”: "Data subject consent (6.1.a)",
"conditionsForConsent": "Set via EFT's ToS or Privacy Policy",

PATCH Response BodySample



The response will return the same response as the GET request, however, it will now include the
updated PATCH request(s).

{ I : "0de7387f-1506-427d-b997-el8bcdb8cbae", : "gdpr",
| : "In scope", Y
"In Union, all subjects in scope (3.1)", |
: s : } b

"General guidance not yet met",
"Data subject consent (6.1.a)",
"Set via EFT's ToS or Privacy Policy",

"EwnLAanr~ad wiia EET'es TAC An DnsiwAacur DAT S AW

PATCH PowerShellSample

### PATCH GDRP Settings###

### User must obtain the SiteID from Get Sites
Write-Ooutput "PATCH GDRP Settings"
wWrite-output "--------------—o-—- "

$update =

”data":"{

”type : ”gdpr"’
"attributes": {

"materialScope": "In scope",

"territorialScope": {
"type": "In Union, all subjects in scope (3.1)",
"value":

"showEUStatus": true,
"allusersToChangeEUSubject": true

’
"processingPrinciples": "General guidance not yet met",
"lawfulnessofProcessing": "Data subject consent (6.1.a)",

Endpoint: /sites/{siteld}/uploadForms
Returns and updates the upload forms configuration for specific profile

o GET
e POST

Method & URL
GET https://[server URL]:[port]/admin/v2/sites/{siteld}/uploadForms

GET Body Sample

### GET the Upload Forms Settings####
GET https://{{host}}/admin/v2/sites/{{Siteid}}/uploadForms/ HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample



{ H | : "site", : "0de7387f-1506-427d-b997-
el8bcdb8cbae”, | : "MySitel"” }, |

"admin/v2/sites/0de7387f-1506-427d-b997 -e1l8bcdb8cbae", :
"adm1n/v2/51tes/0de7387f 1506-427d - b997 el8bcdb8cbae/metrics" } } 1,

GET PowerShell Sample

#H#H#GET Up'load Forms Settings###
write-output "GET Upload Forms Sett1 ngs"
write-output "-----—---—-—--——-
#$siteID = "Enter site ID"

$UpFormsTist = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/uploadForms"
-Method 'GET' -Headers $authHeader

write-output $UpFormsTist | ConvertTo-Json -Depth 25

Method & URL

POST https://[server URL]:[port]/admin/v2/sites/{siteld}/
POST Body Sample

HH#

POST https://{{host}}/admin/v2/sites/{{Siteid}}/uploadForms/ HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

"data": {

"id": "uploadFormName",

"attributes": {
"description"”: "Testing Forms from POST REST API",
"displayName": "FORM_1",
"displayInstruction": "Enter Text",
"enabled": true,
"showForEachFileUploaded": true,
"userGroupId": "A@ODB9377-92A3-4A38-8COF-09F268D78FF1",
"uploadFormElements": [

{

"name" : s
"displaylLabel”: "FORM_1",
"type": "string",
"values": "domain.com",
"required": true




POST Response Body Sample

POST PowerShellSample

$update =
"data":
"id": "uploadFormName",
"attributes":
"description": "Testing Forms from POST REST API",
"displayName": "FORM_once",
"displayInstruction": "Enter Text",

"enabled": true,

"showForeachFileUploaded": true,

"userGroupId": "AODB9377-92A3-4A38-8COF-09F268D78FF1",
"uploadFormElements": [

"name" : ,
"displayLabel": "FORM_once",
"type": lvstr_i ngll’
"values": "domain.com",
"required": true
}
]
}
}
}l
$update $update | ConvertFrom-Json

$update = $update | ConvertTo-Json -Depth 10

$postUploadFormsReturn = Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/uploadForms" -Method 'POST' -Headers $authHeader -
Body S$update

write-output $postUploadFormsReturn | ConvertTo-Json

Endpoint: /sites/{siteld}/uploadForms/{uploadFormName}
Returns site upload settings. Update site upload forms settings. Deletes upload form.

o GET

e PATCH

e DELETE
Method & URL

GET https://[server URL]:[port]/admin/v2/sites/{siteld}/uploadForms/{uploadFormName}



GET Body Sample

### GET Specific Upload Forms Settings#itti
### Enter the form ID

@upLoadFormsID = {{formsList.response.body.$.data[0].id}}

GET
https://{{host}}/admin/v2/sites/{{Siteid}}/uploadForms/{{upLoadFormsID
}} HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

EEE

GET Response BodySample

GET PowerShell Sample

###GET Upload Forms Settings###

write-output "GET Upload Forms Settings"

write-output "---------—-—————- "

#%$siteID = "Enter site ID"

$UpFormsTist = Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/uploadForms"” -Method 'GET' -Headers $authHeader
write-output $UpFormsTist | ConvertTo-Json -Depth 25

Method & URL

PATCH https://[server URL]:[port]/admin/v2/sites/{siteld}/uploadForms/{uploadFormName}
PATCH Body Sample



e

PATCH
https://{{host}}/admin/v2/sites/{{Siteid}}/uploadForms/{{upLoadFormsID
}} HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

{
"data": {

"id": "uploadFormName",

"type": "uploadForm",

"attributes": {
"description": "Testing Forms from POST REST API",
"displayName": "FORM_ 1",
"displayInstruction": "Enter Text",
"enabled": true,
"showForEachFileUploaded": false,
"userGroupId": "a@db9377-92a3-4a38-8c0f-09f268d78ff1",
"uploadFormElements": [

{
"name": "",
"displaylLabel”: "FORM 1",
"type": "String",
"values": "domain.com",
"required": true

POST Response Body Sample




PATCH PowerShell Sample

$update

"data":
"id": "uploadFormName",
"type": "uploadForm",
"attributes": {

"description": "Testing Forms from POST REST API",
"displayName": "FORM_1",
"displayInstruction": "Enter New Text",

"enabled": true,

"showForEachFileUploaded": false,

"userGroupId": "a0db9377-92a3-4a38-8c0f-09f268d78ff1",
”u?1oadFormE1ements”: [

nn

"name" : s
"displayLabel": "FORM_1",
"type": "String",
"values": "domain.com",

"required": true

$update $update convertFrom-Json

$update $update ConvertTo-Json -Depth 10

$patchuploadFormsReturn Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/uploadForms/$formsID" -Method 'PATCH' -Headers
$authHeader -Body $update

write-output $patchUploadFormsReturn ConvertTo-Json

DELETE Body Sample

### GET Specific Upload Forms Settings#iti
### Enter the form ID

@upLoadFormsID = {{formsList.response.body.$.data[@].id}}

DELETE
https://{{host}}/admin/v2/sites/{{Siteid}}/uploadForms/{{upLoadFormsID
}} HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

HH##

DELETE Response BodySample



DELETE PowerShell Sample

$formsib = $uploadFList.data[0].1id

$deleteUploadFList Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/uploadrForms/$formsID" -Method 'DELETE' -Headers
$authHeader

write-output $deleteUploadFList convertTo-Json

Endpoint: /sites/{siteld}/userGroups

Returns the user groups for specific site
e GET
Method & URL
GET https://[server URL]:[port]/admin/v2/sites/{siteld}/userGroups

GETBody Sample

### GET the User groups Settings####
GET https://{{host}}/admin/v2/sites/{{Siteid}}/userGroups HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GETResponse BodySample

{ [ { | : "All Users" }, : "AODB9377-

92A3-4A38-8COF-09F268D78FF1", : "userGroup" }, { I |
"Administrators" }, : "O7CACEB2-6698-4EF7-BAEB-F437FEC972A2",
"userGroup" }, { : { : "Guests" },

GET PowerShell Sample

###GET User Groups###

write-output "GET User Groups"

write-output "-----—---—-—--——- "

#$siteID = "Enter site ID"

$Uglist = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/userGroups" -
Method 'GET' -Headers $authHeader

write-output $uglist | ConvertTo-Json -Depth 25




Endpoint: /sites/{siteld}/outlookDeploymentScript
Returns the outlook deployment script.

o GET
Method & URL

GET https://[server URL]:[port]/admin/v2/sites/{siteld}/outlookDeploymentScript
GETBody Sample

## GET outlook Deployment Script####

GET https://{{host}}/admin/v2/sites/{{Siteid}}/outlookDeploymentScript
HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample

msiexec /lv installation.log /gn /i EFTOutlookAddinInstaller.msi
EFTHOST=http: //172.31.223.227 EFTPORT=443 EFTAUTHTYPE=MANUAL
EFTUSERNAME=username EFTPASSWORD=testl23!
INSTALLLOCATION="%$userprofile% \AppData\Roaming\GlobalSCAPE\EFT Outlook
Add-in" FILESTORELOCATION="%userprofile%\AppData\Local\GlobalSCAPE\EFT
Outlook Add-in"

GET PowerShell Sample

###GET outlook Deployment Script###

write-output "GET outlook Deployment Script"

Write-output "---------------—- "

#$siteID = "Enter site ID"

$obps1list = Invoke-RestMethod -uUri
"$baseURL/v2/sites/$siteiD/outTookDeploymentScript" -Method 'GET' -Headers
$authHeader

write-output $oDSTist | ConvertTo-Json -Depth 25

Endpoint: /sites/{siteld}/contentintegrity
Returns and updates the content integrity settings for specific site.

o GET
e POST

Method & URL

GET https://[server URL]:[port]/admin/v2/sites/{siteld}/contentIntegrity
GET Body Sample


http://172.31.223.227/

### GET a list of current content integrity profiles####

GET https://{{host}}/admin/v2/sites/{{Siteid}}/contentIntegrity HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GETResponse BodySample

{ H | : "6f61c6cO-221e-4f01-94d0-46ba78ec0548", :
"contentIntegrity”, : { : "TEST API" } }, {
"@3bebeda-1a89-40d2 -a8c8-78ec078257db", "contentIntegrity"”,
: { : "TEST API 2" } } 1, : { :

"admin/v2/sites/0de7387f-1506-427d-b997 -e18bcdb8cbae/contentIntegrity"” }

GET PowerShell Sample

###GET list of Content Integrity Profiles###

write-Output "GET list of Content Integrity Profiles”
Write-Ooutput "---------mm e "

#$siteID = "Enter site ID"

$CITist = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/contentIntegrity"
-Method 'GET' -Headers $authHeader

write-output $CITist | ConvertTo-Json -Depth 25

Method & URL

POST https://[server URL]:[port]/admin/v2/sites/{siteld}/contentIntegrity
POST Body Sample



### #POST content integrity profile ####
POST https://{{host}}/admin/v2/sites/{{Siteid}}/contentIntegrity/
HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}
{
"data": {
"type": "contentIntegrity",
"attributes": {
"profileName": "Profile API_TESTS5",
"host": "192.168.100.82",
"port": 1344,
"path": "/regmode",
"mode": "REQMOD",
"scanLimit": {
"enabled": true,
"bytes": 100000
s
"headerOverrides": {
"httpHost": {
"enabled": true,
"value": "192.168.100.83"
s
"xClientIp": {
"enabled": true,
"value": "192.168.100.52"
}s
"xServerIp": {
"enabled": true,
"value": "192.168.100.60"
s
"xSubscriberIp": {
"enabled": true,
"value": "192.168.100.70"
s
"xAuthenticatedUser": {
"enabled": true,

POST Response Body Sample

{ I : "53f00be5-9aa0-41ed-9fdf-ea99f6784238", :
"contentIntegrity”, : { : "Profile API_TEST",
: true, ¢ 1344, : true, : "REQMOD",
{ : true, : 100000 }, |
: true, : "192.168.100.83" }, |

true, : "192.168.100.52" }, | : false,




POST PowerShellSample

###POST Create New Content Integrity Profile###
write-output " Create New Content Integrity Profile"
Write-output "--------mmm e "
$update =

"data": {
"type": "contentIntegrity",
"attributes": {
"profileName": "Profile_API_TEST6",
"host": "192.168.100.82",
"port": 1344,
"path": "/reqgmode"
"mode": "REQMOD",
"scanLimit": {
"enabled": true,
"bytes": 100000

"headeroverrides": {
"httpHost": {

"anahlad": +ria

Endpoint: /sites/{siteld}/contentintegrity/{profileld}
Returns, updates, and deletes content integrity profile settings.

e GET
e PATCH
e DELETE

Method & URL

GET https://[server URL]:[port]/admin/v2/sites/{siteld}/contentIntegrity/{profileld}
GET Body Sample

### GET spacific content integrity profile settings####

###Pass the ID of the CIC profile###

@profileld = 53f00be5-9aa0-4led-9fdf-ea99f6784238

GET
https://{{host}}/admin/v2/sites/{{Siteid}}/contentIntegrity/{{profileld}}
/ HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

Oor
### GET spacific content integrity profile settings#i#ii#

###Pass the ID of the CIC profile from another variable###
##t#@profileId = 53f0@0Obe5-9aad-4led-9fdf-ea99f6784238

GET Response BodySample



{ : { : "53f@Pbe5-9aa0-41ed-9fdf-ea99f6784238", :
"contentIntegrity”, : { : "Profile_API_TEST",
: true, : 1344, : true, : "REQMOD", :
{ : true, : 100000 }, | |
true, : "192.168.100.83" }, : {
true, : "192.168.100.52" }, | : false,
HE : { : false, HEE S
: { : false, "y,
R | : false, HE 2
{ : "Continue"”,
"Continue", : "Fail",
: "Continue", HER |
true, :[1}Yr1rh 1 {
"admin/v2/sites/0de7387f-1506-427d-b997 -

GET PowerShell Sample

####Added 2/15/2022 ###

###GET specific Content Integrity Profile settings###

### User must obtain the Profile ID and manually enter it or by holding the
value on a variable ###

write-Output "GET specific Content Integrity Profile settings"
Write-output "-—-----—-mm e "

#$profileID = "53f00be5-9aal0-41ed-9fdf-ea99f6784238"
$SCITist = Invoke-RestMethod -Uri

"$baseURL/v2/sites/$siteID/contentIntegrity/$profileld" -Method 'GET' -Headers
$authHeader

write-output $sCilist | ConvertTo-Json -Depth 35

Method & URL

PATCH https://[server URL]:[port]/admin/v2/sites/{siteld}/contentintegrity/{profileld}
PATCH Body Sample



### #PATCH content integrity profile ####
###Pass the ID of the CIC profile###
###@profileId = 53f0Obe5-9aa0d-4led-9fdf-ea99f6784238
PATCH
https://{{host}}/admin/v2/sites/{{Siteid}}/contentIntegrity/{{profileld}}
HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}
{
"data": {
"type": "contentIntegrity",
"attributes": {
"profileName": "Profile_ API_TEST_PATCH",
"host": true,
"port": 1344,
"path": true,
"mode": "REQMOD",
"scanLimit": {
"enabled": true,
"bytes": 100000
s
"headerOverrides": {
"httpHost": {
"enabled": true,
"value": "192.168.100.00"
}s
"xClientIp": {
"enabled": true,
"value": "192.168.100.00"
s

"xServerIp": {

MaiaalhT AN, LT~ A~

PATCH Response BodySample

{ I : "d7c7c566-e2el-4dd9-8332-9c2aa63f7bff",

"contentIntegrity”, : { :

"Profile_API_TEST_PATCH", : true, ¢ 1344, : true,

: "REQMOD", HER | : true, : 100000 },
: { HIE | : true, :

"192.168.100.00" }, : { : true, :

"192.168.100.00" }, R : false, I
| : false, HEE N

PATCH PowerShellSample



### PATCH specific Content Integrity Profile settings###

### User must obtain the Profile ID and manually enter it or by holding the
value on a variable ###

write-output "PATCH specific Content Integrity Profile settings"
Write-output "M----- - e "

$%pdate =
"data": {
"type": "contentIntegrity",
"attributes":
"profileName": "Profile_API_TEST_PATCH",
"host": true,
"port": 1344,

"path": true,
"mode": "REQMOD",

Method & URL

DELETE https://[server URL]:[port]/admin/v2/sites/{siteld}/contentintegrity/{profileld}
DELETE Body Sample

#H##DELETE spacific content integrity profile settings####
###Pass the ID of the CIC profile##i#

###@profileId = 53f0Obe5-9aa0d-4led-9fdf-ea99f6784238

DELETE
https://{{host}}/admin/v2/sites/{{Siteid}}/contentIntegrity/{{profileld}}
/ HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

DELETE Response BodySample

{ : [ : { : "/admin/v2/sites/@de7387f-1506-427d-
b997-e18bcdb8cbae/contentIntegrity” } }

DELETE PowerShellSample

###DELETE specific content integrity profile settings####

###Pass the ID of the CIC profile###

###@profileld = 53f00be5-9aa0-41led-9fdf-ea%9f6784238

wWrite-Output "DELETE specific content integrity profile settings"”
Write-output M------m e "
#$profileID = "53f00be5-9aa0-41ed-9fdf-ea99f6784238"

$DCICTlist = Invoke-RestMethod -Uri
"$baseURL/Vv2/sites/$siteID/contentIntegrity/$profilerd" -mMethod 'DELETE'
Headers $authHeader

write-output $DCICTist | ConvertTo-Json -Depth 35

Endpoint: /sites/{siteld}/custom-commands
Note: Available as of EFT 8.1.0



This endpoint provides the ability to returna list of custom commands defined on an EFT site or createa
new custom command.

e GET
e POST

Method & URL

GET https://[server URL]:[port]/admin/v2/sites/{siteld}/custom-commands
GET Body Sample

HH##
##Get Site Custom Commands

GET https://{{host}}/admin/v2/ /sites/{{siteld}}/custom-commands HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample

{ N : "9a0@c4aec-862e-4e72-aec4-9bl1fo4fo0bb3", :
"customCommand", : { : "Command 1" }, : {
"/admin/v2/sites/c7d3ecfe-alo0-4bcd-b830-01a10524c048/custom-
commands/9a@c4aec-862e-4e72-aec4-9blfedfoeebb3" } }, { : "@90dde3a-
c039-44ab-b03d-5cc994548ce7", : "customCommand", : {
"Run to the Moon" }, : { :
"/admin/v2/sites/c7d3ecfe-al00-4bcd-b830-01a10524c048/custom-

GET PowerShell Sample

#H#H#H
#Get Site Custom Commands

write-Output "Get Site Custom Commands"
write-output "----- "

$serverAdminDetails = Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/custom-commands” -Method 'GET' -Headers $authHeader
write-output $serverAdminDetails | ConvertTo-Json -Depth 10

Method & URL

POST https://[server URL]:[port]/admin/v2/sites/{siteld}/custom-commands
POST Body Sample



## Create Custom Command on a specific EFT Site
POST https://{{host}}/admin/v2/sites/{{Siteid}}/custom-commands HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

"data":{
"id":"",
"type": "customCommand",
"attributes": {

"enabled": true,
"name": "Command 5",
"description”: "this is a test to run command 5",
"executable": "c:\\windows\\system32\\cscript.exe

\"c:\\users\\administrator\\desktop\\server.vbs\"",
"parameters": "",
"redirectOutputToLog": true,
"useProcessTimeOut": true,
"processTimeOut": 30,
"logFileName": "C:\\ProgramData\\Globalscape\\EFT
Server\\Logs\\cmdout.log",
"redirectOutputToClient": true,
"useMinNumOfParams": false,
"minNumOfParams": 1,
"minNumOfParamsMsg":

LR

POST Response Body Sample

{ : A : "f1d88549-e4aa-49da-b685-536fe0d93b62", :

"customCommand", : { : true, : "Command 5",
"this is a test to run command 5",

"c:\\windows\\system32\\cscript.exe

\"c:\\users\\administrator\\desktop\\server.vbs\"", oy
. true, . true,
30, : "C:\\ProgramData\\Globalscape\\EFT
Server\\Logs\\cmdout.log", : true,
: false, 1, R

¥ : Ao s Ao s Ao [

[ A : "userGroup", : "aedb9377-92a3-4a38-8cof-
09f268d78ff1", : A : "All Users" } } 13} 1} 3, A

"/admin/v2/sites/c7d3ecfe-alo0-4bcd-b830-01a10524c048/ custom-




POST PowerShellSample

#H##

#POST new site Custom Command

write-output "POST Custom Command (New Custom Command)"
write-output "----- "

%update =
"data":{
ll_idll:llll’
"type": "customCommand",
"attributes": {
"enabled": true,
"name": "Command 5",
"description": "this is a test to run command 5",
"executable": "c:\\windows\\system32\\cscript.exe
\"c:\\users\\administrator\\desktop\\server.vbs\"",
"parameters": "",

"redirectoutputToLog": true,

"useProcessTimeout": true,

"processTimeout": 30,

"logFiTleName": "C:\\Programbata\\Globalscape\\EFT
Sserver\\Logs\\cmdout.log",

"redirectoutputToClient": true,

"useMinNumofParams": false,

"minNumofParams": 1,

"minNumofParamsMsg" :

nn

}
.1
3
$update = $update | ConvertFrom-Json
$update = $update | ConvertTo-Json -Depth 10

$patchreturn = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/custom-

Endpoint: /sites/{siteld}/custom-commands/{customCommandID}
Note: Available as of EFT 8.1.0

Returns a custom command defined on an EFT site and allows the ability to get, patch (update), and
delete the custom command.

e GET
e PATCH
e DELETE

Method & URL
GET https://[server URL]:[port]/admin/v2/sites/{siteld}/custom-commands/{customCommandID}

GETBody Sample



### Get Custom Commands for a Site ###

# @name customCommandList

GET https://{{host}}/admin/v2/sites/{{Siteid}}/custom-commands HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

e

@customCommandID = {{customCommandList.response.body.$.data[@].id}}

#i#t# Get specific Custom Command from a Site ###

GET https://{{host}}/admin/v2/sites/{{Siteid}}/custom-
commands/{{customCommandID}} HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

EisiE

GET Response BodySample

{ : { : "9a0cdaec-862e-4e72-aecd4-9blfo4feebb3", :

"customCommand", : { : true, : "Command 1",
"this is a test to run command 1",

"c:\\windows\\system32\\cscript.exe

\"c:\\users\\administrator\\desktop\\server.vbs\"", 'y

: true, : true,
30, : "C:\\ProgrambData\\Globalscape\\EFT
Server\\Logs\\cmdout.log", : true,

false, i 1, "
s s Ao s o s o L

[ { : "userGroup", : "aedb9377-92a3-4a38-8cof-

09f268d78ff1", : A : "All Users" } } 13} } 3, : A

GET PowerShell Sample

###

#Get Site Custom Commands

write-output "Get Site Custom Commands"

write-output "----- "

$commands = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/custom-commands"”
-Method 'GET' -Headers $authHeader

#Write-output $serverAdminDetails | ConvertTo-Json -Depth 10

foreach ($commands in $commands.id)

write-output ("cCustom Command found: $($commands.id):
$($commands.attributes.name)")

$customCommandID = $commands.data[0].1id

##t#

#Get Custom Command

write-output "Get Custom Commands for:
write-output "----- "

$commandList = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/custom-
commands/$customCommandID" -Method 'GET' -Headers $authHeader
write-output $commandList | ConvertTo-Json -Depth 10

$customCommandID

Method & URL



PATCH https://[server URL]:[port]/admin/v2/sites/{siteld}/custom-commands/{customCommandID}

PATCH Body Sample

### Get Custom Commands for a Site which is needed to patch a Custom
Commmand ###

# @name customCommandList

GET https://{{host}}/admin/v2/sites/{{Siteid}}/custom-commands HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

EisiE

@customCommandID = {{customCommandList.response.body.$.data[@].id}}

H#Hit#

#Path Custom Command on a specific EFT site

PATCH https://{{host}}/admin/v2/sites/{{Siteid}}/custom-
commands/{{customCommandID}} HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

{
"data":{
"id":"",
"type": "customCommand",
"attributes": {
"enabled": true,
"name": "Updated Custom Command Name",
"description”: "Updated Custom Command Description",
"executable": "c:\\windows\\system32\\cscript.exe
\"c:\\users\\administrator\\desktop\\server.vbs\"",
"parameters": "",

"redirectOutputToLog": true,

"useProcessTimeOut": false,

"processTimeOut": 30,

"logFileName": "C:\\ProgramData\\Globalscape\\EFT
Server\\Logs\\cmdout.log",

"redirectOutputToClient": true,

"useMinNumOfParams": false,

"minNumOfParams": 1,

"minNumOfParamsMsg":

PATCH Response BodySample



{ : { : "9a@cdaec-862e-4e72-aecd-9b1fo4fe0bb3", :
"customCommand", : { : true, : "Updated Custom

Command Name", : "Updated Custom Command Description”,
"c:\\windows\\system32\\cscript.exe
\"c:\\users\\administrator\\desktop\\server.vbs\"", oy
: true, : false,
: 30, : "C:\\ProgramData\\Globalscape\\EFT
Server\\Logs\\cmdout.log", : true,
: false, i 1, "
¥ Ao s Ao : Ao [
[ A : "userGroup", : "aedb9377-92a3-4a38-8c0of-
09f268d78ff1", A : "All Users" } } 13} 1} 3, A

PATCH PowerShellSample

HHBHBHBHBH BB R R AR AR BHHHBHY

#Patch a Custom Command

##t#

#Get Site Custom Commands

write-output "Get Site Custom Commands in order to Patch"

write-output "----- "

$commands = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/custom-commands"”
-Method 'GET' -Headers $authHeader

#write-output $serverAdminDetails | ConvertTo-Json -Depth 10

foreach ($commands in $commands.id)

{
write-output ("cCustom Command found: $($commands.id):
$($commands.attributes.name)")

$customCommandID = $commands.data[O].1id

#PATCH Custom Command

write-Ooutput "Custom Command Patch"
write-output "Custom Command: $customCommandID"
write-output "----- "

$update =
"data":{
ll_id":lll"
"type": "customCommand",
"attributes": {
"enabled": true,
"name": "Updated Custom Command Name 2",
"description": "Updated Custom Command Description 2",
"executable": "c:\\windows\\system32\\cscript.exe
\"c:\\users\\administrator\\desktop\\server.vbs\"",
"parameters": "",

"redirectoutputToLog": true,

"useProcessTimeout": false,

"processTimeout": 30,

"logFiTleName": "C:\\Programbata\\Globalscape\\EFT
Server\\Logs\\cmdout.log",

"redirectoutputToClient": true,

"useMinNumofParams": false,

"minNumofParams": 1,

"minNumofParamsmsg" :

}
1
$update = S$update | ConvertFrom-Json
$update = S$update | ConvertTo-Json -Depth 10
Cnhat+trhbDoat+iirn — Trvnlba_bDac+Mat+thad _i1ira "Chacallbl /1) /edi+rac/Cei+aTn /riic+am_

Method & URL



DELETE https://[server URL]:[port]/admin/v2/sites/{siteld}/custom-commands/{customCommandID}

DELETE Body Sample

##DELETE Custom Commands

### Get Custom Commands for a Site which is needed to delete a Custom
Commmand ###

# @name customCommandList

GET https://{{host}}/admin/v2/sites/{{Siteid}}/custom-commands HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

HiH#H

@customCommandID = {{customCommandList.response.body.$.data[@].id}}
#

##Delete Request passing custom command id
DELETE https://{{host}}/admin/v2/sites/{{Siteid}}/custom-
commands/{{customCommandID}} HTTP/1.1

Aiklhmia e mdl Aans FITAAd S A LT Al Aan (AL TAl AR

DELETE Response BodySample

HTTP/1.1 No Content Date: Fri, 15 Jul 2022 21:48:08 GMT Content-
Length: @ Cache-Control: no-cache, no-store, must-revalidate Expires: -1
X-Content-Type-Options: nosniff X-XSS-Protection: 1; mode=block Content-
Security-Policy: default-src 'self' ‘'unsafe-inline' 'unsafe-eval' data:;
Referrer-Policy: no-referrer

DELETE PowerShellSample

### DELETE CUSTOM COMMAND

#Get Site Custom Commands in order to get custom command id

write-output "Get Site Custom Commands in order to Delete"

write-Output "----- "

$commands = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/custom-commands"”
-Method 'GET' -Headers $authHeader

#Write-output $serverAdminDetails | ConvertTo-Json -Depth 10

foreach ($commands in $commands.id)

{
write-output ("cCustom Command found: $($commands.id):
§($commands.attributes.name)”)

$customCommandID = $commands.data[0].1id

write-output "Deleting Custom Command: " $customCommandID

write-Output "----- "

$commandList = Invoke-RestMethod -uUri "$baseURL/v2/sites/$siteID/custom-
commands/$customCommandID" -Method 'DELETE' -Headers $authHeader

wWrita-Nnutnit €Ccammandl ict | CanvartTa-lcenn —Nanth 1N

Endpoint: /sites/{siteld}/user-templates
Note: Available as of EFT 8.1.0



Returns a list of user templates defined on an EFT site and allows the ability to get and create templates.

e GET
e POST

Method & URL
GET https://[server URL]:[port]/admin/v2/sites/{siteld}/user-templates

GET Body Sample

### Get User Settings Template ###

GET https://{{host}}/admin/v2/sites/{{Siteid}}/user-templates HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

HH#

GET Response BodySample

{ LA :Aq :q :Aq : 1
Ao : }h s A :
"inherit", : {
"inherit", : A : s : {
: , : , A : ,
: Ao P5, : Frrrr ol
s A : > 2 A : })
: { : , : {
}ts i Ao : P A
} 2 Ao : P A1
S I : ) s Aq : P s Ao
: "inherit", : "inherit", : "yes",
: "yes", : , : { "Login
OK. Proceed.", : "replaceDefault"” } } }, : A :
}) : b :{ : ]
{ VAR I s o : ) : 5
}s : A : "inherit", : A
) : 5, : "lock", : L
2 A : > : Ao [
: "allowAccess" } }, : "Default Settings",
: : "inherit". : A

GET PowerShell Sample



# get sites
write-output "Site
write-output "----
$siteList = Invoke-RestMethod -Uri "$baseURL/v2/sites" -Method 'GET' -Headers
$authHeader

write-output $siteList | ConvertTo-Json

foreach ($site in $siteList.data)

{

"
1]

write-output ("site $($site.id): $($site.attributes.name)")

$siteID = $siteList.datal[0].1id

###

#Get Site User Settings Template

write-output "Get Site User Settings Template"

write-output "----- "

$serverAdminDetails = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/user-
templates" -Method 'GET' -Headers $authHeader

write-output $serverAdminDetails | ConvertTo-Json -Depth 10

##

Method & URL
POST https://[server URL]:[port]/admin/v2/sites/{siteld}/user-templates

POSTBody Sample



### POST User Settings Template (Create)#t##

POST https://{{host}}/admin/v2/sites/{{Siteid}}/user-templates HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

"data":{
"type": "userTemplate",
"attributes" :{
"name": "GSB Template 4",
"accountEnabled": true,
"homeFolder": {
"enabled": false,
"value": {
"path": ""

}s
"passwordComplexity": {
"enabled": "inherit",
"value": {
"minLength": 8,
"characterCategories": {
"enabled": true,
"value": {
"characterCount": 4,
"upperCaseRequired": true,
"lowerCaseRequired": true,
"numericRequired": true,
"nonAlphaNumericRequired": false,
"non7bitAsciiRequired": false
}
}J
"usernameCharLimit": {
"enabled": true,
"value": {
"minDisallowed": 3

}
}s
"sftp": {
"enabled": true,
"value": {
"authenticationType": "password"

}
}s
"ss1": {
"authenticationType": "password"

} 3}




POST Response Body Sample

{ "data": { "attributes": { "as2": { "inbound": { "enabled": true },
"outbound": { "enabled": true } }, "changePassword": { "enabled":
"inherit", "value": { "changeAdminProvidedPasswordUponFirstUse":
"inherit", "passwordExpiration": { "enabled": true, "value": {
"maxAgeDays": 90, "emailUpon": true, "remindPrior": { "enabled": false,
"value": { "daysBefore": 5, "emailUser": true } } } } } },
"connectionTimeout": { "enabled": true, "value": { "maxSec": 600 } },
"connectionsFromSameIpLimit": { "enabled": false, "value": { "maxNumber":
@ } }, "downloadSizelimit": { "enabled": false, "value": { "maxKBytes": ©
} }, "downloadsPerSessionLimit": { "enabled": false, "value": {
"maxNumber": @ } }, "enabled": true, "ftp": { "enabled": true, "value": {
"enableFxp": "inherit", "enableNoop": "inherit", "enableComb": "yes",
"enableXcrc": "yes", "enablezlib": true, "banner": { "message": "Login
OK. Proceed.", "usage": "replaceDefault" } } }, "ftps": { "enabled": true
}, "hasHomeFolderAsRoot": true, "homeFolder": { "enabled": false,
"value": { "path": "/" } }, "http": { "enableHttp": true, "enableHttps":
true, "enableWtc": true, "enableShareFolder": true, "enableSendMessage":
true }, "invalidlLoginLimit": { "enabled": "inherit", "value": {
"maxCount": 90, "periodMin": 5, "action": "lock", "actionDurationMin": 30
} }, "ipAccessLimit": { "enabled": false, "value": { "rules": [],
"defaultRule": "allowAccess" } }, "name": "GSB Template 4",
"passwordComplexity": { "enabled": "inherit", "value": { "minLength": 8,
"characterCategories": { "enabled": true, "value": { "characterCount": 4,
"upperCaseRequired": true, "lowerCaseRequired": true, "numericRequired":
true, "nonAlphaNumericRequired": false, "non7bitAsciiRequired": false }
}, "usernameCharLimit": { "enabled": true, "value": { "minDisallowed": 3
} }, "repeatingCharLimit": { "enabled": true, "value": { "minDisallowed":
3 } }, "forbiddenDictionary": { "enabled": true, "value": {
"dictionaryFilePath": "", "noBackwardsWord": false } } } },
"passwordHistory": { "enabled": "inherit", "value": { "historyDepth": 4 }
}, "sftp": { "enabled": true, "value": { "authenticationType": "password"
} }, "ssl": { "authenticationType": "password" },

"totalConnectionsLimit": { "enabled": false, "value": { "maxNumber": @ }

~ - - - . -~ = - -

POST PowerShellSample



#H##

#POST Site User Settings Template (Create)

#POST new site Custom Command

write-output "POST User Settings Template (New User Settings Template)"

write-output "-----
$update =
"{

"data":{
"type": "userTemplate",
"attributes":{

"name": "GSB Template 4",
"accountEnabled": true,
"homeFolder":
"enabled": false,
"value": {
llpathll .

}

’
"passwordComplexity": {
"enabled": "inherit",
"value": {
"minLength": 8,
"charactercCategories": {
"enabled": true,
"value": {
"charactercCount": 4,
"upperCaseRequired": true,
"JowerCaseRequired": true,
"numericRequired": true,
"nonAlphaNumericRequired": false,
"non7bitAsciiRequired": false

}

ki
'usernameCharLimit": {
"enabled": true,
"value": {
"minDisal Towed": 3

3
}

1,
"sftp": {
"enabled": true,
"value": {
"authenticationType": "password"

1,
"ss1": {
"authenticationType": "password"

} v

$update $update | ConvertFrom-Json

$update = $update | ConvertTo-Json -Depth 10

$patchReturn = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/user-
templates"”" -Method 'POST' -Headers $authHeader -Body S$update

Endpoint: /sites/{siteld}/user-templates/{userTemplateid}
Note: Available as of EFT 8.1.0

Returns a user settings template defined on an EFT site and allows the ability to get, update, and delete
the custom command.

e GET



e PATCH
e DELETE

Method & URL
GET https://[server URL]:[port]/admin/v2/sites/{siteld}/user-templates/{userTemplateid}

GETBody Sample

#i#t# Get User Settings Template ### Need to obtain templates first

# @name userTemplates

GET https://{{host}}/admin/v2/sites/{{Siteid}}/user-templates HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

Eisia

@userTemplateid = {{userTemplates.response.body.$.data[3].id}}

#Update the array to obtain the desired user template

### GET User Template by Template ID ###

#

GET https://{{host}}/admin/v2/sites/{{Siteid}}/user-
templates/{{userTemplateid}} HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

HH#

GET Response BodySample



{ "data": { "attributes": { "as2": { "inbound": { "enabled": true },
"outbound": { "enabled": true } }, "changePassword": { "enabled":
"inherit", "value": { "changeAdminProvidedPasswordUponFirstUse":
"inherit", "passwordExpiration": { "enabled": true, "value": {
"maxAgeDays": 90, "emailUpon": true, "remindPrior": { "enabled": false,
"value": { "daysBefore": 5, "emailUser": true } } } } } },
"connectionTimeout": { "enabled": true, "value": { "maxSec": 600 } },
"connectionsFromSameIpLimit": { "enabled": false, "value": { "maxNumber":
@ } }, "downloadSizelimit": { "enabled": false, "value": { "maxKBytes": @
} }, "downloadsPerSessionLimit": { "enabled": false, "value": {
"maxNumber": @ } }, "enabled": false, "ftp": { "enabled": true, "value":
{ "enableFxp": "inherit", "enableNoop": "inherit", "enableComb": "yes",
"enableXcrc": "yes", "enablezZlib": true, "banner": { "message": "Login
OK. Proceed.", "usage": "replaceDefault" } } }, "ftps": { "enabled": true
}, "hasHomeFolderAsRoot": true, "homeFolder": { "enabled": true, "value":
{ "path": "/" } }, "http": { "enableHttp": true, "enableHttps": true,
"enableWtc": true, "enableShareFolder": true, "enableSendMessage": true
}, "invalidlLoginLimit": { "enabled": "inherit", "value": { "maxCount":
99, "periodMin": 5, "action": "lock", "actionDurationMin": 30 } },
"ipAccessLimit": { "enabled": false, "value": { "rules": [],
"defaultRule": "allowAccess"™ } }, "name": "GSB Template 2",
"passwordComplexity": { "enabled": "inherit", "value": { "minLength": 8,
"characterCategories": { "enabled": true, "value": { "characterCount": 4,
"upperCaseRequired": true, "lowerCaseRequired": true, "numericRequired":
true, "nonAlphaNumericRequired": false, "non7bitAsciiRequired": false }
}, "usernameCharLimit": { "enabled": true, "value": { "minDisallowed": 3
} }, "repeatingCharLimit": { "enabled": true, "value": { "minDisallowed":
3} }, "forbiddenDictionary": { "enabled": true, "value": {
"dictionaryFilePath": "", "noBackwardsWord": false } } } },
"passwordHistory": { "enabled": "inherit", "value": { "historyDepth": 4 }
}, "sftp": { "enabled": true, "value": { "authenticationType": "password"
} }, "ssl": { "authenticationType": "password" },
"totalConnectionsLimit”: { "enabled": false, "value": { "maxNumber": @ }

~ -~ - P Y ~ = - I

GET PowerShell Sample
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#GET Specific User Settings Template

#H#t#

#Get Specific User Settings Templates

write-output "Get Specific User Settings Template"

write-Output "----- "

$userTemplates = Invoke-RestMethod -uUri "$baseURL/v2/sites/$siteID/user-
templates" -Method 'GET' -Headers $authHeader

write-output $serverAdminDetails | ConvertTo-Json -Depth 10

foreach ($SuserTemplates in $userTemplates.id)

{
write-output ("User Template found: $(SuserTemplates.id):
$(SuserTemplates.attributes.name)")

$userTemplateID = $userTemplates.data[3].1id

##t#

#Get Specific User Template
write-output "Get User Template for:
$userTemplate.data.attributes.name
write-output "----- "

$userTemplate = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/user-
tempTlates/$userTemplateID" -Method 'GET' -Headers S$authHeader
write-output $userTemplate | ConvertTo-Json -Depth 10

1] n 1]

$userTemplateID with name:

Method & URL
PATCH https://[server URL]:[port]/admin/v2/sites/{siteld}/user-templates/{userTemplateid}

PATCH Body Sample



### Get User Settings Template ### Need to obtain templates first

# @name userTemplates

GET https://{{host}}/admin/v2/sites/{{Siteid}}/user-templates HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

e

@userTemplateid = {{userTemplates.response.body.$.data[3].id}}

#Update the array to obtain the desired user template

### PATCH User Template by Template ID

PATCH https://{{host}}/admin/v2/sites/{{Siteid}}/user-
templates/{{userTemplateid}} HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

"data": {
"type": "userTemplate",
"attributes": {
"enabled": false,
"homeFolder": {
"enabled": true,
"value": {
"path™: ""

PATCH Response BodySample



{ "data": { "attributes": { "as2": { "inbound": { "enabled": true },
"outbound": { "enabled": true } }, "changePassword": { "enabled":
"inherit", "value": { "changeAdminProvidedPasswordUponFirstUse":
"inherit", "passwordExpiration": { "enabled": true, "value": {
"maxAgeDays": 90, "emailUpon": true, "remindPrior": { "enabled": false,
"value": { "daysBefore": 5, "emailUser": true } } } } } },
"connectionTimeout": { "enabled": true, "value": { "maxSec": 600 } },
"connectionsFromSameIpLimit": { "enabled": false, "value": { "maxNumber":
@ } }, "downloadSizelimit": { "enabled": false, "value": { "maxKBytes": @
} }, "downloadsPerSessionLimit": { "enabled": false, "value": {
"maxNumber": @ } }, "enabled": false, "ftp": { "enabled": true, "value":
{ "enableFxp": "inherit", "enableNoop": "inherit", "enableComb": "yes",
"enableXcrc": "yes", "enablezZlib": true, "banner": { "message": "Login
OK. Proceed.", "usage": "replaceDefault" } } }, "ftps": { "enabled": true
}, "hasHomeFolderAsRoot": true, "homeFolder": { "enabled": true, "value":
{ "path": "/" } }, "http": { "enableHttp": true, "enableHttps": true,
"enableWtc": true, "enableShareFolder": true, "enableSendMessage": true
}, "invalidlLoginLimit": { "enabled": "inherit", "value": { "maxCount":
99, "periodMin": 5, "action": "lock", "actionDurationMin": 30 } },
"ipAccessLimit": { "enabled": false, "value": { "rules": [],
"defaultRule": "allowAccess"™ } }, "name": "GSB Template 2",
"passwordComplexity": { "enabled": "inherit", "value": { "minLength": 8,
"characterCategories": { "enabled": true, "value": { "characterCount": 4,
"upperCaseRequired": true, "lowerCaseRequired": true, "numericRequired":
true, "nonAlphaNumericRequired": false, "non7bitAsciiRequired": false }
}, "usernameCharLimit": { "enabled": true, "value": { "minDisallowed": 3
} }, "repeatingCharLimit": { "enabled": true, "value": { "minDisallowed":
3} }, "forbiddenDictionary": { "enabled": true, "value": {
"dictionaryFilePath": "", "noBackwardsWord": false } } } },
"passwordHistory": { "enabled": "inherit", "value": { "historyDepth": 4 }
}, "sftp": { "enabled": true, "value": { "authenticationType": "password"
} }, "ssl": { "authenticationType": "password" },
"totalConnectionsLimit”: { "enabled": false, "value": { "maxNumber": @ }

~ -~ - P Y ~ = - o -
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##PATCH (Update) specific User Settings Template

#H#t#

#Get Specific User Settings Templates

write-output "Get Specific User Settings Template"

write-output "----- "

$userTemplates = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/user-
tempTlates" -Method 'GET' -Headers $authHeader

write-output $serverAdminDetails | ConvertTo-Json -Depth 10

foreach ($userTemplates in $userTemplates.id)

write-output ("User Template found: $($userTemplates.id):
$(SuserTemplates.attributes.name)")

$userTemplateID = $userTemplates.data[3].1id

#H##

#Get Specific User Template
write-output "Get User Template for:
$userTemplate.data.attributes.name
write-output "----- "

$userTemplate = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/user-
templates/$userTemplateID" -Method 'GET' -Headers $authHeader

write-output $userTemplate | ConvertTo-Json -Depth 10

1] n 1]

$userTemplateID " with name:

#H#t#

##Patch Specific User Settings Template
write-output "User Settings Template Patch (update)"
write-output "----- "

$update =

"data":{
"type": "userTemplate",
"attributes": {
"enabled": false,
"homeFolder": {
"enabled": true,
"value": {
llpathll : mn

$update = S$update | ConvertFrom-Json

$update = S$update | ConvertTo-Json -Depth 10

$patchReturn = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/user-
templates/SuserTemplateID" -Method 'PATCH' -Headers $authHeader -Bodv S$undate

Method & URL
DELETE https://[server URL]:[port]/admin/v2/sites/{siteld}/user-templates/{userTemplateid}

DELETE Body Sample

HiH#H

#Delete Specific User Settings Template

DELETE https://{{host}}/admin/v2/sites/{{Siteid}}/user-
templates/{{userTemplateid}} HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

#




DELETE Response BodySample

HTTP/1.1 No Content Date: Thu, 21 Jul 2022 13:38:16 GMT Content-
Length: @ Cache-Control: no-cache, no-store, must-revalidate Expires: -1
X-Content-Type-Options: nosniff X-XSS-Protection: 1; mode=block Content-
Security-Policy: default-src 'self' ‘'unsafe-inline' 'unsafe-eval' data:;
Referrer-Policy: no-referrer

DELETE PowerShellSample

HHRAHHRBAAHHRHAAH G R HAAH R R RAHRRAAHHRHRAH R RRAHR R R AR R A
#Delete User Settings Template

#Get Specific User Settings Templates

write-Output "Get Specific User Settings Template"

write-output "----- "

$userTemplates = Invoke-RestMethod -uUri "$baseURL/v2/sites/$siteID/user-
templates" -Method 'GET' -Headers $authHeader

write-output $serverAdminDetails | ConvertTo-Json -Depth 10

foreach ($userTemplates in $userTemplates.id)

write-output ("User Template found: $(SuserTemplates.id):
$(SuserTemplates.attributes.name)")

$userTemplateID = $userTemplates.data[3].1id

#H#t#

#Get Specific User Template
write-output "Get User Template for:
$userTemplate.data.attributes.name
write-output "----- "

$userTemplate = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/user-
tempTlates/$userTemplateID" -Method 'GET' -Headers S$authHeader
write-output $userTemplate | ConvertTo-Json -Depth 10

" n "

$userTemplateID " with name:

#Delete Request

write-output "Deleting User Settings Template:
write-output "----- "

$commandList = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/user-
templates/$userTemplateID" -Method 'DELETE' -Headers $authHeader
write-output $commandList | ConvertTo-Json -Depth 10

fuserTemplateID

Endpoint: /sites/{siteld}/user-groups
Note: Available as of EFT 8.1.0

Provides the ability to return a .list of user groups for a specific EFT site or create a new permission
group.

e GET
e POST

Method & URL

GET https://[server URL]:[port]/admin/v2/sites/{siteld}/user-groups

GET Body Sample



### Get List of all User's Permissions Groups for the Site####

#

GET https://{{host}}/admin/v2/sites/{{Siteid}}/user-groups HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

e

GET Response BodySample

{ [ { : "userGroup", : "aedb9377-92a3-4a38-8cof-
09f268d78ff1", : { : "All Users" }, : {
A [ { : "user", : "b90be871- 86FF 4@6@ b3cc-
007903dff7f7", : { : "Ivan" } 3}, { : "user",
"953bcb67-fa8c-44e2-a056-ecfb5080d13c", : { : "TestUser" }}
133, : { : "/adm1n/v2/51tes/c7d3ecfe al100-4bcd-b830-
01a10524c048/user-groups/a0db9377-92a3-4a38-8cof-09f268d78ff1" } }, {
"userGroup", : "@7caceb2-6698-4ef7-baeb-f437fec972a2",
: { : "Administrators” }, : { : {
(1733, : { : "/admin/v2/sites/c7d3ecfe-al00-4bcd-
b830-01a10524c048/user-groups/07caceb2-6698 -4ef7 -baeb-f437fec972a2" } },
{ : "userGroup", : "b8448b77-01d8-47d5-8ee7-9f407c95e39f",
A : "Guests" }, : { |

GET PowerShell Sample

# Get sites

write-output "Site"

write-output "----"

$siteList = Invoke-RestMethod -Uri "$baseURL/v2/sites" -Method 'GET' -Headers
$authHeader

write-output $siteList | ConvertTo-Json

foreach ($site in $siteList.data)

write-output ("Site $($site.id): $($site.attributes.name)")

$siteID = $siteList.datal[0].1id

HHHHHHHHHH

#Get User Perm1ss1on Groups

write-output "Get User Permission Groups"

write-output "-----

$userGroups = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/user-groups" -
Method 'GET' -Headers $authHeader

write-output $userGroups | ConvertTo-Json -Depth 10

Method & URL
POST https://[server URL]:[port]/admin/v2/sites/{siteld}/user-groups

POST Body Sample



### Create User Permission Group ###
POST https://{{host}}/admin/v2/sites/{{Siteid}}/user-groups HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

{
"data": {
"type": "userGroup",
"attributes": {
"name": "QA_API User_Group_ TEST"
}
}
}

POST Response Body Sample

{ : { : "userGroup", : "1lba8c63f-6e37-4783-b556-
be5bf831dc6c”, A : "QA _API User_Group TEST" },
{ s o [l 2 Ao :

"/adm1n/v2/51tes/c7d3ecfe aloo-4bcd- b830 01a10524c048 /user-

e — Al _A _~,AF A _Am AmIAA L~ el fAAma 1 _~_ 1Y N )

POST PowerShell Sample

#POST New Permission Group
write-Output "POST User Permissions Group (New Permission Group)"
write-output "----- "

$update =
"data": {
"type": "userGroup",
"attributes": {
"name": "QA_API_User_Group_TEST"
3
.1
}
$update = S$update | ConvertFrom-Json
$update = S$update | ConvertTo-Json -Depth 10

$patchReturn = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/user-groups"
-Method 'POST' -Headers $authHeader -Body $update

Endpoint: /sites/{siteld}/user-groups/{groupid}
Note: Available as of EFT 8.1.0

Provides the ability to return a user group’s details, update a permission group name or delete a user
group

e GET
e PATCH
e DELETE

Method & URL



GET https://[server URL]:[port]/admin/v2/sites/{siteld}/user-groups/{groupid}

GETBody Sample

### Get List of all User's Permissions Groups for the Site####

# @name UGlist

GET https://{{host}}/admin/v2/sites/{{Siteid}}/user-groups HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

HiH#H

@groupid = {{UGlist.response.body.$.data[3].id}}

### GET Details for specific User Permission Group###i#

GET https://{{host}}/admin/v2/sites/{{Siteid}}/user-groups/{{groupid}}
HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample

{ : A : "userGroup", : "7386d09b-ac9d-42c8-a7dd-

8ffb840d58e3", A : "QA _API User_Group TEST" },
: A 2 { :[1%}r 5 : { :

"/admin/v2/sites/c7d3ecfe-alo0-4bcd-b830-01a10524c048/user-

nnnnnnn /17202 ANk A~QA NA7-0 AT7AA OLLLOANALCOA2" 1 1 1

GET PowerShell Sample

HHHA BB HHHAH

#Get User Permission Groups

$userGroups = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/user-groups"”
Method 'GET' -Headers $authHeader

foreach ($userGroups in $userGroups.id)

write-output ("User Permission Group found: $($userGroups.id):
$(SuserGroups.attributes.name)™)

$userGroupID = $userGroups.data[3].1id

#Get Specific User Permission Group

write-output "Get Specific User Permission Group"

write-output "----- "

$userGroup = Invoke-RestMethod -uUri "$baseURL/v2/sites/$siteID/user-
groups/$userGroupID" -Method 'GET' -Headers $authHeader
write-output $userGroup | ConvertTo-Json -Depth 10

Method & URL
PATCH https://[server URL]:[port]/admin/v2/sites/{siteld}/user-groups/{groupid}

PATCH Body Sample



### GET Details for specific User Permission Group####

GET https://{{host}}/admin/v2/sites/{{Siteid}}/user-groups/{{groupid}}
HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

e

#### Update Name for Specific User Permissions Group

PATCH https://{{host}}/admin/v2/sites/{{Siteid}}//user-groups/{{groupid}}
HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

"data": {
"type": "userGroup",
"attributes": {
"name": "QA_API User Group TEST2"

PATCH Response BodySample

{ : A : "userGroup", : "7386d09b-ac9d-42c8-a7dd-

8ffb840d58e3", : { : "QA_API User_Group_ TEST2" },
{ : Ao S : A :

"/admin/v2/sites/c7d3ecfe-al00-4bcd-b830-01a10524c048 /user-

nnnnnnn /720 ANk A~QA AY2-0 AT7AA OLLLOANALCOAD" 1 1 1

PATCH PowerShellSample

#Get Specific User Permission Group

write-output "Get Specific User Permission Group"

write-output "----- "

$userGroup = Invoke-RestMethod -uri "$baseURL/v2/sites/$siteID/user-
groups/$userGroupID" -Method 'GET' -Headers $authHeader
write-output $userGroup | ConvertTo-Json -Depth 10

#H#t#

##Patch Specific User Permissions Group
write-output "User Permission Group Patch (update)"
write-output "----- "

$update =

"data": {
"type": "userGroup",
"attributes": {
name": "QA_API_User_Group_TEST2"

$update = S$update | ConvertFrom-Json

$update = $update | ConvertTo-Json -Depth 10

$patchReturn = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/user-
groups/$userGroupID" -Method 'PATCH' -Headers $authHeader -Body $update




Method & URL
DELETE https://[server URL]:[port]/admin/v2/sites/{siteld}/user-groups/{groupid}

DELETE Body Sample

### Delete Specific User Permission Group ###

Delete https://{{host}}/admin/v2/sites/{{Siteid}}//user-
groups/{{groupid}} HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

it

DELETE Response BodySample

HTTP/1.1 No Content Date: Fri, 22 Jul 2022 22:40:06 GMT Content-

Length: @ Cache-Control: no-cache, no-store, must-revalidate Expires: -1
X-Content-Type-Options: nosniff X-XSS-Protection: 1; mode=block Content-
Security-Policy: default-src 'self' ‘'unsafe-inline' 'unsafe-eval' data:;

DALAnnAn NDATa~ure nAa nAfLAannAan

DELETE PowerShellSample

#Get Specific User Permission Group

write-output "Get Specific User Permission Group"

write-output "----- "

$userGroup = Invoke-RestMethod -uUri "$baseURL/v2/sites/$siteID/user-
groups/$userGroupID" -Method 'GET' -Headers $authHeader

write-output $userGroup | ConvertTo-Json -Depth 10

##t#

#DELETE Specific User Permission Group

write-output "Delete Specific User Permission Group"

write-output "----- "

$commandList = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/user-
groups/$userGroupID" -Method 'DELETE' -Headers $authHeader
write-output $commandList | ConvertTo-Json -Depth 10

Endpoint: /sites/{siteld}/user-groups/{groupid}/relationships/users
Note: Available as of EFT 8.1.0

Provides the ability to return a user group’s details, update a permission group name or delete a user
group

e POST
e DELETE

Method & URL
POST https://[server URL]:[port]/admin/v2/sites/{siteld}/user-groups/{groupid}/relationships/users

POST Body Sample



###Get Users

# @name user

GET https://{{host}}/admin/v2/sites/{{Siteid}}/users HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

e

@userid = {{user.response.body.$.data[3].id}}

#Store a user into a variable in order to add to a group later

HiH#H

#i## Get List of all User's Permissions Groups for the Site#i###

# @name UGlist

GET https://{{host}}/admin/v2/sites/{{Siteid}}/user-groups HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

H#Hit#

@groupid = {{UGlist.response.body.$.data[3].id}}

#Store a user group in order to add a user to this group later

### Add User(s) to specific Permission Group #i##

POST https://{{host}}/admin/v2/sites/{{Siteid}}/user-
groups/{{groupid}}/relationships/users HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

{
"data": [
{
"type": "user",
"id": "{{userid}}"
}
]
}

POST Response Body Sample

{ [ A : "user", : "b90be871-86ff-4060-b3cc-
007903dff7f7", A : "Ivan" } } ]}

POST PowerShellSample



##

#Get User Permission Groups

$userGroups = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/user-groups" -
Method 'GET' -Headers $authHeader

foreach ($userGroups in $userGroups.id)

write-output ("User Permission Group found: $($userGroups.id):
$($userGroups.attributes.name)")

$userGroupID = $userGroups.datal3].id

#H#t#

#POST Selected User in Selected User Permission Group
write-Output "POST (Add) User to Selected User Permissions Group"
write-output "----- "

$update =
"data": [
{
"type": "user‘ll’
; "id": "b90be871-86ff-4060-b3cc-007903dff7f7"
]
}l

$update = S$update | ConvertFrom-Json

$update = S$update | ConvertTo-Json -Depth 10

$patchReturn = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/user-
groups/$userGroupID/relationships/users" -Method 'POST' -Headers $authHeader -
Body S$update

Method & URL

DELETE https://[server URL]:[port]/admin/v2/sites/{siteld}/user-groups/{groupid}/relationships/users

DELETE Body Sample



###Get Users

# @name user

GET https://{{host}}/admin/v2/sites/{{Siteid}}/users HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

e

@userid = {{user.response.body.$.data[3].id}}

#Store a user into a variable in order to add to a group later

HiH#H

### Get List of all User's Permissions Groups for the Site#i###

# @name UGlist

GET https://{{host}}/admin/v2/sites/{{Siteid}}/user-groups HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

H#Hit#

@groupid = {{UGlist.response.body.$.data[3].id}}

#Store a user group in order to add a user to this group later

### Delete User(s) from specific Permission Group #i##
Delete https://{{host}}/admin/v2/sites/{{Siteid}}/user-
groups /{{groupid}}/relationships/users HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

{
"data": [
{
"type": "user",
"id": "{{userid}}"
}
]
}

DELETE Response BodySample

HTTP/1.1 200 OK Date: Sat, 23 Jul 2022 01:47:11 GMT Content-Type:
application/vnd. api+json Content-Length: 11 Cache-Control: no-cache, no-
store, must-revalidate Expires: -1 X-Content-Type-Options: nosniff X-XSS-
Protection: 1; mode=block Content-Security-Policy: default-src 'self'
'unsafe-inline' 'unsafe-eval' data:; Referrer-Policy: no-referrer {

s [1}

DELETE PowerShellSample



##

#Get User Permission Groups

$userGroups = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/user-groups" -
Method 'GET' -Headers $authHeader

foreach ($userGroups in $userGroups.id)

write-output ("User Permission Group found: $($userGroups.id):
$($userGroups.attributes.name)")

$userGroupID = $userGroups.datal3].id
#Delete User from User Permission Group

write-Output "Deleting User from User Permission Group:
write-output "----- "

$update =
"data": [
{ n m m "
ype": "user",

; "id": "b90be871-86ff-4060-b3cc-007903dff7f7"

} v

$update = $update | ConvertFrom-Json

$update = S$update | ConvertTo-Json -Depth 10

$commandList = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/user-
groups/$userGroupID/relationships/users"” -Method 'DELETE' -Headers $authHeader
-Body $update

Endpoint: /sites/{siteld}/ram/agents
Note: Available as of EFT 8.1.0

Returns a list of remote agents from a specified site.
e GET
Method & URL
GET https://[server URL]:[port]/admin/v2/sites/{siteld}/ram/agents

GETBody Sample

### GET Remote Agents

GET https://{{host}}/admin/v2/sites/{{Siteid}}/ram/agents HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

H##

GET Response BodySample



{ "data": [ { "id": "4dfd3f28-6bad-4el9-ae7b-4d3bob4314f6", "type":
"remote-agent"”, "attributes": { "name": "ag IV-2019A", "clid": "0©0000000-
0000-0000-0000-000000VVOR", "state": "PendingJoin", "pausing": false,
"resuming"”: false, "netBios": "IV-2019A", "domain": "", "winOEM": "x64
(AMD or Intel)", "ips": [ "fe80::904:aa5a:7256:ca57 (Ethernet)",
"10.91.160.123 (Ethernet)", "ff0l::1 (Ethernet)", "ff02::1 (Ethernet)",
"ff02::c (Ethernet)", "ff02::fb (Ethernet)", "ff02::1:3 (Ethernet)",
"ff02::1:ff56:ca57 (Ethernet)", "224.0.0.1 (Ethernet)", "224.0.0.251
(Ethernet)", "224.0.0.252 (Ethernet)", "239.255.255.250 (Ethernet)", "::1
(Loopback Pseudo-Interface 1)", "127.0.0.1 (Loopback Pseudo-Interface
1)", "ff02::c (Loopback Pseudo-Interface 1)", "239.255.255.250 (Loopback
Pseudo-Interface 1)" ], "macAddresses": [ "©@-15-5d-64-e-2c" ],
"lastUpdate": @, "version": "8.1.0.6", "lastKnownIP": "10.91.160.123",
"nextUpdate”: @, "approvedTime": @, "secret":
"7102da9c0219696b82679072b9c2f6e6d46fcOdal9aas8d3fclaa2e94+7858cde”,
"peakVersion": "8.1.0.6" }, "links": { "self": "/admin/v2/sites/4ebb829f-
f84c-4355-8d55-d43a2852cal2/ram/agents/4dfd3f28-6ba9-4el19-ae7b-
4d3beb4314f6" } }, { "id": "6ad6ldcb-fabe-4627-aebe-065cfedeaddo”,
"type": "remote-agent", "attributes": { "name": "ag IV-2019C", "clid":
"00000000-0000-0000- 0000 - 00", "state": "Pendingloin",
"pausing": false, "resuming": false, "netBios": "IV-2019C", "domain": ™",
"winOEM": "x64 (AMD or Intel)", "ips": [ "fe8@::2d7d:3dd6:4ff0:9bba
(Ethernet)", "10.91.160.130 (Ethernet)", "ff0l::1 (Ethernet)", "ff02::1
(Ethernet)", "ff02::c (Ethernet)", "ff02::fb (Ethernet)", "ff02::1:3
(Ethernet)", "ff02::1:fff0:9bba (Ethernet)", "224.0.0.1 (Ethernet)",
"224.0.0.251 (Ethernet)", "224.0.0.252 (Ethernet)", "239.255.255.250
(Ethernet)", "::1 (Loopback Pseudo-Interface 1)", "127.0.0.1 (Loopback
Pseudo-Interface 1)", "ff02::c (Loopback Pseudo-Interface 1)",
"239.255.255.250 (Loopback Pseudo-Interface 1)" ], "macAddresses": [ "@-
15-5d-64-e-2e" ], "lastUpdate": @, "version": "8.1.0.6", "lastKnownIP":

GET PowerShell Sample

# Get sites

$siteList = Invoke-RestMethod -Uri "$baseURL/v2/sites" -Method 'GET' -Headers
$authHeader

$siteID = $siteList.datal[0].1id

###GET Remote Agents

write-output "Remote Agents"

write-output "----"

$ramAgentList = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/ram/agents"
-Method 'GET' -Headers S$authHeader

write-output $ramAgentList | ConvertTo-Json

goreach ($ramAgentList in $ramAgentList.data)

write-output ("Remote Agent $($ramAgentList.id):
$($ramagentList.attributes.name)")
}

Endpoint: /sites/{siteld}/ram/agents/{remoteAgentID}
Note: Available as of EFT 8.1.0



Returns aremote agent’s settings from a specified site.
e GET
Method & URL

GET https://[server URL]:[port]/admin/v2/sites/{siteld}/ram/agents/{remoteAgent| D}
GETBody Sample

### GET Remote Agents

# @name RAMList

GET https://{{host}}/admin/v2/sites/{{Siteid}}/ram/agents HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

H##

EisiE

@remoteAgentID = {{RAMList.response.body.$.data[@].id}}

H##
#Get Specific RAM Agent ID
GET

https://{{host}}/admin/v2/sites/{{Siteid}}/ram/agents/{{remoteAgentID}}
HTTP/1.1

GET Response BodySample

{ : A : "4dfd3f28-6bag9-4el9-ae7b-4d3bob4314f6", :
"remote-agent”, : { : "ag_IV-2019A", : "00000000-
0000-0000-0000-000000000000" , : "PendingJoin", : false,

false, : "IV-2019A", sy 1 "Xx64
(AMD or Intel)", : [ "fe80::904:aa5a:7256:ca57 (Ethernet)",

"10.91.160.123 (Ethernet)", "ffOl::1 (Ethernet)", "ff02::1 (Ethernet)",
"ff02::c (Ethernet)", "ff02::fb (Ethernet)", "ff02::1:3 (Ethernet)",
"ff02::1:ff56:ca57 (Ethernet)", "224.0.0.1 (Ethernet)", "224.0.0.251
(Ethernet)", "224.0.0.252 (Ethernet)", "239.255.255.250 (Ethernet)", "::1
(Loopback Pseudo-Interface 1)", "127.0.0.1 (Loopback Pseudo-Interface
1)", "ff02::c (Loopback Pseudo-Interface 1)", "239.255.255.250 (Loopback

Pseudo-Interface 1)" ], : [ "0-15-5d-64-e-2c" ],
10, : "8.1.0.6", : "10.91.160.123",
: 0, : 0, :
"7102da9c0219696b82679072b9c2f6e6d46fcOda9aa58d3fclaa2e94+7858cde”,
"o 1 o a" 1 « I e " Sadmin /N edatrAac /I AAKWKLONYOQ L

GET PowerShell Sample



###GET Remote Agents

write-output "Remote Agents"

write-output "----"

$ramAgentList = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/ram/agents"
-Method 'GET' -Headers $authHeader

$ramAgentID = $ramAgentList.data[0].id

###GET Remote Agent Settings

write-output "GET Specific Remote Agent Settings: " $ramAgentID
write-output "----"

$ramAgent = Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/ram/agents/$ramagentiD" -Method 'GET' -Headers
$authHeader

write-output $ramAgent | ConvertTo-Json

Endpoint: /sites/{siteld}/ram/agents/templates
Note: Available as of EFT 8.1.0

Returns aremote agent template list from a specified site or allows the creation of a templateon a
specific EFT site.

e GET
e POST
Method & URL

GET https://[server URL]:[port]/admin/v2/sites/{siteld}/ram/templates

GETBody Sample

S R e T

#RAM TEMPLATES

GET https://{{host}}/admin/v2/sites/{{Siteid}}/ram/templates HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

H#Hit#

GET Response BodySample

{ [ { : "@4cd2f6f-deab-4674-bcde-3c7fe5a800al", :
"remote-agents-template”, : { : "RAM Templatel”,
"EveryFiveMinutes", : [ null, "d352632d-
5f3f-49bf-99af-849f7453ddoa" ], : false, :
1659757989, : "/Usr/Agents/%AgentNetBIOSName%/",
"Stop_Disable_Unenroll", : false,
{ [ { : "0.0.0.0", : ",
"Deny", : 0, : true } 1,

L1, : "Allow" } }, : { :
"/admin/v2/sites/4ebb829f-f84c-4355-8d55-
d43a2852cal2/ram/templates/04cd2f6f-dea6-4674-bcde-3c7fe5a800al1" } }, {

"b672dec5-567e-4baa-bc3f-5be948802b42", : "remote-agents-
template”, : { : "RAM Template 2", :




GET PowerShell Sample

g g g g g

##GET Remote Agent Templates

write-output "Remote Agent Templates"

write-output "----"

$ramTempTlateList = Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/ram/templates"” -Method 'GET' -Headers $authHeader
write-output $ramTemplateList | ConvertTo-Json -Depth 10

foreach ($ramTemplateList in $ramTemplateList.data)

write-output ("Remote Agent Template $($ramTemplateList.id):
$($ramTemplateList.attributes.name)")
}

Method & URL

POST https://[server URL]:[port]/admin/v2/sites/{siteld}/ram/templates
POST Body Sample



### Add New RAM Template ###
POST https://{{host}}/admin/v2/sites/{{Siteid}}/ram/templates HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

"data": {
"attributes": {
"name": "NewRAMTemplateName",
"updateInterval”: "EveryFiveMinutes",
"eventRuleIds": [
"d352632d-5f3f-49bf-99af-849f7453dd0a"
1,
"autoEnroll": true,
"autoEnrollDate": 9,
"homeFolder": "/Usr/Agents/%AgentNetBIOSName%/",
"updateFailure": "Stop Disable Unenroll",
"enableIPAccess": true,
"ipAccess": {
"masks": [

{
"ipMask": "0.0.0.0",

"reason": ""
"matchAction": "Deny",
"timeStamp": 0,
"autobanEntry": true

}

1,
"defaultAction": "Allow"

POST Response Body Sample

{ : A : "b3ed1f50-ce61-479f-bad8-094cee3cl3fd", :
"remote-agents-template", : { : "NewRAMTemplateName",
"EveryFiveMinutes", : [ null, "d352632d-

5f3f-49bf-99af-849f7453ddoa" ], : true, : 0,

"/Usr/Agents/%AgentNetBIOSName%/", :
"Stop_Disable_Unenroll”, : true, : { [
{ : "9.0.0.0", N : "Deny", :
0, : false } ], 2 [, : "Allow" }
1, A : "/admin/v2/sites/4ebb829f-f84c-4355-8d55 -

d43a2852cal2/ram/templates/b3ed1f50-ce61-479f-bad8-094cee3cl13fd" + } 1}




POST PowerShellSample

HHH# A

#H##

#POST New RAM Template
write-output "POST RAM Template"
write-output "----- "

$update =
]
"data": {
"attributes": {
"name": "NewRAMTemplateName",
"updateInterval": "EveryFiveMinutes",
"eventRuleIds":

"d352632d-5f3f-49bf-99af-849f7453dd0a"

"autoEnroll": true,

"autoEnrollbate": O,

"homeFolder": "/Usr/Agents/%AgentNetBIOSName%/",
"updateFailure": "Stop_Disable_unenroll",
"enableIPAccess": true,

"ipAccess": {

"masks": [
"ipmask": "0.0.0.0",
llreasonll: -llll,
"matchAction": "Deny",

"timeStamp": O,
"autobanentry": true

}

"defaultAction”: "Allow"

}
3
} ]

$update = S$update | ConvertFrom-Json

$update = $update | ConvertTo-Json -Depth 10

$patchreturn = Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/ram/templates" -Method 'POST' -Headers $authHeader

—_endv Ciindat+a

Endpoint: /sites/{siteld}/ram/agents/templates/{remoteAgentsTemplatelD}
Note: Available as of EFT 8.1.0

Returns a remote agent settings template from a specified site, update/patch a remote agent settings
template, or allows the deletion of a remote agent settings template ona specific EFT site.

e GET
e PATCH
e DELETE

Method & URL
GET https://[server URL]:[port]/admin/v2/sites/{siteld}/ram/templates/{remoteAgentsTemplatelD}

GETBody Sample



B R e R e e e e

#GET RAM Template by ID

#RAM TEMPLATES

# @name RAMTemplates

GET https://{{host}}/admin/v2/sites/{{Siteid}}/ram/templates HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

e

@ramTemplateID = {{RAMTemplates.response.body.$.data[@].id}}

HiH#H

#GET Template by Template ID

GET
https://{{host}}/admin/v2/sites/{{Siteid}}/ram/templates/{{ramTemplateID}
} HTTP/1.1

GET Response BodySample

{ : A : "@4cd2f6f-deab-4674-bcde-3c7fe5a800al”, :
"remote-agents-template”, : { : "RAM Templatel”,
"EveryFiveMinutes", [0,

)

"/Usr/Agents/%AgentNetBIOSName%/",
"Stop_Disable_Unenroll”, : :
[ { : "0.0.0.0", ", : "Deny",
1o, : P L [
"Allow" } }, : { :
"/admin/v?2/<sites/4ehh829f -f84c -4355-8d55-

GET PowerShell Sample

g g g g g

##GET Remote Agent Templates

$ramTemplateList = Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/ram/templates" -Method 'GET' -Headers $authHeader
$ramTemplateID = $ramTemplateList.datal[0].id

H#it##
#GET Remote Agent Template by ID
write-output "Remote Agent Template by ID: " $ramTemplateID

write-output "----

$ramTemplate = Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/ram/templates/$ramTemplateID" -Method 'GET' -
Headers $authHeader

write-output $ramTemplate | ConvertTo-Json -Depth 10

Method & URL

PATCH https://[server URL]:[port]/admin/v2/sites/{siteld}/ram/templates/{remoteAgentsTemplatel D}

PATCH Body Sample



Eis i

#PATCH Template by Template ID

PATCH
https://{{host}}/admin/v2/sites/{{Siteid}}/ram/templates/{{ramTemplateID}
} HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

{
"data": {
"attributes": {
"ipAccess": {
"masks": [
{
"ipMask": "0.0.0.0",
"reason": "",
"matchAction": "Deny",
"timeStamp": O,
"autobanEntry": false
}
1,
"defaultAction": "Allow"
}
}
¥

PATCH Response BodySample

{ : { : "@4cd2f6f-deab-4674-bcde-3c7fe5a800al", :
"remote-agents-template”, : { : "RAM Templatel”,
"EveryFiveMinutes", [,

] . ]
"/Usr/Agents/%AgentNetBIOSName%/",
"Stop_Disable Unenroll", : :
[ { : "0.0.0.0", <", : "Deny",

1o, : F L [
"Allow" } }, : { :

PATCH PowerShellSample



#AHHHBRAAH

##GET Remote Agent Template ID

$ramTemplateList = Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/ram/templates" -Method 'GET' -Headers $authHeader
$ramTemplateID = $ramTemplateList.datal[0].id

#H#t#

##Patch Remote Agent Template by ID

write-output "Remote Agent Template Patch (update)"”
write-output "----- "

$update =

"data": {
"attributes": {
"ipAccess": {

"m?sks": [
"ipMask": "1.1.1.1",
llreasonll: "ll’
"matchAction": "Deny",

"timeStamp": 0,
"autobaneEntry": false

}

"defaultAction”: "Allow"

$update = S$update | ConvertFrom-Json

$update = S$update | ConvertTo-Json -Depth 10

$patchReturn = Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/ram/templates/$ramTemplateID" -Method 'PATCH' -
Headers $authHeader -Body $update

Method & URL

DELETE https://[server URL]:[port]/admin/v2/sites/{siteld}/ram/templates/{remoteAgentsTemplatelD}

DELETE Body Sample

HitHHE

#DELETE Remote Agent Template

#Template must not have existing associated Remote Agents

DELETE
https://{{host}}/admin/v2/sites/{{Siteid}}/ram/templates/{{ramTemplateID}
} HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

EisiE

DELETE Response BodySample

HTTP/1.1 No Content Date: Sun, 24 Jul 2022 02:05:46 GMT Content-
Length: @ Cache-Control: no-cache, no-store, must-revalidate Expires: -1
X-Content-Type-Options: nosniff X-XSS-Protection: 1; mode=block Content-
Security-Policy: default-src 'self' ‘'unsafe-inline' 'unsafe-eval' data:;
Referrer-Policy: no-referrer




DELETE PowerShellSample

HHARBHHAH BB HAHR B HH AR BB HHA BB HH

HAHAHH SR AAH

##GET Remote Agent Template ID

$ramTemplateList = Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/ram/templates" -Method 'GET' -Headers $authHeader
$ramTemplateID = $ramTemplateList.datal[l].id

H#it##

#DELETE Remote Agent Template by ID

$ramTemplateList = Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/ram/templates/$ramTemplateID" -Method 'DELETE' -
Headers $authHeader

Endpoint:/sites/{siteld}/awe-tasks
Note: Available as of EFT 8.1.0

(GET) Returns advanced workflow tasklist from specified site and (POST) creates advanced workflow
task for specified site

e GET
e POST
Method & URL

GET https://{{host}}/admin/v2/sites/{{Siteld}}/awe-tasks

GET Body Sample

### GET AWE TASKS ###

GET https://{{host}}/admin/v2/sites/{{Siteid}}/awe-tasks HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

#i#

GET Response BodySample



{"data":[{"id":"@f340ef3-3628-5844-bb6b -
c659252b6b44", "type" :"aweTask" ,"attributes" :{"name":"Sample - Date Format
Functions", "created" :"2022-08-
01","description”:""},"relationships":{"aweFolder":{"data":{"id":"0000000
0-0000 -0000 -0000 -

00000000000 0" , "name" : "<root>"}1}}, "links":{"self" :"/admin/v2/sites/b65892e
9-399d-4447-a3b1-477c08f0abca/awe-tasks /0f340ef3-3628-5844-bb6b-
€659252b6b44"}}, {"id":"92aclba6-5fcc-5b85-b5da-
elb3c4d4a3ee", " "type" :"aweTask" ,"attributes"” :{"name":"Sample - Environment
Variables", "created" :"2022-08-
01","description”:""},"relationships":{"aweFolder":{"data":{"id":"0000000
0-0000 -0000 -0000 -

00000000000 0" , "name" : "<root>"}1}}, "links":{"self" :"/admin/v2/sites/b65892e
9-399d-4447-a3bl1-477c08f0abca/awe-tasks/92aclba6-5fcc-5b85-b5da-
e1b3c4d4a300"}}, {"id":"432c99b4-fcf3-5472-981d-
416946a9b95a", "type" : "aweTask" ,"attributes" :{"name":"Sample - Excel
Actions","created":"2022-08-
01","description”:""},"relationships":{"aweFolder":{"data":{"id":" 0000000
0-0000 -0000 -0000 -

000000000000" , "name" : "<root>"}1}}," links":{"self" :"/admin/v2/sites/b65892e
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GET PowerShell Sample

# get awe-tasks

write-output "AWE-TASKS"

write-output "----- "

$aweList Invoke-RestMethod -Uri "$haseURL/v2/sites/$siteID/awe-tasks" -
Method 'GET' -Headers $authHeader

write-output $awelList | ConvertTo-Json

foreach ($awetask in $awelList.data)

write-output ("Task ID $($aweTask.id): Name ->
$($aweTask.attributes.name)")
1

POST https://{{host}}/admin/v2/sites/{{Siteid}}/awe-tasks

POST Body Sample



POST https://{{host}}/admin/v2/sites/{{Siteid}}/awe-tasks HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

"data": {
"type": "aweTask",
"attributes": {

"code" : "PEFNVEFTSz4NCjxBTVRBUOtIRUFEPgOKICAgIDXUQVNLSUSGT yBUQVNLVKVSU®LPT
jOiMTAUNy4xMDAUMSIgL z4ANCjwvQU1UQVNLSEVBRDANCgOKPEFNR1VOQ1RITO4gTKFNRTOiTW
FpbiIgQUNDRVNTPS Jwcm12YXR1IiBSRVRVUKSUWVBFPSJI2YXJpYWI sZSI+DQo8ISOtICotLSe
tLSOtLSegLS0+DQo8ISOtIEdF TkVSQUWEVEFTSYBOT1RFUzogIFRoaXMgdGFzayB3aWxsIG91
dHB1dCBhbGwgc3VwcG9y dGVKkIGVudmlyb25tZW50IHZhcmlhYmx1lcyBObyBhIHR1eHQgZml sZ
S4gWW91IGNhbiB1lc2UgdGhlc2UgdmFyaWF ibGVzIGluc21kZSBvZiBBVOUgdGF za3Mgd2hlcm
UgbmV1ZGVkL goKDQpUaGUgZml sZSB3 alWxs IGIJ1IGNhbGVsZCAiZW52aXJ vbml1lbnQgdmFyaWF
ibGVzIiBhbmQgcGxhY2VkIG9uIHR0ZSByb290IGO9mIH1vdXIgZHIpdmUgKHVzdWFsbHkgYzpc
KS4gLS0+DQo8ISOtICOtLSOtLSOtLSOgLSO+DQo8QULFT1ZWQVITIEFDVELWSVRZPSI saXNeI
iBSRVNVTFREQVRBUGVUPSIFbnZybXRWYXJ EYXRh c2VO IiBUWVBFPS JtYWNoaW51IiAvPgoKIC
AgICA8QU1GSUXFU11TVEVNIEFDVEIWSVRZPSJI3cmlOZVOmaWx1IiBGSUxFPSI1U31zdGVtRH]

POST Response Body Sample

{"data":{"id":"8405b064-aa9%9a-46b8-boOb5-

4c60eb3d3e09", "type" : "aweTask" ,"attributes" :{"name" :"MyNewAWEScript", "cre
ated":"2022-08-01","description":"Hello,

world!","useTimeout" :true, "timeout":10, "loglLevel":"Verbose","logDirectory
""", "retainSuccessfullogs":false, "retainFailedlLogs": true,"code":"PEFNVEF
TSz4ANC jxBTVRBUOt IRUF EPgOK ICAgIDXUQVNLSUS5GTY BUQVNLVKVSUGIPTjOiMTAuNy 4xMDAu
MSIglLz4NCjwvQU1UQVNLSEVBRD4ANCgOKPEFNRIVOQ1RITO4g TKFNRTOiTWFpbi IgQUNDRVNTP
SIwcml 2YXR1IiBSRVRVUKSUWVBFPSJ 2YXJ pYWIsZSI+DQo8ISOtICOtLSOtLSOtLSOgLSO+DQ
08ISOtIEdAFTkVSQUwWEVEFTSYBOT1RFUzogIFRoaXMgdGFzayB3aWxsIG91dHB1dCBhbGwgc 3V
wcG9ydGVkIGVudmlyb25tZW50 IHZhcmlhYmx1cyB@ObyBhIHR 1eHQgZmls ZS4gWW91IGNhbiB1
c2UgdGhlc2UgdmFyaWFibGVzIGluc21kZSBvZiBBVOUgdGFza3Mgd2hlcmUgbmV1ZGVkLgOKD
QpUaGUgZmlsZSB3aWxsIGI1IGNhbGVsZCAiZW52aXIvbmllbnQgdmFyaWFibGVzIiBhbmQgcG
xhY2VKkIGOUIHR0ZSByb290IGOMIH1vdXIgZHIpdmUgKHVzdWFsbHk gYzp cKS4gLS0+DQo8I SO
tICOtLSOtLSOtLSOgLSO+DQo8QUIFT1ZWQVITIEFDVE IWNSVRZPSIsaXNO@IiBSRVNVTFREQVRB
UOVUPS JFbnZ ybXRWYXJEYXRhc 2VOIiBUWVBFPSJItYWNoaW51IiAvP goKICAgICA8QU1GSUXFU

POST PowerShell Sample



##POST SITE AWE TASKS
write-output "Site AWE TASK POST"
write-Ooutput "----- "

$update

"data": {
"type": "aweTask",
"attributes": {

"code":"PEFNVEFTSZ4NCjXBTVRBUOtIRUFEPgOKICAQIDXUQVNLSUS5GTYBUQVNLVKVSUOTPTjOiMT
AUNY4XMDAUMSIgLZ4NCjwvQULUQVNLSEVBRD4ANCgOKPEFNRTVOQLRIT04gTKkFNRTO1 TWFpbiIgQUND
RVNTPSIwcmT2YXRTIiBSRVRVUKSUWVBFPSJI2YXIpYWISZSI+DQo8ISOtICOtLSOtLSOtLSOgLS0+DQ
08ISOtIEdFTKVSQUWGVEFTSYBOT1RFUZ0OgIFR0oaXMgdGFzayB3awxsIG91dHB1dCBhbGwgc3vwcG9y
dGVvkIGvudmlyb25tzw50IHZhcmThymx1cyBObyBhIHRTeHQgzm1szS4gww91IGNhbiBlc2ugdGhlc2
ugdmFyawFibGvzIGTuc21kzSBvziBBVOUgdGFza3mgd2h1cmugbmv1zGvkLgOKDQpUaGUgzm1szSB3
aWxsIGI1IGNhbGVszCAizW52aXxIvbmlTbnQgdmFyawFibGvzIiBhbmQgcGxhY2VKIGOUIHROZSBYb2
90IGIMIHTvdXIgzHIpdmUgKHVZdWFsbHkgYzpcKS4gLS0+DQo8ISO0tICOtLSOtLSOtLSOgLS0+DQo8
QUIFT1ZWQVITIEFDVETWSVRZPSJISsaXNOIiBSRVNVTFREQVRBUOVUPSIFbnZybXRWYXJIEYXRhc2VOIi
BUWVBFPSJtYWNoaw51IiAvPgOKICAgICA8QUI1GSUXFULTTVEVNIEFDVEIWSVRZPSJI3cm10ZVImawx 1
IiBGSUXFPSITU31zdGVtRHIpdmUIXGVudmlyb25tzw50Xx3zhcmThymxTcyI+Rw52axIvbmlTbnQgdm
FyawFibGVvzIGZvciBtYwWNoaw51IChzexNOZwWOpOogOKDQO8LOFNRKTMRVNZUIRFTT4NCi1AgICAQPEFN
TE9PUCBBQI1RIVKTUWTO1ZGFOYXN1dCIgREFUQVNFVDOiRW52cml10VmMFYRGFOYXNTdCI+DQogICAQIC
AQICAQPEFNRKTMRVNZUIRFTSBBQ1RIVKTUWTOid3IpdGVFzmlszSIgRKIMRTOiYzpczw52axIvbmlT
bnRfdmFyawFibGvzIj41RW52cm10VmFYRGFOYXNTdC5WYXJOYW11ISATRW52cm10VmFYyRGFOYXNTdC
SWYXIWYWx1ZSUSLOFNRKTMRVNZUIRFTTANCiAgICAgPCIBTUXPT1A+DQO8QUIFTT1ZWQVITIEFDVETW
SVRZPSJIsaXNOIiBSRVNVTFREQVRBUOVUPSIFbnZybXRWYXJEYXRhc2VOIiBUWVBFPSI1c2VyIiAvPg
OKICAgICA8QUIGSUXFULITVEVNIEFDVEIWSVRZPSJI3cm10zvImawx1IiBGSUXFPSITU31zdGVtRHIp
dmulxavudmlyb25tzw50x3zhcmThymx1cyI+DQpFbnzpcm9ubwvudCB2YXIpYWISZXMgZmIyIFVzZX

Endpoint:/sites/{siteld}/awe-tasks/{aweTaskID}
Note: Available as of EFT 8.1.0

(GET) Returns advanced workflow task from specified site, (PATCH) Updates advanced workflow task
settings, and (DELETE) Delete advanced workflow task

e GET

e PATCH

e DELETE
Method & URL

GET https://{{host}}/admin/v2/sites/{{Siteld}}/awe-tasks/{faweTaskID}

GET Body Sample

### GET A SPECIFIC AWE TASK

@aweID = {{awelList.response.body.$.data[0].id}}

GET https://{{host}}/admin/v2/sites/{{Siteid}}/awe-tasks/{{awelID}}
HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

Hit#H

GET Response BodySample



{"data":{"id":"0f340ef3-3628-5844-bb6b-
c659252b6b44", "type" :"aweTask" ,"attributes" :{"name":"Sample - Date Format
Functions", "created" :"2022-08-
01","description”:"","useTimeout": true, "timeout" :120, "loglLevel":"None", "1
ogDirectory":"C:\\ProgramData\\Globalscape\\EFT

Server\\AWE\\Temp\\", "retainSuccessfullLogs" :true, "retainFailedLogs" :true,
"code" : "PEFNVEFTSz4NCjxBTVRBUOtIRUFEPgOKICAgIDXUQVNLSUSGTyBUQVNLVkKVSU@GL1PT
jOiMTAUNYy4XMDAUMSIgL z4NCjwvQU1UQVNLSEVBRDANCgOKPEFNR1VOQ1RITO4AgTKFNRTOLTW
FpbiIgQUNDRVNTPS Jwcm12YXR1IiBSRVRVUKSUWVBFPSJI2YXJpYWI sZSI+DQo8ISOtICOtLSe
tLSOtLSOgLS0+DQo8ISOtIEdF TkVSQUWEVEFTSYBOT1RFUzogIFRoaXMgdGFzayByZXR1lcm5z
THR0ZSBjdXJyZW50 THN5c3R1bSBOaW11IGluIGE gbnVtYmVy IGO9mIGRpZmZ1lcmVudCBmb3JtY
XRzIHVzalW5nIHR0Z SBGb3JtYXQoKSBmdW5 7dGlvbidgLS@+D00o8ISOtICOtLSOtLSOtLSOgLS

GET PowerShell Sample

# get awe-tasks

write-output "AWE-TASKS"

write-output "----- "

$aweList Invoke-RestMethod -Uri "$haseURL/v2/sites/$siteID/awe-tasks" -
Method 'GET' -Headers S$authHeader

write-output $awelist convertTo-Json

foreach ($awetask in $awelList.data)

write-output ("Task ID $($aweTask.id): Name ->
$($aweTask.attributes.name)")

$aweID $aweList.datal0].1id

$awsList Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/awe-tasks/$aweID"
-Method 'GET' -Headers S$authHeader
wWrite-outnut $awsl ist ConvertTo-1s0n

PATCH https://{{host}}/admin/v2/sites/{{Siteid}}/awe-tasks/{{awelD}}
PATCH Body Sample

#i## UPDATE A SPECIFIC AWE TASK (this is using the environment var code)
### for your site you may have to adjust the index number
@aweID = {{awelList.response.body.$.data[14].id}}
PATCH https://{{host}}/admin/v2/sites/{{Siteid}}/awe-tasks/{{aweID}}
HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}
{
"data": {
"type": "aweTask",
"attributes": {
"logDirectory”: "C\\temp\\"
}




PATCH Response BodySample

{"data":{"1id":"8405b064-aa%a-46b8-boOb5-

4c60eb3d3e09", "type" : "aweTask" ,"attributes" :{"name":"MyNewAWEScript", "cre
ated":"2022-08-01","description":"Hello,

world!","useTimeout" :true, "timeout":10, "loglLevel":"Verbose","logDirectory
":"C\\temp\\","retainSuccessfullogs":false, "retainFailedLogs": true, "code"
:"PEFNVEFTS z4NCjxBTVRBUOt IRUFEPgOK ICAgI DXUQVNLSUS5GTYBUQVNLVKVSUGLPT jOiMTA
UNy4xMDAuUMS IgLz4NCjwvQUIUQVNLS EVBRDANCgOKPEFNR1VOQ1RITO4g TKFNRTOiTWFpbiIg
QUNDRVNTPSJwcml2YXR1IiBSRVRVUk5UWVBFPSJI2YXJpYWIsZSI+DQo8ISetICotLSOtLSOtL
S0gLSO+DQo8ISOtIEAFTkVSQUWEVEF TSyBOT1RFUzogIFRoaXMgdGFzayB3alWxsIG91dHB1dC
BhbGwg c3Vwc G9ydGVkIGVudmlyb25tZW50 THZhcmlhYmx1lcyBObyBhIHR 1eHQgZmlsZ S4gWW9
1IGNhbiB1lc2UgdGhlc2UgdmFyaWFibGVzIGluc21kZSBvZiBBVOUgdGFza3Mgd2hlcmUgbmV1
ZGVkLg@KDOpUaGUgZmls ZSB3aWxsIGJ1IGNhbGVsZCAiZW52aXJvbmllbnQgdmFyaWF ibGVzI

PATCH PowerShellSample

##PATCH SITE AWE TASKS

write-output "Site specific AWE TASK PATCH"
write-output "----- "

$update

Al

"data": {

"type": "aweTask",

"attributes": {
"description": "well Hello",
"useTimeout": true,
"timeout": 10,
"logLevel": "verbose",
"retainsuccessfulLogs": true,
"retainFailedLogs": true

$update $update | ConvertFrom-Json

$update $update ConvertTo-Json -Depth 10

$patchAWETASKReturn Invoke-RestMethod -Uri "$haseURL/v2/sites/$siteID/awe-
tasks/$aweID" -Method 'PATCH' -Headers $authHeader -Body $update

DELETE https://{{host}}/admin/v2/sites/{{Siteid}}/awe-tasks/{{awelD}}

DELETE Body Sample

### DELETE A SPECIFIC AWE TASK
@aweID = {{awelList.response.body.$.data[0].id}}

DELETE https://{{host}}/admin/v2/sites/{{Siteid}}/awe-tasks/{{aweID}}
HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

DELETE Response BodySample



HTTP/1.1 204 No Content

Date: Mon, @1 Aug 2022 21:16:00 GMT
Content-Length: ©

Cache-Control: no-cache, no-store, must-revalidate
Expires: -1

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

Content-Security-Policy: default-src 'self' ‘'unsafe-inline' ‘'unsafe-eval'’
data:;

DELETE PowerShellSample

$aweID = $awelList.datal[0].1id

$awsList Invoke-RestMethod -Uri "$haseURL/v2/sites/$siteID/awe-tasks/$aweID"
-Method 'DELETE' -Headers $authHeader

write-output $awsList | ConvertTo-Json

Endpoint:/sites/{siteld}/awe-tasks-folders
Note: Available as of EFT 8.1.0

(GET) Returns advanced workflow folder list from specified site and (POST) create advanced workflow
folder for specified site

e GET
e POST

Method & URL

GET https://{{host}}/admin/v2/sites/{{Siteid}}/awe-task-folders

GETBody Sample

### GET ALL AWE TASK FOLDERS ###

GET https://{{host}}/admin/v2/sites/{{Siteid}}/awe-tasks-folders HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

Hi#H

GET Response BodySample



{"data":[{"1id":" 00000000 -0000- 0000 -0000 -

00000000000 0", "type" : "aweFolder","attributes" :{"name" : "<root>", "tasks": [{
"id":"92aclba6-5fcc-5b85-b5da-elb3c4d4a300" , "name":"Sample - Environment
Variables", "created" :"2022-08-01", "description”:""},{"id" :"432c99b4 -fcf3-
5472-981d-416946a9b95a", " name" :"Sample - Excel Actions","created":"2022-
08-01","description”:""}, {"id" :"df5f43bb-1f34-57be-9e59-
75bd272bad408","name" : "Sample - Expectations","created":"2022-08-
01","description”:""},{"id":"cf774000-2d0a-5962- a060-
111aa4d94dic","name" :"Sample - File Date Operations", "created":"2022-08-
01","description”:""},{"id":"40536ad8-327e-53d6-8566-
0d7722156b42","name" : "Sample - FTP Actions","created":"2022-08-
01","description™:""},{"id":"a6a79232-f9e5-5a14-b944-

GET PowerShell Sample

####Added 2/01/2020

### Returns all site auto ban T1ist###

write-output "AWE Task Folders"

write-output "----"

$sitelList Invoke-RestMethod -Uri "$haseURL/v2/sites/$siteID/awe-tasks-
folders" -Method 'GET' -Headers $authHeader

write-output $siteList convertTo-Json

POST https://{{host}}/admin/v2/sites/{{Siteid}}/awe-task-folders

POST Body Sample

### create a folder named AWE_Folder Three
#i#

HH#

POST https://{{host}}/admin/v2/sites/{{Siteid}}/awe-tasks-folders
HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

{
"data": {
"type": "aweTaskFolder",
"attributes": {
"name": "AWE_Folder_Three"
}
}

POST Response Body Sample



{"data":{"id":"dc70ad42-47ad-4239-a81la-
fe9d650820aa", "type" : "aweFolder","attributes":{"name" :"AWE_Folder_Three",
"tasks":[]},"links":{"self":"/admin/v2/sites/b65892e9-399d-4447-a3b1l-
477c@8f0abca/awe-tasks-folders/dc70ad42-47ad-4239-a8la-

fe9d650820aa"}}, "links":{"self":"/admin/v2/sites/b65892e9-399d-4447-a3b1-
477c08f0abca/awe-tasks-folders"}}

POST PowerShellSample

####Added 2/01/2020

### Returns all site auto ban Tist###

write-output "AWE Task Folders™

write-output "----"

$siteList Invoke-RestMethod -Uri "$haseURL/v2/sites/$siteID/awe-tasks-
folders" -Method 'GET' -Headers $authHeader

write-output $sitelList convertTo-Json

##POST SITE AWE TASKS FOLDERS
write-Ooutput "Site AWE TASK FOLDER POST"
write-output "----- "

%update

"data": {
"type": "aweTaskFolder",
"attributes": {
"name": "AWE_Folder_FIVE-O"

'}
}
$update $update | ConvertFrom-Json
$update = $update | ConvertTo-Json -Depth 10 ) )
$postAWETASKReturn Invoke-RestMethod -Uri "$haseURL/v2/sites/$siteID/awe-

tasks-folders" -method 'POST' -Headers $authHeader -Body $update
write-output $postAWETASKReturn ConvertTo-Json

Endpoint:/sites/{sitetld}/awe-tasks-folders/{aweTaskFolder|D}
Note: Available as of EFT 8.1.0

(GET) Returns advanced workflow folder from specified site, (PATCH) Updates advanced workflow folder
settings, and (DELETE) Delete advanced workflow folder.

o GET
e PATCH
e DELETE

Method & URL

GET https://{{host}}/admin/v2/sites/{{Siteid}}/awe-tasks-folders/{{AWEId}}

GET Body Sample



### GET A SPECIFIC AWE TASK FOLDERS ###

@AWEId = 859dc605-0600-42ab-alfa-f23f5a19e8cd

GET https://{{host}}/admin/v2/sites/{{Siteid}}/awe-tasks-folders/{{AWEId}} HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

Hit

GET Response BodySample

{"data":{"id":"859dc605-0600-42ab-alfa-
f23f5a19e8cd", "type" : "aweFolder","attributes"” :{"name" : "AWE _
Folder_One","tasks":[]},"links":{"self":"/admin/v2/sites/b65892e9-399d-
4447-a3b1-477c08fBabca/awe-tasks-folders/859dc605-0600-42ab-alfa-
£23f5a19e8cd"}}, "links":{"self":"/admin/v2/sites/b65892e9-399d-4447-a3b1-
477c08f0abca/awe-tasks-folders"}?

GET PowerShell Sample

####Added 2/01/2020

### Returns awe folder information###

write-output "AWE Task Folders"

write-output "----"

$siteList Invoke-RestMethod -Uri "$haseURL/v2/sites/$siteID/awe-tasks-
folders" -Method 'GET' -Headers $authHeader

write-output $siteList convertTo-Json

$awelID $siteList.datall].1id

write-output "----"

$sitelList Invoke-RestMethod -Uri "$haseURL/v2/sites/$siteID/awe-tasks-
folders/$aweID" -Method 'GET' -Headers $authHeader

write-output $sitelList convertTo-Json

PATCH https://{{host}}/admin/v2/sites/{{Siteid}}/awe-tasks-folders/{{AWEId}}
PATCH Body Sample



@AWEId = dc70ad42-47ad-4239-a8la-fe9d650820aa

### PATCH AWE TASK FOLDERS ###

PATCH https://{{host}}/admin/v2/sites/{{Siteid}}/awe-tasks-
folders/{{AWEId}} HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

{
"data": {
"id": "dc70ad42-47ad-4239-a8la-fe9d650820aa",
"attributes": {
"name": "NewFirstFolder"
})
"type": "aweTaskFolder"
¥
}

PATCH Response BodySample

{"data":{"id":"dc70ad42-47ad-4239-a81a-
fe9d650820aa", "type" : "aweFolder","attributes" :{"name" : "NewFirstFolder", "t
asks":[{"id":"432c99b4-fcf3-5472-981d-416946a9b95a","name" :"Sample -
Excel Actions","created":"2022-08-01","description":"My
Description™},{"id":"40536ad8-327e-53d6-8566-0d7722156b42", "name" : " Sample
- FTP Actions","created":"2022-08-

01", "description”:""}]1},"links":{"self":"/admin/v2/sites/b65892e9-399d-
4447-a3b1-477c08f0abca/awe-tasks-folders/dc70ad42-47ad-4239-a81a-
fe9d650820aa"}}, "links":{"self":"/admin/v2/sites/b65892e9-399d-4447-a3b1-

PATCH PowerShellSample

$folderiD $aweFolderList.datall].1id

##POST SITE AWE TASKS FOLDERS
write-output "Site AWE TASK FOLDER PATCH"
write-output "----- "

$update

"data": {
"type": "aweTaskFolder",
"attributes": {

"name": "TEST FOLDER TwO"
3

}
} v

$update $update convertFrom-Json

$update fupdate | ConvertTo-Json -Depth 10

$patchAWETASKReturn Invoke-RestMethod -Uri "$haseURL/v2/sites/$siteID/awe-
tasks-folders/$folderiD" -Method 'PATCH' -Headers S$authHeader -Body S$update
write-output $patchAWETASKReturn ConvertTo-Json

DELETE https://{{host}}/admin/v2/sites/{{Siteid}}/awe-tasks-folders/{{AWEId}}



NOTE: The folder should be emptied before it is deleted else the EFT will returna HTTP 500 Server error.

DELETE Body Sample

### AWEId will be the id of a folder to be deleted.

@AWEId = eld62bf1-8bdd-4e82-8efd-395467069306

### DELETE AWE TASK FOLDERS ###

DELETE https://{{host}}/admin/v2/sites/{{Siteid}}/awe-task-
folders/{{AWEId}} HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

DELETE Response BodySample

HTTP/1.1 204 No Content

Date: Tue, 02 Aug 2022 17:47:50 GMT

Content-Length: ©

Cache-Control: no-cache, no-store, must-revalidate

Expires: -1

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

Content-Security-Policy: default-src 'self' ‘'unsafe-inline' 'unsafe-eval'
data:;

Referrer-Policy: no-referrer

DELETE PowerShellSample

$folderiD $aweFolderList.datall].1id

$deleteAWETASKReturn Invoke-RestMethod -uUri "$baseURL/v2/sites/$siteID/awe-
tasks-folders/$folderIiD" -Method 'DELETE' -Headers $authHeader
write-output $deleteAWETASKReturn ConvertTo-Json




Endpoint: /sites/{siteld}/connection-profiles
Note: Available as of EFT 8.1.0

(GET) Returns connection profiles list from the specified site, (POST) create a connection profile for a
site.

o GET
e POST
Method & URL

GET https://{{host}}/admin/v2/sites/{{Siteid}}/connection-Profiles

GETBody Sample

### GET a list of current connection profiles#i#i#

GET https://{{host}}/admin/v2/sites/{{Siteid}}/connection-Profiles HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

Hit#H

GET Response BodySample

HTTP/1.1 200 OK Date: Thu, 04 Aug 2022 14:17:24 GMT Location:
/admin/v2/sites/76882fc7-3f55-4040-ae5f-2e645c12647b/connection-profiles
Content-Type: application/vnd.api+json Content-Length: 1383 Cache-Control:
no-cache, no-store, must-revalidate Expires: -1 X-Content-Type-Options:
nosniff X-XSS-Protection: 1; mode=block Content-Security-Policy: default-src
'self' 'unsafe-inline' 'unsafe-eval' data:; Referrer-Policy: no-referrer {

N | : "c9ea36ec-8a9e-440f-8c21-920eb3927732",
"connectionProfile"”, : A : "Protocol”, : "POST
REQUEST Create connection Profile", : "Connection Profile
Details"”, : { : "FTPSAuthTLS", : "AFAR",

: "UpKUJglsD4YfblHz8ZFiRw=="", : true, :

GET PowerShell Sample

HHBHBHBHBHBHR AR RH AR BB BH BB R R R AR

###GET 1list of Connection Profiles###

write-output "GET Tist of Connection Profiles"

Write-output "M-—-----m-m e "

#$siteID = "Enter site ID"

$CPTist = Invoke-RestMethod -uUri "$baseURL/v2/sites/$siteID/connection-
Profiles" -Method 'GET' -Headers $authHeader

write-output $CPlist | ConvertTo-Json -Depth 25

$profilerd = $cPList.data[0].id

Method & URL

POST https://{{host}}/admin/v2/sites/{{Siteid}}/connection-Profiles
POST Body Sample



##t#t Create a Connection Profile #it#

POST https://{{host}}/admin/v2/sites/{{Siteid}}/connection-Profiles/ HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

{
"data":{
"type": "connectionProfile",
"attributes": {
"name": "POST REQUEST Create connection Profile",
"description": "Connection Profile Details",
"testPath":"\test",
"connectionSettings": {
"protocol": "FTPSAuthTLS",
"host":"192.168.1.210",
"port": 21,
"user":"AFAR",
"password": "",

T"avikAal Axin kA

POST Response Body Sample

HTTP/1.1 201 Created Date: Thu, 04 Aug 2022 15:51:07 GMT Location:
/admin/v2/sites/76882fc7-3f55-4040-ae5f-2e645c12647b/connection-
profiles/92e9f684-5b87-47d3-816b-19644e639ae2 Content-Type:
application/vnd.apit+json ETag: "24708EE" Content-Length: 1290 Cache-Control:
no-cache, no-store, must-revalidate Expires: -1 X-Content-Type-Options:
nosniff X-XSS-Protection: 1; mode=block Content-Security-Policy: default-src
'self' 'unsafe-inline' 'unsafe-eval' data:; Referrer-Policy: no-referrer {

POST PowerShellSample

HHRAAHHR R AR R R A TR AR R AR R A
###POST Create New Connection Profile###
write-output " Create New Connection Profile"
wWrite-output "---------mmm o "
$update =

"data": {
ll_idll: llll’
"type": "connectionProfile",
"attributes": {
"name": "PS REQUEST Create connection Profile",
"description": "Connection Profile Details",
"testPath": "\test",
"connectionSettings": {
"protocol": "FTPSAuthTLS",
"host": "192.168.1.210",
"port": 21,
"user": "AFAR",
llpasswor‘dll: llII’
"autoLogin": true,
"certSettings": {
"certPath": "C:\\Users\\Administrator\\Desktop\\AFAR SSL\\SSL Cert




Endpoint: /sites/{siteld}/connection-profiles/{connectionProfilelD}
Note: Available as of EFT 8.1.0

(GET) GET Details for specific connection profile, (PATCH) update details for a specific connection profile,
(DELETE) remove a specific connection profile.

e GET
e PATCH
e DELETE

Method & URL

GET https://{{host}}/admin/v2/sites/{{Siteid}}/connection-Profiles

GET Body Sample

### GET Details for specific connection profile##

H###You can enter the Connection profile ID below or pass the value from a previous
request#i#

##@ ConnectionProfilelD =31334739-2f41-4561-9d27-22e17c¢9b9362

GET https://{{host}}/admin/v2/sites/{{Siteid}}/connection-Profiles /{{ConnectionProfilel D}}
HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample

HTTP/1.1 200 OK Date: Thu, 04 Aug 2022 16:11:35 GMT Location:
/admin/v2/sites/76882fc7-3f55-4040-ae5f-2e645c12647b/connection-
profiles/c9ea36ec-8a9e-440f-8c21-920eb3927732 Content-Type:
application/vnd.api+jsonETag: "A50CA65F" Content-Length: 1289 Cache-Control:
no-cache, no-store, must-revalidate Expires: -1X-Content-Type-Options:
nosniff X-XSS-Protection: 1; mode=block Content-Security-Policy: default-src
'self' 'unsafe-inline' 'unsafe-eval' data:; Referrer-Policy: no-referrer

{ Y : "c9ea3dbec-8a9e-440f-8c21-920eb3927732", :
"connectionProfile", : { : "Protocol”, : "POST REQUEST
Create connection Profile", : "Connection Profile Details",

: { : "FTPSAuthTLS", : "AFAR",
"UpKUJq1sD4Yfb1lHz8ZFiRw==", : true, ¢ "\test",
"192.168.1.210", s 21, : { N HERN

: "UpKUJqlsD4YfblHz8ZFiRw=="}, HE |
: false, : "FTP", HER R :
"UpKUJq1sD4YfblHz8ZFiRw==", : 21, : 0, :"e",
: [13, : { : false, : "None", HERN
: 1080, : false, HERN :
"UpKUJq1sD4Yfb1lHz8ZFiRw=="},  { 1 0,
: 30, : 1, : 30,

GET PowerShell Sample



###Returns the deatails of the specified connection profile ###

write-output "Details of Connection Profile $profilerd"

Write-OUtPUL M- - - oo m oo oo
#$ConnectionProfileID = "Enter site ID"

$CP1ist = Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/connection-
Profiles/$ConnectionProfileID" -Method 'GET' -Headers $authHeader
write-output $CPlist | ConvertTo-Json -Depth 25

Method & URL

PATCH https://{{host}}/admin/v2/sites/{{Siteid}}/connection-
Profiles/{[ConnectionProfileID}}

PATCH Body Sample

### Update a Connection Profile ####

###You can enter the Connection profile 1D below or pass the value from a previous
request###

##@ ConnectionProfilelD =31334739-2f41-4561-9d27-22e17c9b9362

PATCH https://{{host}}/admin/v2/sites/{{Siteid}}/connection-Profiles/{{ConnectionProfileID}}
HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

{
"data":{
"type": "connectionProfile",
"attributes":{
"name": "Patch Connection Profile",
"description": "Patch Connection Profile",
"testPath":"/",
"connectionSettings": {
"protocol": "FTPSAuthTLS",
"host":"192.168.1.210",
"port": 21,
"user":"AFAR",
"password": "pass",
"autolLogin": false
}
}

PATCH Response BodySample




HTTP/1.1 200 OKDate: Thu, 04 Aug 2022 18:33:38 GMT Location:
/admin/v2/sites/76882fc7-3f55-4040-ae5f-2e645c12647b/connection-
profiles/c9ea36ec-8a9e-440f-8c21-920eb3927732 Content-Type:
application/vnd.api+json ETag: "624A277A" Content-Length: 1408 Cache-
Control: no-cache, no-store, must-revalidate Expires: -1X-Content-Type-
Options: nosniff X-XSS-Protection: 1; mode=block Content-Security-Policy:
default-src 'self' 'unsafe-inline' ‘'unsafe-eval' data:; Referrer-Policy:
no-referrer { "data”: {"id": "c9ea36ec-8a9e-440f-8c21-920eb3927732",
"type": "connectionProfile", "attributes": { "type": "Protocol”, "name":
"Patch Connection Profile", "description”: "Patch Connection Profile",
"connectionSettings": { "protocol”: "FTPSAuthTLS", "user": "AFAR",
"password”: "wweZliVXRYBbX80z2T3JHg==", "autolLogin": false, "testPath":
"/", "host": "192.168.1.210", "port": 21, "SSLCertificate": { "certPath":
"C:\\Users\\administrator.TEST\\Desktop\\AFAR SSL\\SSL Cert User
AFAR.crt", "keyPath": "C:\\Users\\administrator.TEST\\Desktop\\AFAR
SSL\\SSL Cert User AFAR.key", "passphrase”: "xamYEctkRdBRCxu@F5XqoQ==" 1},
"trustedPubKey": "", "proxy": "use": false, "type": "FTP", "hostName": "",




PATCH PowerShellSample

####Added 8/4/2022

### PATCH Connection Profile###

### User must obtain the SiteID and Connection Profile ID ###
write-output "PATCH Site Connection Profile"

write-output "------mm - "

$update =

"data": {
"type": "connectionProfile",
"attributes": {
"name": "PS_Patch Connection Profile",
"description": "PS_Patch Connection Profile",
"testpPath": "/",
"connectionSettings": {

"protocol": "FTPSAuthTLS",
"host": "192.168.1.210",
"port": 21,

"user": "AFAR",
"password": "pass",
"autoLogin": false

Method & URL

DELETE
https://{{host}}/admin/v2/sites/{{Siteid}}/connection-Profiles/{{ConnectionProfilelD}}

DELETE Body Sample

### DELETE specific connection profile##it#

DELETE https://{{host}}/admin/v2/sites/{{Siteid}}/connection-
Profiles/{{ConnectionProfileID}} HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

DELETE Response BodySample

HTTP/1.1 No Content Date: Thu, 04 Aug 2022 18:52:32 GMT Content-

Length: @ Cache-Control: no-cache, no-store, must-revalidate Expires: -1
X-Content-Type-Options: nosniff X-XSS-Protection: 1; mode=block Content-
Security-Policy: default-src 'self' 'unsafe-inline' 'unsafe-eval' data:;

DELETE PowerShellSample

####Added 8/4/2022 ###
###### DELETE Connection Profile######

write-output "### DELETE specific Connection Profile###"
write-output "------me - e - "

$profileName = "PowersShell Example"

$Delete_Profile = Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/connection-Profiles/$ConnectionProfileID" -Method
'"DELETE' -Headers $authHeader




Endpoint: /experimental/site/templates/{templateName}
Returns the contents of the specified site template

Note: Available as of EFT 8.1.0

o GET
e PATCH
Method & URL

GET https://{{host}}/admin/v2/sites/{{Siteid}}/templates/{templateName}

GET Body Sample

HGET Site Templates -- ##

GET
https://{{host}}/admin/v2/sites/{{Siteid}}/templates/WorkspacesAdminAddedParticipantMsg.h
tml HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

HiH

GET Response BodySample

HTTP/1.1 200 OK Date: Fri, 05 Aug 2022 13:01:21 GMT Content-Type:
application/vnd. api+json Content-Length: 370 Cache-Control: no-cache, no-
store, must-revalidate Expires: -1 X-Content-Type-Options: nosniff X-XSS-
Protection: 1; mode=block Content-Security-Policy: default-src 'self’
'unsafe-inline' 'unsafe-eval' data:; Referrer-Policy: no-referrer {

¢ "<html>\r\n<body>\r\n <p>Hello %USER.LOGIN%,</p>\r\n <p>The
following <b>Enhanced File Transfer</b> Workspace has been shared with
you: %FOLDER_NAME% (owner: %WS_OWNER_NAME%) .</p>\r\n <p>Please use the
following URL to access this Workspace:</p>\r\n <a
href=\"%ZLINK%\" >%LINK%</a><br/><br/>\r\n \r\n %WS_MESSAGE%<br/><br/>\r\n
<hr/>\r\n</body>\r\n</html>" }

GET PowerShell Sample

fgd s g dadddaddddodddaddddadddiddisd

#GET Site Template Details -- ##

write-output "GET Site Template Detail"

Write-output "---------mm e "

#$siteID = "Enter site ID"

#$TemplateName= "workspacesAdminAddedpParticipantMsg.html"

$TemplateDetails = Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/templates/WorkspacesAdminAddedParticipantMsg.html"
-Method 'GET' -Headers $authHeader

write-output $TemplateDetails | ConvertTo-Json -Depth 25




Method & URL

PATCH
https://{{host}}/admin/v2/sites/{{Siteid}}/templates/WorkspacesAdminAddedParticipantMsg.html

PATCH Body Sample

#Modify Site Template - Will append the site name to the file name should only be used for

this site ##

PATCH
https://{{host}}/admin/v2/sites/{{Siteid}}/templates/WorkspacesAdminAddedParticipantMsg.h
tml HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

{

"data": "<html>\r\n<body>\r\n <p>Update Template Example
%USER.LOGIN%,</p>\r\n <p>The following <b>Enhanced File Transfer</b>Workspace has
been shared with you: %FOLDER_NAME% (owner:
%WS_OWNER_NAME%).</p>\r\n <p>Please use the following URL to access this
Workspace:</p>\r\n <a
href=\"%LINK%\">%LINK%</a><br/><br/>\r\n \r\n %WS_MESSAGE%<br/><br/>\r\n <hr/>\r\
n</body>\r\n</html>"

PATCH Response BodySample

HTTP/1.1 No Content Date: Fri, ©5 Aug 2022 13:48:49 GMT Content-
Length: @ Cache-Control: no-cache, no-store, must-revalidate Expires: -1
X-Content-Type-Options: nosniff X-XSS-Protection: 1; mode=block Content-
Security-Policy: default-src 'self' 'unsafe-inline' 'unsafe-eval' data:;
Referrer-Policy: no-referrer

PATCH PowerShellSample

####Added 8/4/2022

### Update Content of Template###

### Modify Site Template - will append the site name to the file name should
only be used for this site ###

write-output "PATCH Site Connection Profile"

write-output "--------- - mm e "

$update =

"data": "<html>\r\n<body>\r\n <p>PSl. Update Template Example
%USER.LOGIN%,</p>\r\n <p>The following <b>Enhanced File Transfer</b>
workspace has been shared with you: %FOLDER_NAME% (owner:
%WS_OWNER_NAME%) .</p>\r\n <p>Please use the following URL to access this
workspace:</p>\r\n <a href=\"%LINK%\">%LINK%</a><br/><br/>\r\n \r\n
?WS_MESSAGE%<br/><br/>\r\n <hr/>\r\n</body>\r\n</htm1>"




Endpoint:/sites/{sitelD}/dmz
Note: Available as of EFT 8.1.0

(GET) Returns DMZ gateway settings from specified site and (PATCH) updates DMZ gateway settings

e GET
e PATCH

Method & URL

GET https://{{host}}/admin/v2/sites/{{Siteid}}/dmz

GETBody Sample

### GET SITE DMZ INFO #i##

GET https://{{host}}/admin/v2/sites/{{Siteid}}/dmz HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

e

GET Response BodySample

{"data":{"type": "DMZGateway","attributes":{"enabled":false, "hosts":[],"po
rt":44500, " securePNC":{"enabled":false, "publicKeyPath":""},"ftp":{"enable
d":false,"port":21}, "ftpsExpl" :{"enabled":false, "port":21},"ftpsImpl":{"e
nabled":false,"port":990},"sftp":{"enabled" :false,"port":22},"http" :{"ena
bled":false,"port":80},"https" :{"enabled":false, "port":443},"internalDoma
in":{"HTTPDomain":"","emailDomainPatterns":"","allowADorLDAPAuth":true, "i
sExclusiveADorLDAP": false,"isRequired2FAforInternalUsers" :false,"SSLCerti
ficate":{"certPath":"","keyPath":"","passphrase" :"UpKUJqlsD4YfblHz8ZFiRw=
="}},"pasv" :{"enabled":false,"listenIP":"0.0.0.0","portMin":28000, "portMa
x":30000}, "remoteAdmin":{"enabled" : false,"port":1100},"acceleration”:{"en

GET PowerShell Sample

$siteID $siteList.datal0].1d

# get DMZ info

write-Ooutput "DMZ INFO"

write-output "----- "

$dmzList Invoke-RestMethod -Uri "$haseURL/v2/sites/$siteID/dmz" -Method
'GET' -Headers $authHeader

write-output $dmzList | ConvertTo-Json




PATCH https://{{host}}/admin/v2/sites/{{Siteid}}/dmz

PATCH Body Sample

### PATCH (UPDATE) DMZ INFO ###

PATCH https://{{host}}/admin/v2/sites/{{Siteid}}/dmz HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

{
"data": {
"type": "DMZGateway",
"attributes": {
"hosts":

[
"10.91.160.102"

])

"port":"44500" ,
"enabled": true,
"ftpEnabled": false,
"ftpsEnabled": true,
"ftpsExpEnabled": true,
"sftpEnabled": false,
"ftpPort": 21,
"ftpsPort": 990,
"httpsEnabled": true,
"adminEnabled": true,
"adminPort": 1100

HHH

PATCH Response BodySample



{"data":{"type": "DMZGateway","attributes":{"enabled": true,"hosts":["10.91
.160.102"], "port":44500, "securePNC":{"enabled":false, "publicKeyPath":""},
"ftp":{"enabled" :false,"port":21}, "ftpsExpl":{"enabled":false, "port":21},
"ftpsImpl":{"enabled":false,"port”:990},"sftp":{"enabled" :false, "port": 22
},"http":{"enabled": false,"port":80}," "https":{"enabled":false, "port":443}
,"internalDomain":{"HTTPDomain":"","emailDomainPatterns":"","allowADorLDA
PAuth" :true,"isExclusiveADorLDAP": false,"isRequired2FAforInternalUsers" :f
alse,"SSLCertificate":{"certPath":"","keyPath":"","passphrase" :"UpKUJqlsD
AYfblHz8ZFiRw=="1}},"pasv" :{"enabled":false, "listenIP":"0.0.0.0","portMin"
128000, "portMax" :30000}, "remoteAdmin":{ "enabled" : false,"port":1100},"acce

PATCH PowerShellSample

##Patch SITE DMZ settings
write-output "Site DMZ PATCH"
write-output "----- "

%update

"data": {
"type": "DMzGateway",
"attributes": {

"hosts":
[

"10.91.160.102"
"bort":"44500",

"enabled": true,
"ftpeEnabled": false,
"ftpsenabled": true,
"ftpsexpEnabled": true,
"sftpEnabled": false,
"ftppPort": 21,
"ftpspPort": 990,
"httpsEnabled": true,
"adminEnabled": true,
"adminpPort": 1100

$update $update convertFrom-Json

$update $update CconvertTo-Json -Depth 10

$patchbDMZzReturn Invoke-RestMethod -Uri "$haseURL/v2/sites/$siteID/dmz" -
Method 'PATCH' -Headers $authHeader -Body $update

write-output $patchDMZReturn convertTo-Json

Security REST API

Endpoint: /lists/security/tls/algorithms
Returns a list of tls algorithms

e GET
Method & URL
GET https://[server URL]:[port]/admin/v2/lists/security/tls/algorithms

GETBody Sample



H#Hit#

##Get Server TLS Security Settings

GET https://{{host}}/admin/v2/1ists/security/tls/algorithms HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample

{ : { 0 { : [ "ECDHE-ECDSA-AES256-
GCM-SHA384", "ECDHE-RSA-AES256-GCM-SHA384", "DHE-RSA-AES256-GCM-SHA384",
"ECDHE -ECDSA-CHACHA20-POLY1305", "ECDHE -RSA-CHACHA20-POLY1305", "DHE-RSA-
CHACHA20-POLY1305", "ECDHE-ECDSA-AES128-GCM-SHA256", "ECDHE-RSA-AES128-
GCM-SHA256" , "DHE-RSA-AES128-GCM-SHA256", "ECDHE -ECDSA-AES256-SHA384",

GET PowerShell Sample

#H#H#H

#GET TLS ALOGRITHMS

Wr"ite—0utput "Get EFT TLS ALGORITHMS"
$serverNodeID "DTY2019winServe"

write-output "Server Node: $serverNodeID"

write-output "----- "

$serverAdminDetails Invoke-RestMethod -Uri
"$baseURL/v2/Tists/security/tls/algorithms" -Method 'GET' -Headers $authHeader
write-output $serverAdminDetails ConvertTo-Json -Depth 10

Endpoint: /lists/security/ssh/algorithms
Returns a list of sshalgorithms

o GET
Method & URL
GET https://[server URL]:[port]/admin/v2/lists/security/ssh/algorithms

GETBody Sample

HiH#H

##Get Server SSH Security Settings

GET https://{{host}}/admin/v2/1lists/security/ssh/algorithms HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample

{ : { : { : A : [ "aes256-
gcm@openssh.com”, "aes256-ctr", "aes256-cbc", "rijndael-
cbc@lysator.liu.se", "twofish256-cbc", "twofish-cbc", "aesl92-ctr",
"aes192-cbc", "aes128-gcm@openssh.com", "aesl128-ctr", "aesl28-cbc",
"twofish128-cbc",




GET PowerShell Sample

#H#t#

#GET SSH ALOGRITHMS

write-output "Get EFT SSH ALGORITHMS"
$serverNodeID "DTY2019winServe"

write-output "Server Node: $serverNodeID"

write-output "----- "

$serverAdminDetails Invoke-RestMethod -Uri
"$baseURL/v2/1ists/security/ssh/algorithms" -Method 'GET' -Headers $authHeader
write-output $serverAdminDetails ConvertTo-Json -Depth 10

Endpoint: /lists/security/tls/ciphers/{cipherString}
Returns a list of resulting ciphers

e GET
Method & URL

GET https://[server URL]:[port]/admin/v2/lists/security/tls/ciphers/{cipherString}
GETBody Sample

e

##Get Server TLS Ciphers Settings

GET https://{{host}}/admin/v2/1ists/security/tls/ciphers/"aes-ctr"
HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample

{ : { 0 { : [ "ECDHE-ECDSA-AES256-
GCM-SHA384", "ECDHE-RSA-AES256-GCM-SHA384", "DHE-RSA-AES256-GCM-SHA384",
"ECDHE - ECDSA-CHACHA20-POLY1305", "ECDHE -RSA-CHACHA20-POLY1305", "DHE-RSA-
CHACHA20-POLY1305", "ECDHE-ECDSA-AES128-GCM-SHA256", "ECDHE-RSA-AES128-
GCM-SHA256" , "DHE-RSA-AES128-GCM-SHA256", "ECDHE-ECDSA-AES256-SHA384",

GET PowerShell Sample

#H#t#

#GET TLS CIPHERS

write-output "Get EFT TLS CIPHERS"
$serverNodelID "DTY2019winServe"
$cipherid = "aes-ctr"

write-output "Server Node: $serverNodeID"

write-output "----- "

$serverAdminDetails = Invoke-RestMethod -uUri
"$baseURL/v2/Tists/security/tls/ciphers/$cipheriD -Method 'GET' -Headers
$authHeader

wWrita-Nnutnit CcarverAdminnatailc ConvartTn-l1enn -Nanth 1N




Login/Logout REST API

Endpoint: /logout
Logs out of current session.

e POST

Method & URL
POST https://[server URL]:[port]/admin/v2/logout

POST Body Sample

POST https://{{host}}/admin/v2/logout HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}
Hit#H

POST Response Body Sample

HTTP/1.1 OK Date: Wed, 10 Aug 2022 20:10:28 GMT Content-Length: ©
Set-Cookie: websessionid=xxxxxx; expires=Tuesday, 10-Aug-21 20:10:28 GMT,
path=/; secure; HttpOnly; SameSite=Strict Cache-Control: no-cache, no-
store, must-revalidate Expires: -1 X-Content-Type-Options: nosniff X-XSS-
Protection: 1; mode=block Content-Security-Policy: default-src 'self’
‘unsafe-inline' ‘'unsafe-eval' data:: Referrer-Policv: no-referrer

POST PowerShellSample

# POST - Togout

$auth Invoke-RestMethod -Uri "$baseURL/v2/logout"” -Method 'POST' -Body
$authBody -Headers S$authHeader

#

Keep-Alive REST API

Endpoint: /keep-alive
Note: Available as of EFT 8.1.0

Extends current session.

e HEAD

Method & URL



HEAD https://[server URL]:[port]/admin/v2/keep-alive

HEAD Body Sample

##Get Server keep alive

HEAD https://{{host}}/admin/v2/keep-alive HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

it

HEAD Response BodySample

HTTP/1.1 OK Date: Mon, 21 Feb 2022 22:17:46 GMT Content-Length: ©
Cache-Control: no-cache, no-store, must-revalidate Expires: -1 X-Content-
Type-Options: nosniff X-XSS-Protection: 1; mode=block Content-Security-
Policy: default-src 'self' ‘'unsafe-inline' ‘'unsafe-eval' data:; Referrer-
Policy: no-referrer

HEAD PowerShellSample

# keep-alive

write-output "Keep Alive"

write-output "----"

$keepAlive Invoke-RestMethod -Uri "$baseURL/v2/keep-alive" -Method 'HEAD' -

Headers $authHeader

Users REST API

Endpoint: /sites/{siteld}/users
Note: Available as of EFT 8.1.0

Returns a list of users for specific site, create user(s) for a specific site.

o GET
e POST

Method & URL
GET https://[server URL]:[port]/admin/v2/sites/{siteld}/users

GETBody Sample

### GET SITE USERS ###

GET https://{{host}}/admin/v2/sites/{{Siteid}}/users HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

HiH#

GET Response BodySample



{ [ A : { : "inherit",
: "unknown", : A : A :
"inherit" }, : { : "inherit" } }, i {
"inherit", : q

"inherit",

GET PowerShell Sample

# get sites

write-output "Site"

write-output "----"

$sitelList Invoke-RestMethod -Uri "$haseURL/v2/sites" -Method 'GET' -Headers
$authHeader

write-output $sitelList convertTo-Json

foreach ($site in $siteList.data)

write-output ("Site $($site.id): $($site.attributes.name)")
}

$sitelD $siteList.datal0].1id

# get users

write-output "Users"

write-output "----- "

$userList Invoke-RestMethod -Uri "$haseURL/v2/sites/$siteID/users" -method
'"GET' -Headers $authHeader

write-output $userList | ConvertTo-Json

foreach ($user in $userList.data)

write-output ("user $(Suser.id): $(Suser.attributes.loginName)")

Method & URL
POST https://[server URL]:[port]/admin/v2/ sites/{siteld}/users

POST Body Sample



### ADD SITE USER ###

POST https://{{host}}/admin/v2/sites/{{Siteid}}/users HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

"data": {
"type": "user",
"attributes": {
"loginName": "TestUserl",
"password": {
"type": "Disabled",
"value": "Alaskal2#"
s
"accountEnabled": "inherit",
"expiration": {
"enabled": false,

"value": {
"date": {}
}
s
"personal”: {
"name": "Test User",

"description”: null,
"email": null,

POST Response Body Sample

: o : A : "inherit",
: "unknown", : { : {
"inherit" }, : | : "inherit" } },
"inherit", :
: "inherit",
: ) : { : )
: A : , : , A
: > s Ao P5, : }r o+

}, : { : "inherit", : { :

}s

POST PowerShellSample



write-Output "Add User POST"
write-output "----- "
$update

"data": {
" ypell: lluserll,
"attributes": {
"loginName": "TestUser2",
"password": {
"type": "Disabled",
"value": "Alaskal2#"

1,
"accountEnabled": "inherit",
"expiration": {
"enabled": false,
"value":
"date": {}

"personal": {
"name": "Test User",
"description": null,
"email": null,
"DUNS": null,
"phone": null,
"mobile": null,
"pager": null,
"fax": null,
"company": null,
"partnerid": null,
"customl": null,
"custom2": null,
"custom3": null,
"comments": null

1,
"isEuDatasubject": "unknown",
"consentToPrivacyPolicy": "unknown",
"agreementToTermsOofService": "unknown",
"homeFolder": {
"enabled": "yes",
"value":
"path": null
1,
"hasHomeFolderAsRoot": "inherit",
"externalAuthentication": "inherit",
"‘Ftp":
"enabled": "inherit",
"value": {
"enableFxp": "inherit",
"enableNoop": "inherit",
"enableComb": "inherit",
"enablexcrc": "inherit",
"enablez1lib": "inherit",
"banner": {
llmessagell: llll’
"usage": "useDefault"
}
1,
"ftps": {

Endpoint: /sites/{siteid}/users/{userid}
Returns, updates, and deletes user account details.

o GET
e PATCH
e DELETE



Method & URL
GET https://[server URL]:[port]/admin/v2/sites/{siteld}/users/{userid}

GETBody Sample

### GET SITE SPECIFIC USER #i##

# @name userslList

GET https://{{host}}/admin/v2/sites/{{Siteid}}/users HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

Eisia

@Usersid = {{usersList.response.body.$.data[0].id}}

HiH#

GET https://{{host}}/admin/v2/sites/{{Siteid}}/users/{{Usersid}} HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

ez

GET Response BodySample

{ : { : A : "inherit",

: "unknown", : { : { :
"inherit" }, : { : "inherit" } }, : {

"inherit", : {
"inherit",
: , : { : ,
A : s : , : {
: s : q{ : 5, :

GET PowerShell Sample



# get a specific users information

write-Output "Users"

write-output "----- "

$userList Invoke-RestMethod -Uri "$haseURL/v2/sites/$siteID/users" -mMethod
'"GET' -Headers $authHeader

write-Output $userList convertTo-Json

foreach ($user in $userList.data)

write-output ("User $(Suser.id): $(Suser.attributes.loginName)")

$userid $userList.datal0].1id

# get user’s data

write-output "Users"

write-output "----- "

$userList Invoke-RestMethod -Uri "$bhaseURL/v2/sites/$siteID/users/S$userid" -
Method 'GET' -Headers $authHeader

write-output $userList convertTo-Json

foreach ($user in $userList.data)

write-output ("User $(Suser.id): $(Suser.attributes.loginName)")

Method & URL
PATCH https://[server URL]:[port]/admin/v2/sites/{siteld}/users/{userid}/

PATCH Body Sample



@Usersid = {{usersList.response.body.$.data[0].id}}
H#Hit#
### UPDATE A USERS PERSONAL INFORMATION ###

HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

{
"data": {
"type": "user",
"attributes": {
"personal”: {
"name": "MR JONES",
"description": “MANAGER",
"email": "user@example.com",
"duns": "",
"phone": "",
"mobile": "2107221301",
"pager": "",
"fax": "",
"company": "",
"partnerId": "",
"customl": "1234",
"custom2": "5678",
"custom3": "abcd",
"comments": "Does this work?"
¥
"isEuDataSubject": "yes",
"consentToPrivacyPolicy": "grantedExplicit",
"agreementToTermsOfService": "agreedExplicit"
}
}

PATCH https://{{host}}/admin/v2/sites/{{Siteid}}/users/{{Usersid}}/

PATCH Response BodySample

{ : { : { : "inherit",
"agreedExplicit", A
"inherit" 1}, A : "inherit" } },
: { : "inherit", : {
: "inherit",
> . {

TP Y

PATCH PowerShellSample




##UPDATE USERS

write-output "Update user data"
write-Ooutput "----- "

%update

"data": {
"type": l'userll’
"attributes": {
"accountEnabled": "no"

}
}

$update $update convertFrom-Json

$update $update ConvertTo-Json -Depth 10

$PatchrReturn Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/users/$userid" -Method 'PATCH' -Headers $authHeader
-Body $update

Method & URL

DELETE https://[server URL]:[port]/admin/v2/sites/{siteld}/users/{userid}/

DELETE Body Sample

### REMOVE THE USER ### (userOnly, userAndHomeFolder)

DELETE https://{{host}}/admin/v2/sites/{{Siteid}}/users/{{Usersid}}
HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

"parameters”: {
"scope": "userAndHomeFolder"

DELETE Response BodySample

HTTP/1.1 No Content Date: Fri, 04 Feb 2022 21:00:36 GMT Content-

Length: @ Cache-Control: no-cache, no-store, must-revalidate Expires: -1
X-Content-Type-Options: nosniff X-XSS-Protection: 1; mode=block Content-
Security-Policy: default-src 'self' ‘'unsafe-inline' 'unsafe-eval' data:;

DELETE PowerShellSample



$update
"{
"parameters": {
"scope'": "userAndHomeFolder"

$update $update convertFrom-Json

$update $update ConvertTo-Json -Depth 10

# delete

write-output "Delete User"

write-Output "----- "

$deleteList Invoke-RestMethod -Uri "$baseURL/v2/sites/$siteID/users/$userid"
-Method 'DELETE' -Headers $authHeader -Body $update

write-output $deleteList | ConvertTo-Json

foreach ($user in $deletList.data)

{
write-output ("user $(Suser.id): $(Suser.attributes.loginName)")

Endpoint: /sites/{siteid}/users/{userid}/as2inbound
Returns and updates user inbound AS2 parameters

e GET
e PATCH

Method & URL
GET https://[server URL]:[port]/admin/v2/sites/{siteld}/users/{userid}/as2inbound

GET Body Sample

# @name usersList

GET https://{{host}}/admin/v2/sites/{{Siteid}}/users HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

HH#

@Usersid = {{usersList.response.body.$.data[0].id}}

HH#

GET
https://{{host}}/admin/v2/sites/{{Siteid}}/users/{{Usersid}}/as2inbound
HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample

{ : Aq {5k : {
s A : 3
: { : Fls : "AS2Inbound" } }

GET PowerShell Sample



$userid $userList.datal0].1id

# get users

write-output "Specific User AS2inbound information"

write-output "----- "

$userList Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/users/$userid/as2inbound” -Method 'GET' -Headers
$authHeader

write-output $userList convertTo-Json

foreach ($user in $userList.data)

write-output ("User $(Suser.id): $(Suser.attributes.loginName)")

Method & URL
PATCH https://[server URL]:[port]/admin/v2/sites/{siteld}/users/{userid}/as2inbound

PATCH Body Sample

#i#

PATCH
https://{{host}}/admin/v2/sites/{{Siteid}}/users/{{Usersid}}/as2inbound
HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

"data": {
"type": "AS2Inbound",
"attributes": {
"myId": "AS2_1",
"partnerId": "AS2 2"

PATCH Response BodySample



"data": {
"attributes": {

"allowedEncryptionAlgorithms": [
1,
"allowedSignatureAlgorithms": [
1,
"authenticationType": "usernamePassword",
"contentCollision": "reject",
"doNotSend1@@Continue": false,
"folderToMoveDataTo": "",

"mdnSendAttemptDelaySeconds" : 30,

PATCH PowerShellSample

$update

"data":
"type": "AS2Inbound",
"attributes": {
IlmyIdll : IIASZ_lII ,
"partnerId": "As2_4",
"partnercCertificateFilePath":
"C:\\Users\\Dyelacicl951\\Desktop\\certs\\ssl.crt"

$update $update convertFrom-Json

$update $update ConvertTo-Json -Depth 10

# update / patch

write-output "Update User specific as2inbound information"

write-output "----- "

$as2InboundList Invoke-RestMethod -uUri
"$baseURL/v2/sites/$siteID/users/$userid/as2inbound”" -Method 'PATCH' -Headers
$authHeader -Body S$update

write-output $as2InboundList convertTo-Json

foreach ($user in $as2InboundList.data)

{
write-output ("User $(Suser.id): $(Suser.attributes.loginName)")

Endpoint: /sites/{siteid}/users/{userid}/as2outbound
Returns and updates user outbound AS2 parameters

o GET
e PATCH

Method & URL



GET https://[server URL]:[port]/admin/v2/sites/{siteld}/users/{userid}/as2outbound

GETBody Sample

# @name userslList

GET https://{{host}}/admin/v2/sites/{{Siteid}}/users HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}
Eisia

@Usersid = {{usersList.response.body.$.data[0].id}}

HiH#

GET
https://{{host}}/admin/v2/sites/{{Siteid}}/users/{{Usersid}}/as2outbound
HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken'}

GET Response BodySample

{ :{ :{}J :{}J
"AS20utbound” } }

GET PowerShell Sample

write-output "Users specific as2outbound information"

write-output "----- "

$as2outList Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/users/$userid/as2outbound” -Method 'GET' -Headers
$authHeader

write-output $as2outList | ConvertTo-Json

foreach ($user in $as2outList.data)

write-output ("User $(Suser.id): $(Suser.attributes.loginName)")

Method & URL

PATCH https://[server URL]:[port]/admin/v2/sites/{siteld}/users/{userid}/as2outbound

PATCH Body Sample



HiH#

PATCH
https://{{host}}/admin/v2/sites/{{Siteid}}/users/{{Usersid}}/as2outbound
HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

{
"data": {
"type": "AS2outbound",
"attributes": {
"myId": "AS2 1",
"partnerId": "AS2_ 4",
"hotFolderPath": "C:\\Users\\DYelacic1951\\Desktop\\HOTBOX\\"

}

PATCH Response BodySample

{ 2 o i L i L
"AS20utbound" } }

PATCH PowerShellSample

$update

"data":
"type": "AS2outbound",
"attributes": {
"myId" : IIASZ_lll ,
"partnerId": "AS2_4",
"hotFolderrpath": "C:\\Users\\DYelacicl951\\Desktop\\HOTBOX\\"

$update $update convertFrom-Json

$update $update CconvertTo-Json -Depth 10

# update / patch

write-output "Update User specific as2outbound information"

write-output "----- "

$as2outboundList Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/users/$userid/as2outbound” -Method 'PATCH' -Headers
$authHeader -Body $update

write-output $asZoutboundList convertTo-Json

foreach ($user in $asZ2outboundList.data)

write-output ("User $(Suser.id): $(Suser.attributes.loginName)")




Endpoint: /sites/{siteid}/users/{userid}/counters
Returns user account statistics (As of EFT 8.1 the response will include this data pair
"timePasswordChanged")

e GET

Method & URL

GET https://[server URL]:[port]/admin/v2/sites/{siteld}/users/{userid}/counters

GET Body Sample

H#### GET USER DETAILS COUNTERS ####
## Must obtain User_|ID##

GET https://{{host}}/admin/v2/sites/{{Siteid}}/users/{{UserID}}/counters HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}
HitH

GET Response BodySample

HTTP/1.1 200 OK Date: Mon, 08 Aug 2022 17:43:54 GMT Content-Type:
application/vnd. api+json Content-Length: 264 Cache-Control: no-cache, no-
store, must-revalidate Expires: -1 X-Content-Type-Options: nosniff X-XSS-
Protection: 1; mode=block Content-Security-Policy: default-src 'self’
'unsafe-inline' ‘'unsafe-eval' data:; Referrer-Policy: no-referrer

{ : { HEE | : false, : false,
: "admin", : "2022-08-04 01:23:35 PM",
null, : "2022-08-04 01:23:35 PM",
: "2022-08-04 01:23:35 PM" }, : "userCounters"
11

GET PowerShell Sample

$userid $userList.datal0].1id

# get users counters

write-output "Users counters"

write-output "----- "

fuserList Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/users/$userid/counters”" -Method 'GET' -Headers
$authHeader

write-output $userList | ConvertTo-Json

foreach ($user in $userList.data)

write-output ("User $(Suser.id): $(Suser.attributes.loginName)")




Filesystem REST API

Endpoint: /sites/{siteld}/filesystem/folders
Returns folder (updated on EFT 8.1, it now includes the Upload Quota Settings)

e GET
Method & URL
GET https://[server URL]:[port]/admin/v2/sites/{siteld}/filesystem/folders
GETBody Sample

@Siteid = {{sitelist.response.body.$.data[0].id}}

e

GET https://{{host}}/admin/v2/sites/{{Siteid}}/filesystem/folders
HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

HiH#H

GET Response BodySample

HTTP/1.1 200 OKDate: Mon, 08 Aug 2022 16:59:16 GMT Content-Type:
application/vnd.api+json ETag: "B7E6B8C3" Content-Length: 529 Cache-
Control: no-cache, no-store, must-revalidate Expires: -1 X-Content-Type-
Options: nosniff X-XSS-Protection: 1; mode=block Content-Security-Policy:
default-src 'self' 'unsafe-inline' ‘'unsafe-eval' data:; Referrer-Policy:
no-referrer

{ : { | HE : [ "anonymous", "Bin",
"Incoming"”, "Pub", "Usr" ], : { : "winFolder", I |
"C: \\InetPub\\EFTRoot\\MyS1te\\" s : null},
"%2F" , { : "/admin/v2/sites/e82de253-b8ec-4b70-a72d-
d017c3317f01/f11esystem/folders//252F" }s HE |
{ I | : "inherited permissions” }},
{ : { ' "/adm1n/v2/51tes/e82de253 b8ec -

GET PowerShell Sample

$userid $userList.datal0].1d

# get users counters

write-Output “F11esystem folders"

write-output "-----

$folderList = Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteiD/filesystem/folders" -Method 'GET' -Headers
$authHeader

write-output $folderList | ConvertTo-Json

foreach ($user in $folderList.data)

write-output ("User $(Suser.id): $(Suser.attributes.loginName)")




Endpoint: /sites/{siteld}/filesystem/folders/{folderid}

Returns folder settings, updates folder settings, creates folders, and deletes folders (updated on EFT
8.1, it now includes the Upload Quota Settings)

o GET

e POST

e PATCH
e DELETE

Method & URL
GET https://[server URL]:[port]/admin/v2/sites/{siteld}/filesystem/folders/{folderid}
GETBody Sample

Hi##H GET the Folder structure and settings for a specifc User #Hi#####HH##

@User_Folder_ID =AFAR

GET

https://{{host}}/admin/v2/sites/{{Siteid}}/filesystem/folders/%2Fusr%2F{{User_Folder ID}}%2F
HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample

HTTP/1.1 200 OKDate: Mon, 08 Aug 2022 17:04:14 GMT Content-Type:
application/vnd.api+json ETag: "95FFEAF1" Content-Length: 470 Cache-
Control: no-cache, no-store, must-revalidate Expires: -1 X-Content-Type-
Options: nosniff X-XSS-Protection: 1; mode=block Content-Security-Policy:
default-src 'self' ‘'unsafe-inline' ‘'unsafe-eval' data:; Referrer-Policy:
no-referrer
{ HER | H | : "AFAR", : [,
null, : null}, ¢ "%2Fusr%2FAFAR%2F", HE |
"/admin/v2/sites/e82de253-b8ec-4b70-a72d-
do17c3317f01/filesystem/folders/%252Fusr%252FAFAR%252F" },

| | : { : "inherited
permissions" }}, : { : { :
"/admin/v2/sites/e82de253-b8ec-4b70-a72d-

AAA VAN [ C2 VN i ime e [ C N A aea 2 [/ AFAF e a0/ AFAFAFANY/AFrATF fiamiaia2 e 2 el Y VN
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# get filesystem folders
write-output "filesystem folders"
write-Output "----- "

$folderList Invoke-RestMethod -Uri

"$baseURL/v2/sites/$siteID/filesystem/folders/%2Fusr%2F" -Method 'GET' -
Headers $authHeader

write-output $folderList convertTo-Json
foreach ($user in $folderList.data)

write-output ("User $(Suser.id): $(Suser.attributes.loginName)")

Method & URL

POST https://[server URL]:[port]/admin/v2/sites/{siteld}/filesystem/folders/{folderid}
POST Body Sample

HiH#

POST
https://{{host}}/admin/v2/sites/{{Siteid}}/filesystem/folders/%2fusr%2fdy
elacic%2f/folders HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

"data": {
"type": "folder",
"id": "%2Fbiohazard%2F",
"attributes": {
"name": "biohazard",
"target": "c:/temp"




POST Body Sample - Example Il - including Upload Quotas

H#####H# POST REQUESTTO CREATEAFOLDER WITH UPLOAD QUOTA ENABLED ######H##
@User_Folder = afar
POST
https://{{host}}/admin/v2/sites/{{Siteid}}/filesystem/folders/%2Fusr%2F{{User_Folder}}%2F/fo
|ders HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}
{
"data": {
"type": "folder",
"attributes": {
"name": "Folder4",
"subFolder": "Folder4",
"uploadQuota": {
"emailsToReportToOnExceed": [
"gsqaafl@gmail.com",
"gsgaaf2@gmail.com"
1
"enabled": true,
"limitMBytes": 150,
"usedMBytes": 0

POST Response Body Sample

{ : A : { : "biohazard", [,
: "c:/temp" }, ¢ "%2Fusr%2Fdyelacic%2Fbiohazard%2F",

{ : "/Admin/v2/sites/f1le58e70-9261-4786-877b-
cf62abfdfedb/filesystem/folders/%252Fusr%252Fdyelacic%252Fbiohazard%252F"

P Ao s Ao s Ao

"inherited permissions" } }, : { : {
"/Admin/v2/sites/f1e58e70-926f-4786-877b-
cf62abfdfedb/filesystem/folders/%252Fusr%252Fdyelacic%252Fbiohazard%252F/

POST PowerShellSample



$%pdate
"data": {
"type": "folder",
"id": "%2Fmetallica2%2F",
"attributes": {
"name": "metallica2",

"target": "c:/util"”

} 1

$update $update convertFrom-Json

$update $update ConvertTo-Json -Depth 20
# update filesystem folders

write-output "filesystem folders™
write-output "----- "

$folderList Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteiD/filesystem/folders/%2fusr%2fFranklin%2f" -Method
'POST' -Headers $authHeader -Body $update
write-output $folderList convertTo-Json
foreach ($user in $folderList.data)

write-output ("User $(Suser.id): $(Suser.attributes.loginName)")

Method & URL
PATCH https://[server URL]:[port]/admin/v2/sites/{siteld}/filesystem/folders/{folderid}

PATCH Body Sample

#

# change the path to where this virtual folder points

#

Eisia

PATCH
https://{{host}}/admin/v2/sites/{{Siteid}}/filesystem/folders/%2Fusr%2Fte
st_user_sql%2Fmetallica%2F HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

"data": {
"attributes": {
"name": "metallica",
"subFolders": [],
"target": {
"type": "winFolder",
"winFolder": {

"path": "C:\\temp"
!

PATCH Response BodySample



HTTP/1.1 200 OK Date: Thu, 18 Aug 2022 13:31:59 GMT Content-Type:
application/vnd.api+json ETag: "BOA1B271" Content-Length: 590 Cache-
Control: no-cache, no-store, must-revalidate Expires: -1 X-Content-Type-
Options: nosniff X-XSS-Protection: 1; mode=block Content-Security-Policy:
default-src 'self' 'unsafe-inline' ‘'unsafe-eval' data:; Referrer-Policy:

no-referrer { A A : "metallica"”,

2 [1, 2 { : "winFolder", : {
"C:\\temp" } }, : null },
"%2Fusr%2Ftest_user_sql%2Fmetallica%2F", : {

PATCH PowerShellSample

z renaming the virtual folder name
gupdate
'{

"data": {

"attributes": {

"name": "metallica",

"subFolders": [],

"target": {
"type": "winFolder",
"winFolder": {

"path": "C:\\temp"

}

}s
"uploadQuota": null

}s
"id": "%2Fusr%2Ftest_user_sql%2Fmetallica%2F",

"type": "folder"
}

$update $update convertFrom-Json

$update $update ConvertTo-Json -Depth 20

# update filesystem folders

write-output "patch filesystem folders"

write-output "----- "

$folderList Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteiD/filesystem/folders/%2fusr%2fdyelacic%2fmetallica%2f
" -Method 'PATCH' -Headers $authHeader -Body $update

write-output $folderList | ConvertTo-Json

faroaarh (Siicer in $faldari ict data)

Method & URL
DELETE https://[server URL]:[port]/admin/v2/sites/{siteld}/filesystem/folders/{folderid}

DELETE Body Sample



H#Hit#

DELETE
https://{{host}}/admin/v2/sites/{{Siteid}}/filesystem/folders/%2Fusr%2FFr
anklin%2F HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

e

DELETE Response BodySample

HTTP/1.1 No Content Date: Thu, 10 Feb 2022 14:49:46 GMT Content-
Length: @ Cache-Control: no-cache, no-store, must-revalidate Expires: -1
X-Content-Type-Options: nosniff X-XSS-Protection: 1; mode=block Content-
Security-Policy: default-src 'self' ‘'unsafe-inline' 'unsafe-eval' data:;
Referrer-Policy: no-referrer

DELETE PowerShellSample

write-output "delete filesystem folders"

write-output "----- "

$folderList Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/filesystem/folders/%2Fusr%2Fdyelacic%2F" -Method
'"DELETE' -Headers $authHeader

write-output $folderList convertTo-Json

foreach ($user in $folderList.data)

write-output ("user $(Suser.id): $(Suser.attributes.loginName)")

Endpoint: /sites/{siteld}/filesystem/folders/{folderid}/folders
Creates physical or virtual sub-folder

e POST

Method & URL
POST https://[server URL]:[port]/admin/v2/sites/{siteld}/filesystem/folders/{folderid}/folders

POST Body Sample



#

# creating a physical sub folder below the users home folder
#

e

POST
https://{{host}}/admin/v2/sites/{{Siteid}}/filesystem/folders/%2Fusr%2Fdy
elacic%2F/folders HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

{
"data": {
"type": "folder",
"attributes": {
"name": "tuneroom",
"subFolder": "tuneroom"

HH#

POST Response Body Sample

{ : { : { : "tuneroom”, [,

: null }, . "%2Fusr%2Fdyelacic%2Ftuneroom%2F", : {

"/Admin/v2/sites/fle58e70-926f-4786-877b-
cf62abfdfedb/filesystem/folders/%252Fusr%252Fdyelacic%252Ftuneroom%252F"

P 2 A s Ao s Ao :

"inherited permissions" } }, : { : {
"/Admin/v2/sites/f1e58e70-926f-4786-877b-
cf62abfdfedb/filesystem/folders/%252Fusr%252Fdyelacic%252Ftuneroom%252F /p
ermissions" } } }, : "folder" } }

POST PowerShell Sample



#
# create physical sub folder below users home folder
$

%pdate
"data": {
"type": "folder",
"attributes": {
"name": "sunroom",
"subFolder": "sunroom"

$update $update | ConvertFrom-Json
$update $update ConvertTo-Json -Depth 20
# create filesystem folders
write-output "create sub folder"
write-output "----- "
$folderList Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/filesystem/folders/%2fusr%2fdyelacic%2f/folders" -
Method 'POST' -Headers $authHeader -Body S$update
write-output $folderList ConvertTo-Json
foreach ($user in $folderList.data)
{
write-output ("user $(Suser.id): $(Suser.attributes.loginName)")

Endpoint: /sites/{siteld}/filesystem/folders/{folderid}/permissions
Returns a list of permissions for a specific folder, adding existing permissions to a specific folder.

o GET
e POST

Method & URL
GET https://[server URL]:[port]/admin/v2/sites/{siteld}/filesystem/folders/{folderid}/permissions

GETBody Sample

# get folder permissions

#

Eisia

GET
https://{{host}}/admin/v2/sites/{{Siteid}}/filesystem/folders/%2Fusr%2Fdy
elacic%2F/permissions HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

fzisn

GET Response BodySample



{ [ A{ : { . true,

: true, : true,
true, : true, : true,
: true, : true,
: true, : true,
true }, A : "/Admin/v2/sites/f1e58e70-

9261-4786-877b-
cf62abfdfedb/filesystem/folders/%252Fusr%252Fdyelacic%252F/permissions/us

er-04dcfd20-fc73-41d0-a0d8-62d1706e6281" }, 2 {
{ t o : "@4dcfd20-fc73-41d0-a0d8- 62d1706e6281", . {
"dyelacic” }, : "user" }, : { .

"/Admin/v2/<ites/f1e5Re70-926F-4786-877h-cfR2ahfdfadh/users/04dcfd20-

GET PowerShell Sample

#

# get filesystem folders permissions

write-output "filesystem folders"

write-output "----- "

$folderList Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteiD/filesystem/folders/%2Fusr%2Fdyelacic%2f/permissions
" -Method 'GET' -Headers $authHeader

write-output $folderList | ConvertTo-Json

foreach ($user in $folderList.data)

write-output ("User $(Suser.id): $(Suser.attributes.loginName)")

Method & URL

POST https://[server URL]:[port]/admin/v2/sites/{siteld}/filesystem/folders/{folderid}/permissions

POST Body Sample




Hit#
#Add / Link folder to an existing user permissions group.

POST
https://{{host}}/admin/v2/sites/{{Siteid}}/filesystem/folders/%2Fusr%2Fte
st_user_sql%2Fspam%2F/permissions HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

"data":
{
"type": "folderPermissions",
"attributes": {
"canAppendFile": true,
"canCreateSubfolder": true,
"canDeleteFile": true,
"canDeleteSubfolder": true,
"canDownloadFile": true,
"canList": true,
"canRenameFileOrSubfolder": true,
"canSeeHiddenFileOrSubfolder": true,
"canSeeInParentList": true,
"canSeeReadOnlyFileOrSubfolder": true,
"canUploadFile": false
¥
"relationships™: {
"trustee": {
"data": {
"type": "userGroup",
"id": " b8448b77-01d8-47d5-8ee7-9f407c95e39f",
"meta": {
"name": "Guests"

POST Response Body Sample



HTTP/1.1 201 Created Date: Thu, 18 Aug 2022 19:32:43 GMT Location:
/admin/v2/sites/7c2d15e3-e151-4029-8aa2-
d4475296balc/filesystem/folders/%252Fusr%252Ftest_user_sql%252Fspam%252F/
permissions/group-b8448b77-01d8-47d5-8ee7-9f407c95e39f Content-Type:
application/vnd. api+json ETag: "C5020903" Content-Length: 774 Cache-
Control: no-cache, no-store, must-revalidate Expires: -1 X-Content-Type-
Options: nosniff X-XSS-Protection: 1; mode=block Content-Security-Policy:
default-src 'self' 'unsafe-inline' ‘'unsafe-eval' data:; Referrer-Policy:

no-referrer { : A A : true,
: true, : true,
true, : true, : true,
: true, : true,
: true, : true,
false }, : { ¢ "/admin/v2/sites/7c2d15e3-

el51-4029-8aa2-
d4475296balc/filesystem/folders/%252Fusr%252Ftest_user_sql%252Fspam%252F/
permissions/group-b8448b77-01d8-47d5-8ee7-9f407c95e39f" },

| : : : "userGroup", :
"b8448b77-01d8-47d5- 8ee7-9f407 c95e39f", : { : "Guests" } },
: A : "/admin/v2/sites/7c2d15e3-e151-4029-8aa2 -

POST PowerShell Sample



#
# Add an existing user permissions group to a folder
$update

'{
"data":
{
"type": "folderPermissions",
"attributes": {
"canAppendFile": true,
"canCreateSubfolder": true,
"canDeleteFile": true,
"canDeleteSubfolder": true,
"canDownloadFile": true,
"canList": true,
"canRenameFileOrSubfolder": true,
"canSeeHiddenFileOrSubfolder": true,
"canSeeInParentList": true,
"canSeeReadOnlyFileOrSubfolder": true,
"canUploadFile": false
¥
"relationships™: {
"trustee": {
"data": {
"type": "userGroup",
"id": "b8448b77-01d8-47d5-8ee7-9f407c95e39f",
"meta": {
"name": "Guests"

)

$update $update | ConvertFrom-Json
$update fupdate | ConvertTo-Json -Depth 30
# add sub folder permissions
write-output "add sub folder permissions"
write-output "----- "
$folderList Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/filesystem/folders/%2fusr%2fdyelacic%2ftuneroom%2f/
permissions” -Method 'POST' -Headers S$authHeader -Body S$update
write-output $folderList CconvertTo-Json
foreach ($user in $folderList.data)
{
write-output ("user $(Suser.id): $(Suser.attributes.loginName)")

Endpoint: /sites/{siteld}/filesystem/folders/{folderid}/permissions/{folderpermid}
Returns, updates, and deletes permissions on folder

o GET



e PATCH
e DELETE

Method & URL

GET https://[server
URL]:[port]/admin/v2/sites/{siteld}/filesystem/folders/{folderid}/permissions/{folderpermid}

GETBody Sample

# get the permissions for a specific folder

#

H#Hit#

GET
https://{{host}}/admin/v2/sites/{{Siteid}}/filesystem/folders/%2Fusr%2Fdy
elacic%2Fsunroom%2F/permissions/user-04dcfd20-fc73-41d0-a0d8-62d1706e6281
HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

e

GET Response BodySample

{ : A t A : p
) . ) : J
3 3
3 . B . )
M J : })
{ : "/Admin/v2/sites/fle58e70-926f-4786-877b-

cf62abfdf0db/Fllesystem/folders//252Fusr/252deelac1c/252Fsunroom/ZSZF/pe
rmissions/user-04dcfd20-fc73-41d0-a0d8-62d1706e6281" },
{ : A : A : "04dcfd20-fc73-41d0-20d8-62d1706e6281",

: { : "dyelacic" }, : "user" }, A
"/Admin/v2/sites/fle58e70-926f-4786-877b-cf62abfdfodb/users/04dcfd20-
fc73-41d0-a0dR-62d1706e6281" + } 1. : "folderPermissions" 1} 1}

GET PowerShell Sample



# get the folders permission

# get filesystem folders permissions

write-output "filesystem folders permissions™

write-output "-----

$folderList Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/filesystem/folders/%2Fusr%2Fdyelacic%2fsunroom%2f/p
ermissions/user-04dcfd20-fc73-41d0-a0d8-62d1706e6281" -Method 'GET' -Headers
$authHeader

write-output $folderList convertTo-Json

goreach ($user in $folderList.data)

write-output ("User $(Suser.id): $(Suser.attributes.loginName)")

Method & URL

PATCH https://[server
URL]:[port]/admin/v2/sites/{siteld}/filesystem/folders/{folderid}/permissions/{folderpermid}

PATCH Body Sample

# change / update folder permissions

HiH#

PATCH
https://{{host}}/admin/v2/sites/{{Siteid}}/filesystem/folders/%2Fusr%2Fdy
elacic%2Fsunroom%2F/permissions/user-04dcfd20-fc73-41d0-a0d8-62d1706e6281
HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

"data": {

"type": "folderPermissions",

"attributes": {
"canUploadFile": false,
"canDownloadFile": true,
"canDeleteFile": false,
"canRenameFileOrSubfolder": true,
"canAppendFile": true,
"canDeleteSubfolder": false,
"canCreateSubfolder": true,
"canSeeHiddenFileOrSubfolder": true,
"canSeeReadOnlyFileOrSubfolder": true,
"canSeeInParentList": true,
"canList": true

PATCH Response BodySample



{ : { : { : true,

true, : false, : false,
: true, : true,
true, : true, : true,
: true, : false },
{ : "/Admin/v2/sites/f1le58e70-9261-4786-877b-

cf62abfdf0db/fllesystem/Folders//ZSZFusP/252deelac1c/252Fsunroom/ZSZF/pe
rmissions/user-04dcfd20-fc73-41d0-a0d8-62d1706e6281" 1},

{ : A : A : "@4dcfd20-fc73-41d0-a0d8-62d1706e6281",
: A : "dyelacic" }, : "user" }, A

"/Admin/v2/sites/f1e58e70-926f-4786-877b-cf62abfdf@db/users/04dcfd20-

fc73-41d0-a0d8-62d1706e6281" } } }, : "folderPermissions" } }

PATCH PowerShellSample

# change folder permissions
§update

"data":

"type": "folderPermissions"

"attributes":
"canUploadFile": false,
"canbownloadFile": true,
"canDeleteFile": false,
"canRenameFileorsubfolder": true,
"canAppendFile": true,
"canDeleteSubfolder": false,
"canCreateSubfolder": true,
"canSeeHiddenFileorsubfolder": true,
"canSeeReadonlyFileorsubfolder": true,
"canSeeInParentList": true,
"canList": true

$update $update | ConvertFrom-Json

$update $update | ConvertTo-Json -Depth 30

# change fo1der permissions

write-output ' change folder permissions"

write-output "-----

$folderList Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteID/filesystem/folders/%2fusr%2fdyelacic%2ftuneroom%2f/
permissions/user-04dcfd20-fc73-41d0-a0d8-62d1706e6281" -Method 'PATCH' -
Headers $authHeader -Body $update

write-output $folderList CconvertTo-Json

foreach ($user in $folderList.data)

write-output ("User $(Suser.id): $(Suser.attributes.loginName)")

Method & URL

DELETE https://[server
URL]:[port]/admin/v2/sites/{siteld}/filesystem/folders/{folderid}/permissions/{folderpermid}

DELETE Body Sample



# delete folder permissions

HH#

DELETE
https://{{host}}/admin/v2/sites/{{Siteid}}/filesystem/folders/%2Fusr%2Fdy
elacic%2Fsunroom%2F/permissions/user-04dcfd20-fc73-41d0-a0d8-62d1706e6281
HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

HiH#

DELETE Response BodySample

HTTP/1.1 No Content Date: Fri, 11 Feb 2022 22:06:08 GMT Content-
Length: @ Cache-Control: no-cache, no-store, must-revalidate Expires: -1
X-Content-Type-Options: nosniff X-XSS-Protection: 1; mode=block Content-
Security-Policy: default-src 'self' 'unsafe-inline' 'unsafe-eval' data:;
Referrer-Policy: no-referrer

DELETE PowerShellSample

#
# delete folder permissions

write-Output "delete folders permissions”

write-output "----- "

$folderList Invoke-RestMethod -Uri
"$baseURL/v2/sites/$siteiD/filesystem/folders/%2Fusr%2Fdyelacic%2ftuneroom%2f/
permissions/user-04dcfd20-fc73-41d0-a0d8-62d1706e6281" -Method 'DELETE' -
Headers $authHeader

write-output $folderList convertTo-Json

foreach ($user in $folderList.data)

{

write-output ("User $(Suser.id): $(Suser.attributes.loginName)")

Event Rules REST API

Endpoint://sites/{siteid/event-rules
Get or create site event rules

o GET
e POST

Method & URL
GET https://[server URL]:[port]/admin/v2/sites/{siteld}/event-rules

GETBody Sample



### GET SITE EVENT RULES ###

GET https://{{host}}/admin/v2/sites/{{Siteid}}/event-rules HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

e

GET Response BodySample

{"data":[{"type" :"eventRule","id": "8d1lec4f-3c6c-4ab9-8045-
fb5c94b38cad", "attributes":{"info" :{"Description":"Backup and
Cleanup","Enabled":true,"Folder":"00000000-0000-0000- 0000 -
000000000000" , "Name" : "Backup and Cleanup","Next":"a220530d-c190-4fa8-
aeda-
52240f6fee94","Remote" :false, " Type":"Timer","apiVersion": "v2", "eventRuleV
ersion":"416"},"statements":{"StatementsList":[{"ActionStatement”:{"Actio
n":{"CleanupAction": {"DaysToKeepFiles":30,"FileMask":"*.bak","Folder":"C:
\\ProgramData\\Globalscape\\EFT

Server\\Backup", "Include" :true, "Recursive":false,"TimestampType":"Both"}}
,"IfFailedActions":[]},"ConditionStatement"” :{"Conditions":[],"ElseAttache
dStatements":[], "IfAttachedStatements":[],"Operator":"Or"}, "LoopDatasetSt

atement":{"Params":{"DatasetName":"","EndLoopRow":0, "OrderingColumn":"",

GET PowerShell Sample

### Returns event rule settings ###

### User must obtain the SiteID from Get Sites

write-output "ER"

write-output "----"

#$siteID = Enter SiteID here

$ERL1 st Invoke-RestMethod -Uri "$bhaseURL/v2/sites/$siteID/event-rules" -
Method 'GET' -Headers $authHeader

write-output $ERList convertTo-Json

Method & URL
POST https://[server URL]:[port]/admin/v2/sites/{siteld}/event-rules

POST Body Sample



### CREATE EVENT RULES ###
POST https://{{host}}/admin/v2/sites/{{Siteid}}/event-rules HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

"data": {
"type": "eventRule",
"id": "a220530d-c190-4fa8-aed4a-52240f6fee94",
"attributes": {
"info": {
"Description”: "Execute a specified action one time or repeat

POST Response Body Sample

{"data":{"data": [{"type": "eventRule","id":"c2320fbb-e7cc-4fde-8b41l-
ffa655e71e50","attributes”:{"info" : {"Description":"Execute a specified
action one time or repeat at a specified

interval.", "Enabled" :true, "Folder" : "00000000-0000-0000-0000-

00000000V " , "Name" : "SendToDrobinson", "Next" :"00000000-0000-0000-0000-
0000000000 " , "Remote":false, " Type":"Timer","apiVersion": "v2", "eventRuleV
ersion":"416"},"statements":{"StatementsList":[{"ActionStatement":{"Actio
n":null,"IfFailedActions":[]}, "ConditionStatement”:{"Conditions":[{"Conte
xtVariable" :"","Negate":false, "Operator":"Equals","PropertyID" :1000,"Valu
e":{"Flag":false,"Value":"Yes"}}], "ElseAttachedStatements":[], "IfAttached
Statements" :[{"ActionStatement":{"Action":{"UploadAction" :{"ConnectionPro
fileGUID": " 00000000 - 0000 - 0000 - 0000 -

000000000000","LocalPath" :"C:\\Users\\Administrator\\Desktop\\EFT.exe", "R
emotePath":"/%SOURCE .FILE_NAME%","RemoveSource":false,"TransferSettings":

{"Connection":{"CertificateSettings":{"CertId":"00000000-0000-0000-0000 -

POST PowerShellSample

### CREATE EVENT RULES ###
##POST SITE EVENT RULE settings
write-output "Site Event POST"
write-output "----- "

$update

A}

"data": {
"type": "eventRule",
"attributes": {
"info": {
"Description": "Execute a specified action one time or repeat at a
specified interval.",

"Enabled": true,
"Folder": "00000000-0000-0000-0000-000000000000",
"Name": "SecondSendToDrobinson",
"Next": "00000000-0000-0000-0000-000000000000",
:Remoge”i fa1s§,




Endpoint: /sites/{siteid}/event-rules/{ruleid}
Get, create, modify, or delete a specific site event rule

e GET
e POST
e PATCH
e DELETE

Method & URL

GET https://[server URL]:[port]/admin/v2/sites/{siteld}/event-rules/{ruleid}

GET Body Sample

### GET SPECIFIC EVENT RULE ###

@eventRuleID = {{eventRulelList.response.body.$.data[@].id}}
GET https://{{host}}/admin/v2/sites/{{Siteid}}/event-
rules/{{eventRuleID}} HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample

{"data":{"type": "eventRule","id":"8dllec4f-3c6c-4ab9-8045 -
fb5c94b38ca®","attributes":{"info" : {"Description":"Backup and
Cleanup","Enabled":true,"Folder":"00000000-0000- 0000 - 0000 -
000000000000" , "Name" : "Backup and Cleanup","Next":"c2320fbb-e7cc-4fde-
8b41-
ffab655e71e50","Remote" :false, " Type":"Timer","apiVersion": "v2", "eventRuleV
ersion":"416"},"statements":{"StatementsList":[{"ActionStatement":{"Actio
n":{"CleanupAction":{"DaysToKeepFiles":30,"FileMask":"*.bak","Folder":"C:
\\ProgramData\\Globalscape\\EFT

Server\\Backup", "Include" :true, "Recursive":false,"TimestampType":"Both"}}
, 'IfFailedActions":[]},"ConditionStatement"” :{"Conditions":[],"ElseAttache
dStatements":[], "IfAttachedStatements":[],"Operator":"Or"}, "LoopDatasetSt

atement":{"Params":{"DatasetName":"","EndLoopRow":0, " OrderingColumn":"",

GET PowerShell Sample



### Returns event rule settings ###

### User must obtain the SiteID from Get Sites

write-Output "ER"

write-output "----"

#$siteID = Enter SiteID here

$ERL1 st Invoke-RestMethod -Uri "$bhaseURL/v2/sites/$siteID/event-rules" -
Method 'GET' -Headers $authHeader

write-output $ERLisStT convertTo-Json

$ERID $ERList.datal0] .1id

$ERSList Invoke-RestMethod -Uri "$bhaseURL/v2/sites/$siteID/event-
rules/$ERID" -Method 'GET' -Headers S$authHeader
write-output $ERsList | ConvertTo-Json

Method & URL

POST https://[server URL]:[port]/admin/v2/sites/{siteld}/event-rules/{ruleid}
POST Body Sample

Hi#
POST https://{{host}}/admin/v2/sites/{{Siteid}}/event-rules/2d083578-61de-426f-b357-
96b24d1d45ae HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}
{

"parameters":{
"operation": "run",
"parameters": {

"variables": [
{

"name": "OnScheduler (Timer) Event Rule",

"value": "true"

POST Response Body Sample



{ : { : "success", N

"EVENT .DATESTAMP ", 1 "20220211" }, { :

"EVENT .DATE_TIME IS08601", : "2022-02-11T722:33:342" }, {

"EVENT .EVENTNAME ", : "On Scheduler (Timer) Event Rule" }, {
"EVENT.NAME", : "Scheduler (Timer) Event" }, {

"EVENT .REASON", : "Action completed successfully"” }, {

"EVENT .TIME", : "11 Feb 22 22:33:34" }, { :

"EVENT . TIMESTAMP ", 1 "223334" }, {

"EVENT . TIMESTAMP_PRECISE", : "223334784" }, {

"EVENT . TRANSACTION _ID", : "AS555F2DC-8B8A-1lec-A822-0022482F4EB1"

}, { : "On Scheduler (Timer) Event Rule", : "true" }, {
"SERVER.INSTALL DIRECTORY", : "C:\\Program Files

(x86)\\Globalscape\\EFT Server" }, { : "SERVER.LOG_LOCATION",
"C:\\ProgramData\\Globalscape\\EFT Server\\Logs\\" }, {

"SERVER.LOG_TYPE", : "W3C Extended Log File Format" }, {

"SERVER.NODE_NAME", : "DTY2016WinServe" }, {

"SERVER.STATUS", : "Yes" }, A :

POST PowerShell Sample

# RPC to execute an event rule
$update
"{

"parameters": {
"operation": "run",
"parameters": {

"variables": [

"name": "on Scheduler (Timer) Event Rule",
"value": "true"

$update $update convertFrom-Json
$update fupdate | ConvertTo-Json -Depth 30
# run an event rule
write-output "rpc to run an event rule"
write-output "----- "
$folderList Invoke-RestMethod -Uri "$haseURL/v2/sites/$siteID//event-
rules/2d083578-61de-426f-b357-96b24d1d45ae"” -Method 'POST' -Headers
$authHeader -Body $update
write-output $folderList convertTo-Json
foreach ($user in $folderList.data)
{
write-output ("User $(Suser.id): $(Suser.attributes.loginName)")

Method & URL

PATCH https://[server URL]:[port]/admin/v2/sites/{siteld}/event-rules/{ruleid}

PATCH Body Sample


https://13.82.235.119/manageaccount

HH#

PATCH https://{{host}}/admin/v2/sites/{{Siteid}}/event-
rules/{{eventRuleID}} HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

{
"data": {
"type": "eventRule",
"attributes": {
"info": {
"Description": "Execute a specified action one time or repeat
at a specified interval.",
"Name" : "Backups Revisited"
}
}
}
}

PATCH Response BodySample

{"data":{"type": "eventRule","id":"8dllec4f-3c6c-4ab9-8045 -

fb5c94b38cad", "attributes":{"info" :{"Description":"Execute a specified
action one time or repeat at a specified

interval.", "Enabled" :true, "Folder" : "00000000-0000-0000-0000-
000000000V " , "Name" : "Backups Revisited","Next":"c2320fbb-e7cc-4fde-8b41-
ffab655e71e50","Remote” :false, " Type":"Timer","apiVersion": "v2", "eventRuleV
ersion":"416"},"statements":{"StatementsList":[{"ActionStatement”:{"Actio
n":{"CleanupAction":{"DaysToKeepFiles":30,"FileMask": "*.bak","Folder":"C:
\\ProgramData\\Globalscape\\EFT

Server\\Backup", "Include" :true, "Recursive":false,"TimestampType":"Both"}}
,"IfFailedActions":[]},"ConditionStatement"” :{"Conditions":[],"ElseAttache
dStatements":[], "IfAttachedStatements":[],"Operator":"Or"}, "LoopDatasetSt
atement":{"Params":{"DatasetName":"","EndLoopRow":0,"OrderingColumn":"" k"
SortOrder":"Original","StartLoopRow":0, "UseEndLoopRow":false, "UseStartLoo
pRow": false},"Statements":[]}, "Type":"Action"},{"ActionStatement":{"Actio
n":{"CleanupAction":{"DaysToKeepFiles":30,"FileMask":"*.*" "Folder" :"C:\\
ProgramData\\Globalscape\\EFT
Server\\Logs","Include":true,"Recursive"”:false, " TimestampType" :"Both"}},"
IfFailedActions":[]},"ConditionStatement":{"Conditions":[],"ElseAttachedS
t+atementc" - T1 "TfAt+t+tachaed<tatementc"-T1T "Onerator"-"Nr"l "I nnnDatacetStat

PATCH PowerShellSample



##Patch SITE EVENT RULE settings
write-output "Site Event Rule PATCH"

write-Ooutput "-----

$update
"data": {
"type": "eventRule",
"attributes": {
"info": {
"Description": "Execute a specified action one time or repeat at a
specified interval.",
"Name": "Backups Revisited"
}
}

$update $update convertFrom-Json

$update fupdate | ConvertTo-Json -Depth 10

$patchreturn Invoke-RestMethod -Uri "$haseURL/v2/sites/$siteID/event-
rules/$ERID" -Method 'PATCH' -Headers $authHeader -Body $update
write-output $patchReturn ConvertTo-Json

Method & URL
DELETE https://[server URL]:[port]/admin/v2/sites/{siteld}/event-rules/{ruleid}

DELETE Body Sample

### GET SPECIFIC EVENT RULE ###

@eventRuleID = {{eventRulelist.response.body.$.data[0].id}}
DELETE https://{{host}}/admin/v2/sites/{{Siteid}}/event-
rules/{{eventRuleID}} HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

DELETE Response BodySample

HTTP/1.1204 No Content

Date: Tue, 09 Aug 2022 12:24:53 GMT

Content-Length: 0

Cache-Control: no-cache, no-store, must-revalidate

Expires:-1

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block
Content-Security-Policy: default-src 'self' 'unsafe-inline' 'unsafe-eval' data:;
Referrer-Policy: no-referrer

DELETE PowerShellSample

$ERID $ERList.datall] .id

$ERSList Invoke-RestMethod -Uri "$haseURL/v2/sites/$siteID/event-
rules/$ERID" -Method 'DELETE' -Headers $authHeader
write-output $ERsList convertTo-Json




Endpoint:/sites/{siteid}/event-rule-folders
Get or create site event-rule-folders

e GET
e POST

Method & URL
GET https://[server URL]:[port]/admin/v2/sites/{siteld}/event-rule-folders

GETBody Sample

### GET EVENT RULE FOLDER LIST ###

GET https://{{host}}/admin/v2/sites/{{Siteid}}/event-rule-folders

HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

GET Response BodySample

{"data":[{"attributes":{"name" :"<root>"},"id":"00000000-0000-0000-0000-
00000000000 ", "1ink" : {"self":" /admin/v2/sites/6203305a-d7c6-499e-a59b-
81500765f8f2/event-rule-folders/00000000-0000-0000-0000-

000000000000"}, "type":"eventRuleFolder"}],"links":{"self" :"/admin/v2/site
$/6203305a-d7c6-499e-a59b-81500765f8f2/event-rule-folders"}}

GET PowerShell Sample

### Returns all site settings for the specified Site ID ###

### User must obtain the SiteID from Get Sites

write-Output "ER Folders"

write-output "----"

#$siteID = Enter SiteID here

$sitelList Invoke-RestMethod -Uri "$haseURL/v2/sites/$siteID/event-rule-
folders" -Method 'GET' -Headers S$authHeader

write-output $siteList convertTo-Json

Method & URL
POST https://[server URL]:[port]/admin/v2/sites/{siteld}/event-rule-folders

POST Body Sample



H#Hit#
POST https://{{host}}/admin/v2/sites/{{Siteid}}/event-rule-folders
HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}
{
"data":
{
"attributes": {
"name": "Folder of user events"
¥
"type": "eventRuleFolder"
}
}
H#Hit#

POST Response Body Sample

{"data":{"attributes":{"isRemote": false, "name":"Folder of user
events"},"id":"38d270a9-6b40-4732-9942-

5bdac9731d93","type" :"eventRuleFolder"},"links": {"self":" /admin/v2/sites/
6203305a-d7c6-499e-a59b-81500765f8f2/event-rule-folders/38d270a9-6b40-
4732-9942-5bdac9731d93"}}

POST PowerShell Sample

##Patch SITE EVENT RULE FOLDER settings
write-output "Site Folder PATCH"
write-output "----- "

%update

"data": {
"attributes": {
"isRemote": false,
"name": "Folder of newer events"

"type": "eventRuleFolder"

$update $update | ConvertFrom-Json
$update $update | ConvertTo-Json -Depth 10 )
$patchReturn Invoke-RestMethod -Uri "$haseURL/v2/sites/$siteID/event-rule-

folders/$folderiD" -Method 'PATCH' -Headers $authHeader -Body $update
write-Outnut $natchReturn ConvertTo-1so0n

Endpoint:/sites/{siteid}/event-rule-folders/{folderid}
Get, update, or delete a specific site event rule folder data

e GET
e PATCH



e DELETE

Method & URL

GET https://[server URL]:[port]/admin/v2/sites/{siteld}/event-rule-folders/{folderid}
GETBody Sample

e

@folderID = {{foldersList.response.body.$.data[0].id}}
GET https://{{host}}/admin/v2/sites/{{Siteid}}/event-rule-
folders/{{folderID}} HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

EisiE

GET Response BodySample

HTTP/1.1 OK Date: Tue, 09 Aug 2022 17:23:43 GMT Content-Type:
application/vnd.api+json ETag: "98(C84003" Content-Length: 255 Cache-
Control: no-cache, no-store, must-revalidate Expires: -1 X-Content-Type-
Options: nosniff X-XSS-Protection: 1; mode=block Content-Security-Policy:
default-src 'self' 'unsafe-inline' ‘'unsafe-eval' data:; Referrer-Policy:

no-referrer { A A : , :
"<root>" }, : "00000000-0000-0000-0000-000000000000", :
"eventRuleFolder" }, : { : "/admin/v2/sites/6203305a-d7c6-

GET PowerShell Sample

write-output "ER Folders"

write-output "----"

#$siteID = Enter SiteID here

$folderList Invoke-RestMethod -Uri "$haseURL/v2/sites/$siteID/event-rule-
folders" -Method 'GET' -Headers S$authHeader

write-output $folderList convertTo-Json

$folderiD $folderList.datall].id
$foldersList Invoke-RestMethod -Uri "$haseURL/v2/sites/$siteID/event-rule-

folders/$folderip" -Method 'GET' -Headers $authHeader
write-output $foldersList convertTo-Json

Method & URL

PATCH https://[server URL]:[port]/admin/v2/sites/{siteld}/event-rule-folders/{folderid}
PATCH Body Sample



PATCH https://{{host}}/admin/v2/sites/{{Siteid}}/event-rule-
folders/{{folderID}} HTTP/1.1
Authorization: EFTAdminAuthToken {{AuthToken}}

"data": {
"attributes": {
"isRemote": false,
"name": "Folder of new events"”

}s
"type": "eventRuleFolder"

}

HH#t

PATCH Response BodySample

HTTP/1.1 OK Date: Tue, 09 Aug 2022 18:07:40 GMT Content-Type:
application/vnd. api+json ETag: "1268DCC6" Content-Length: 269 Cache-
Control: no-cache, no-store, must-revalidate Expires: -1 X-Content-Type-
Options: nosniff X-XSS-Protection: 1; mode=block Content-Security-Policy:
default-src 'self' 'unsafe-inline' 'unsafe-eval' data:; Referrer-Policy:
no-referrer { : { : { : ) :
"Folder of new events" }, : "38d270a9-6b40-4732-9942-5bdac9731d93",

: "eventRuleFolder" 1}, A

PATCH PowerShellSample

##Patch SITE EVENT RULE FOLDER settings
write-output "Site Folder PATCH"
write-output "----- "

%update

"data": {
"attributes": {
"isRemote": false,
"name": "Folder of newer events"

"type": "eventRuleFolder"

$update $update | ConvertFrom-Json

$update fupdate | ConvertTo-Json -Depth 10

$patchReturn Invoke-RestMethod -Uri "$haseURL/v2/sites/$siteID/event-rule-
folders/$folderiD" -Method 'PATCH' -Headers $authHeader -Body $update
write-output $patchReturn ConvertTo-Json

Method & URL



DELETE https://[server URL]:[port]/admin/v2/sites/{siteld}/event-rule-folders/{folderid}

DELETE Body Sample

HH#

@folderID = {{foldersList.response.body.$.data[0].id}}

DELETE https://{{host}}/admin/v2/sites/{{Siteid}}/event-rule-
folders/{{folderID}} HTTP/1.1

Authorization: EFTAdminAuthToken {{AuthToken}}

Eisia

DELETE Response BodySample

HTTP/1.1 No Content Date: Tue, 09 Aug 2022 18:12:00 GMT Content-

Length: @ Cache-Control: no-cache, no-store, must-revalidate Expires: -1
X-Content-Type-Options: nosniff X-XSS-Protection: 1; mode=block Content-
Security-Policy: default-src 'self' 'unsafe-inline' 'unsafe-eval' data:;

DELETE PowerShellSample

$folderiD $folderList.datall].1id

$folderList Invoke-RestMethod -Uri "$bhaseURL/v2/sites/$siteID/event-rule-
folders/$folderip" -Method 'DELETE' -Headers S$authHeader
write-output $folderList convertTo-Json
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