Amazon EC2 Instance Deployment Guide for Standalone EFT Enterprise POC

This document provides the steps necessary to create an EC2 — Virtual Servers in the Cloud instance. (Note that Amazon
charges a fee for this service, and the fee increases with the amount of bandwidth you need.)

Please read ALL of the steps before you begin.

(At the time of this writing, the screen shots provided were accurate. When you go through this process, the screens
may be different.)

Virtual Server Creation

1. The initial step is to create an Amazon AWS account. In order to do this you will need to visit the main AWS site
http://aws.amazon.com and follow the online instructions

2. Choose EC2 — Virtual Servers in the Cloud
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3. Onthe EC2 Dashboard, select “Launch Instance”
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4. This will start an instance of a wizard-like process walking you several configuration options. The first option is the

selection of the base AMI (Amazon Machine Image). For the EFT Enterprise Standalone Server the most
economic selection is Microsoft Windows Server 2012 Base.

1.Choose AMI
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5. For the EFT Enterprise Standalone Server the most economic selection is Microsoft Windows Server 2012 Base.



1. Chooso AMI

Step 1: Choose an Amazon Machine Image (AMI)
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6. The next step is to define the instance type. This will allow you to pre-select a template, which defines the CPU,
memory and other parameters. The most economic choice is t2.medium. If your POC requires more bandwidth,
memory or cores you may choose an alternate instance type but this will increase your monthly costs.

2. Choose Instance Typa

Step 2: Choose an Instance Type
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7. The next step is to define a Tag for your server if needed/wanted.

Feedback



B AWS v Services v

Tag Inttanc
Step 5: Tag Instance
Atag consisis of a case-sensitive key-value pair For example. you could define a 1ag with key = Name and value = Webserver Learn more about tagging your Amazon £C2 resources

K8y (127 charackers maxmum Valus

Name o

Create Tag

Cancel  Previous WHEFELLIETLILGE Next: Configure Secunty Group
Terms of Use Feedback

8. This step is VERY IMPORTANT. The security group plays an important role in allowing external connections to EFT.
You DO NOT have to set this up during the wizard process. You can come back to it as needed. Each listening port on
the server will need a firewall rule defined, which will allow interaction. The rules that you define will depend on the
manner in which EFT Sites are configured. The following screen shot is an example of a set of rules defined. These
will need to be changed to taste.
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9. Review your configuration
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10. This step is VERY IMPORTANT. You will need to create a public and private key in order to remotely log onto the
created Virtual Machine. If you DO NOT set this up, you will not be able to RDP into your created instance.

Select an existing key pair or create a new key pair x

A key pair consisis of a public key that AWS stores, and a private key file that you siore Togethes,
Ihey allow you to connect [0 your instance securely. For Windows AMIs, the privale key file &s requited
10 obiAIN e passwerd used 1o 100 L0 your Mstance. For Lnux AMIS. the pivate key Te alows you to
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11. Once you have created your private/public key pair, the Amazon AWS logic will use this to create the login
Administrator user. After waiting about 5 minutes, your new AWS instance will be available.



2 Dashboard g = -

oy ” e andon )

Tags Q) Fifter by tags sod atinbules o search by koyword 8 K < 1w2etz 3 3

Repans

Limits. Harky « InstacelD) - Instance Typs - Availahility Zone - lostance State - Status Chacks - Alarm Statie  Public DNS - PublicIP = Kay Nam,
= INSTANCES AWSEFTTeat? EITETL 12 rvodiam unvast-2a @ rnning © 22 chacks Nevier W 02541925135 54145 225 135 awsEFTTH
| instances B EFT Test Server 2 [E 12 medium us-west-2e @ running & Hlchecks.  Nane % ec2ALAT-EB-lus-we. 54187880 aasEFTT.

Spol Requests

Raserved Instances
= IMAGES

Als

Bundle Tasks
= ELASTIC BLOCK STORE

Volumes

Snapshois 0
o NETWOHK B SECURITY Instance: | 1-961ebSSM (EFT Test Server2)  Public ONS: ec2-54-187-88-1.us-west-2.compute aMazonaws.com LB _N=

Security Groups _

Elastic 1Ps Description Stalus Chicks Monfonng Tags

Placament Groups Instance 1D F55feba5f Public DN5  ec2-54-107-08-1. us-west-2 compuie amazonaws com

Load Batancers Instance state  running PublicIP 5418768 1

Key Pars Instance type 17 modsm Flastic [P

Mebaodk Inkeriaces Private DNS  p-172-31-0-191 us-west-2 compute imtermal Avsilability cone  us-westdc

Private IPs  172.310.151 Security groups  EFT Seever Sscunity Group. view rules

MOS0 NG Socondary privats IPs Schaduled avents N schedulid avints

Lrneh Confiurefions VPCID  vpe-alactich AMIID  Windows Sorver-2012-RTM Englith it A

Afto Scakng Groups 2015.03.11 {ami-ob5M4ast)

Subnet D subnet {9b35a0 Platform  windows
Network interfaces  ethl) 1AM rola -
Sourceidest. check  True Key pair name  awsEFTTest .
T I008 - 3018, Amagen Web Seryes, Ine, or de alliliates. & nghts reserved.  Privasy Policy  Terms of Use Feedback

Launch and Connect to your Virtual Machine

1. Once you have created the instance, you will want to remotely connect to it. You will need to select the target
instance. Once selected, you can connect by pressing the “Connect” button.

[of To Your |

You can connect to your Windows inslance using a remole deskiop clhient of your choice, and by

downioading and running the ROP shortcut e below:

Downioad Remote Deskiop File
‘Whan prompted, connect 10 your instance using the fallowing details:

Publie IP 54 187881
Username  agminisirator

FPassword Get Password

If you've joined your nstance 10 a direciony. you can use your directory credentials 1o connect 1o your
instance
It you need any assistance CoONNECting Lo your Nstance, please 56¢ Our connection documentation

2. You will need to “Get Password” before you execute Remote Desktop. To do this, you will need to press the “Get
Password” button which will ask you to locate the .pem file that was created in the previous private/public key

creation process.

& 54.149.245135.rdp 3/24/201510:34 AM  Remote Desktop ... 1KB

|| awsEFTTestpem 3/24/201510:31 AM  PEM File 2K

& EFTTestl (1).rdp 3/24/201510:24 AM  Remnote Desktop ... 1KB

B FFTTest] rdn 32472015 B:28 AM Remnte Neckton .. 1KR i

3. After this is done, you will see an ASCII representation of your private key.



Connect To Your Instance > Get Password
The Tataing Key Pair was associated win e mstance when i was created
Key Name  awsEFTTest pem
In rder 1o relieve your password you will need lo specily the path of this Key Pak on your local machine:
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4. The ASCll representation of the private key can be decrypted. This will expose the username and password
necessary for a remote desktop connection. Pressing the “Download Remote Desktop File” will download an .RDP
file, which can be used by Remote Desktop Connection software on most windows environments.

Connect To Your Instance

Youl can connect 10 your Windows inStance using a remaote deskiop Clent of your choice, and by
dewnlzading and running the RDP shoncut Nle below,

Download Remote Desktop File
Wimen prompled, Connect 1o your instance using the following detalls:

Public IP 54 187 85 1
Username  agministrator
Password | Fucanissy
I you've joined your Instance to a gitectory. you can wse your directony cregentials to connect 1o your

Inglance.
1T you need any assslance connecling 10 your INstance, piease see oul connection documentation

Installing EFT and other Components on your Virtual Machine

Once your virtual environment is up and running, you can copy the EFT Enterprise installer and install the product
normally. It is recommended that you use the eftserver-ent.exe or eftserver.exe that provides the bundled SQL Server
2008 Express database. Do not install the version that DOES NOT provide the database. The economic impact of
installing the full SQL Server Enterprise database may make using a cloud-based POC prohibitive. If you wish, you can
also install the SQL Server 2008 Express Management Console, which you can download from the Microsoft website.

(http://www.microsoft.com/en-us/download/details.aspx?id=7593)
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