KB#11348

QUESTION
How can | chain a certificate in PFX format?
ANSWER

The certificate chain is essentially a certificate path from signed cert to intermediate to CA root cert to
indicate that the certificate is trusted.

http://msdn.microsoft.com/en-us/library/windows/desktop/aa376515(v=vs.85).aspx
http://en.wikipedia.org/wiki/Certification path validation algorithm

In some environments, Java and other application may have difficulty in validating the certificate
chaining path if only the signed cert is provided

Chaining a certificate makes it easier for Java and other application in some environments to validate
the certificate validity path. A chained cert basically has all of the certs in the certificate path chain in
one file.

To chain a certificate, it is necessary to break apart the signed certificate , intermediate certificate (s),
and root certificate into individual files and put them physically into one certificate file.

.pfx formatted certificates are encoded in such a way that make this difficult to do easily (if at all).
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To chain a cert in .pfx format, it will first be necessary to convert the certificate to .pem format.


https://kb.globalscape.com/KnowledgebaseArticle11348.aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376515(v=vs.85).aspx
http://en.wikipedia.org/wiki/Certification_path_validation_algorithm
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The absolute easiest way to do this is to use SSLShopper’s online SSL Converter

( https://www.sslshopper.com/ssl-converter.html )

SSLShopper’s online SSL Converter is an online version of OpenSSL’s command line conversion utility
(http://slproweb.com/products/Win320penSSL.html )

It is preferable to use SSLShopper as it is much faster and eliminates potential human error in mistyping
the conversion commands. SSLShopper’s SSL Converter uses HTTPS encryption when performing the
conversion process.

To use it, simply specify the .pfx certificate. Select Standard PEM for the Type To Convert To. Enter the
PFX password.

€« - C | B https//www.sslshopper.com/ss|-converter.html

I T
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SSL Converter

Use this SSL Converter to convert SSL certificates to and from different formats such as
pem, der, p7b, and pfx. Different platforms and devices require SSL certificates to be
converted to different formats. For example, a Windows server exports and imports .pfx files
while an Apache server uses individual PEM (.crt, .cer) files. To use the SSL Converter, just
select your certificate file and its current type (it will try to detect the type from the file
extension) and then select what type you want to convert the certificate to and click
Convert Certificate. For more information about the different SSL certificate types and how
you can convert certificates on your computer using OpenSSL, see below.

Certificate File to Convert: I Choose File | TestCert.pfx I

Type of Current Certificate: F‘F)(I’F‘KCS#Q v || Detected type from file

extension

Type To Convert To: | Standard FEM |

PFX Password: | | |

Convert Certificate

If the passphrase is correct, the converted .pem file should be downloaded successfully.


https://www.sslshopper.com/ssl-converter.html
http://slproweb.com/products/Win32OpenSSL.html
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SSL Converter

I Use this SSL Converter to convert SSL certificates to and from different formats such as
pem, der, p7b, and pfx. Different platforms and devices require SSL certificates to be
converted to different formats. For example, a Windows server exports and imports .pfx files
while an Apache server uses individual PEM (.crt, .cer) files. To use the SSL Converter, just
select your certificate file and its current type (it will try to detect the type from the file
extension) and then select what type you want to convert the certificate to and click
Convert Certificate. For more information about the different SSL certificate types and how
you can convert certificates on your computer using OpenSSL, see below.

Certificate File to Convert: | Choose File | TestCert pfx
Type of Current Certificate: PFX/PKCS#12 v | Detected type from file

extension

Type To Convert To:
PFX Password:

https://www.sslshopper.com/ssl-converter.html# Convert Certificate -

When you open the .pem file in notepad, you should see the certificate inside. If the private key is
bundled inside the .pfx, you will also see the private key.
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Bag Attributes Microsoft Local Key set: <No Values> localkeyID: 01 00 00 00 -
friendlyName: 75a740ce-bB8a0-46ea-900t-e5204bb9bfc8 Microsoft CSP Name: Microsoft RSA
sChanne] Crvptographic ProviderkKey attributes X509v3 Kev Usage; 10 F———-EEGIN PRIVATE
KEY-———- MIIEVQIBADANEgkghk1GOwOBAQEFAASCEKgWQSKAGEAADIBAQCIOFTQ [40NpYsNT

vygzgIKaBszdtNthwauR1u9F4Gor/DIgsqcuquTb%gwaSaGSk+Ev?JJTGczﬁsjsqfuquu
+/%xINV5gZF501Z7 BOFfx5I524A0x067VP7VSGVX7h3TplvbNMP3iC
OppvZsqvFcodyknfPmjrRK2 1 cycwshyMak /CTTBUSNPFKC7 3v59a,/KUBhwBEZDF NV
OYZrwxG2csTe35SMCX0sQVSR5UgPg4PXGs THEKEAR+C auDMwwohhj4ulglnMTd, /1 BudwiM 3B
+0ePRsrIqvZ0Ot2zbPLQBOAMd /X9eadMpuFFrDdsI540ZLQ8dRGWSS
TFvaCpe7 AQMBAAECQQEAW T SpjF7h38hosTv4Kaleus224uIFIQUyH
+Adf IHLYuGyHkxv1gN3Xp7usvg2bh3uyoILmxEYO,/LTS5prC
KUUC4pk9pﬁlkNIaqu4YCZb54F1?atVBchDdng?thvDeTCrFSUQMNRanthjWHEL
+/3ESHr8UmPpuXeIzurxHgoy4 b TOMTUEIXE7 AADTZADHE 3MI jIUr 10F 7 x0U,/wkOy&dF 1 F0Bgueumt Ly
+V?hbep3ulAWDhDSaml+EZEj?FuEsxvdcmwk 50s54X

7D1usuqlijxTs2stsmImtoZ 3rgbeesty,/GO1EkUSWQKEQQDsWKIHag3h7h3TTE /D

ecmvlsTPGOT /Lk1YGGIE3hbFbvkxcEkIrzbmB2AWEPrQE JNLPZgQ9Kg98vTipXka
LC3cAP4hyVWF2tT2ES1KQ4aFFETUZ2103uxq+o++oTY1BgM2 1 ztqgfu,/+kfxoNukT

/e00vZ9dLr rvx2pNjebr KXIfAWKEgQQDMOCMCORSMXyWWCI1 17 SE2GCXbvVol pmiwi K

NBQeszWe+60kx1prNSxB4 s S1rHGqkexqOQwR,/ pr cuEXuXLNwk+0ONkX29TxS5G0eP4mak 30t yWghEvezzUET dog,/KR
+wIwwaHUUXN1H3TOQdaL S586B4GW2SUCWLLaRY 2T

jwBYcDzKEQKEgQCBudvbkvazwaNwW? TIIVRyOxgGYVBYOkDGh3ISpKxquxCkx1PErX
NXTApeOzuPYyJwtIxkfFZsTE3AlWLojLPOydavaUIXIv2kFyHtFPFelMc315rsam

pH7 kMw9k jcpB466dcaEwfhf exXzrvS++IrZ7Co1IK/09Ftu2es,/knssqQvCQKBgBcd
Fh1RBGSJCONITUUXazwT1ZIfPmSAZC,/TY0qQjprtinNmEEIGWG4BG,/ atVULKEDACT ]
z,/5d510sKFP8GJEXFAMOTEYO+nf7aILRhZ 167 vIBllaobcDxSKr JeUKINUpPMTISWEMPbXO859uBrFI8L1+7uby
+FREU7 9P 3IGFWFTRahAOGBAKKMgwmT B1QyNbXxXCPEKTI V4 nvgim65sC+XdyXCmsT+E8Nnft2onrc

+BEGKPMWWA x9UbQ9Aa,/HZUAOr rPI1SE

mOOREd32vo4y5GIZTz1PUgf
END PRIVATE KEY----

private key

0
E/KHCRZcRde/KknnqkaczzTﬁrb

Testlertsuplect=/"CN=050169

k387 VRWr dMynx9L J9VIFELUOepZ4XB SHOeQqTKACWECKTr j4Z2yQVvvrOs+WIrE€ET
1EEE'3ff?T%ﬁfEE""TEEETR%?IB?'U%'%8'UU'ﬂﬂ""J??¥%ﬁET?HEEET""'
ores

T, intranet. gsissuer=/CN=0s0169, forest, jntranet, asF----

CERTIFICATE

MIIC9]CCAJBOAWIBAGIQW3YKNA41]ShIPROIEr 5yZzANBgkghk1GIwWOBAQUFADAK

MSIWIAYDVQQDEX1NCZzAXNJkuZm9yZxNOLm]udHIhbmvOLmdzMB4 XDTEOMDYWNDE Z )
MJI1M10XDTELIMDYWNDAWMDAWMF 0wIDE IMCAGALUEAXMZZ 3MWMTY SLMZ vemvVzdC 5p certificate
bnRyYw51dC5nczCCASIWDQYIK0Z ThvcNAQEBBQADGQEPADCCAQOCGYEBAL OWICXg

Geliw3tXL 30AgpoFTHN202EUHEVASHWY 0XgaivEBMIBIBXREBNNUZ 3IFZP 1 0ZKT4RXskmUYLPQyMZ B

+6pVFT7 /EmdXmBkXnSInvwdV,/FIhIngBDHTr tU/tVIagfuHewWmwo

50w/ eIl smm9myq8vygnksd8+aNEravzlzDgFgz2 TEK1PxTk2kuoLve,/nlr 8pQGHD

WTMNB2 /RhmvDEbZyxN7 dIWLE6XBVIFKE0+Dg,/Eax8cEORLHA 1q4MxbBCGGP 17 Wou

CXMp3+LXy7 JBAZCH7R49GYs1q9k63bNs BT AE4AX39T1 S5pOymdUWsN2wing7MTDx1
EZZLmmiuUvvoK17sCAWEAAAMKMC IWCwYDVROPBAQDAQOWMBMGAL U 1QQMMACGCCSG
AQUFBHMBMADGCSQGSIb3DQEBBQU&A4IBAQBWSCEySESSESUBFtHMTWUWHUEDHXMN

KOktFTnd bM1fFUNLi4BXE7C14U20IwPS9TVY1+ 1QsMHuzXBNChrvgtAxMIoomj4 907 Rt 3whN3bKg9IAbKEPDGGT SR
+8//T8arubzquscxXnuw,/uLwfw3USgADI ST gRYWzZb

NZUsERjODYVE4VsKgXMrdyhUxvvaxBdso2E /CrICGFeghYuznHrtv+Is0J1N4EYX
ctloz1gxztOcbAGEEDMBNS000ESeNnkuwdBIZqyYZ4 cq/omE/qltUIGQTDIZpo0zQHXUZFADIETBEBT sM
+8auleRCEFStxZ0an5cgIkPzXokorlys74Ty00non END CERTIFICATE

Open a blank notepad, then copy/paste from ----- BEGIN PRIVATE KEY----- to ----- END PRIVATE KEY-----
Save the file as <whateverNameYouWant>.key
Open a blank notepad, then copy/paste from ----- BEGIN CERTIFICATE ----- to ----- END CERTIFICATE -----

Save the file as <whateverNameYouWant>.crt
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bnRyYWS1dCSNCzCCASTW
6eliw3tXL30AgQpoFtHNZ
skmuyLPQyMZB
+EpVFT??EmdxmkanSJn
50w/ eILSmmImyq8vygnk
WTMNEZ /RhmvDEBZyxN7
+Dg,/EaxBcEOR1H4 1g4Mx
CXMp3+LXy7 JBAZCHT R4
EZZLmmi UVVOK 17 SCAWEA
AQUFBWMBMADGCSQGSIb3
KOKTFfndbM1fFUNLi4BX
DiRt2WhN3bKg91ABKEPD
+8/ /T8arubzquscxnu,/u
NZUSERJODYVE4AVSKgXMr
+15011NAEYX
ctlozlgxzt0chAGEEDME
HXUZFAD9E7BE7sM+9aud
CERTIFICATE-——---

“| Untitled - Notepad = B X
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————— BEGIN CERTIFICATE----- -

MIICSjCCAdEgAWIBAQIQWIYKNA41j5hIPROIEr Sﬁzznwsgkqhk-i GOwOBAQUFADAK
MSIwIAYDVQQDEX InCczAaxNjkuzmIyZzxNoLmludHIhb
M3 I1M1oXDTELIMDYWNDAWMDAWME W] DE IMCAGALUEAXMZZ 3MWMTY SLMZ vemvZdC Sp

mvOLmdzMB4 XDTEOMDYWNDE Z

.

| Untitled - Notepad
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————— BEGIN PRIVATE KEY-----

MIIEvgIBADANEgkghkiGI9wWOBAQEFAASCEKgwggSkAgGEAADTIBAQCIFtQT140NpYSNT
vy9zgIkaBbrzdtNhLhxFWUR1U9F4Gor /DIgSQCuQf DThmdxwT5aGsk+EV71116CzZ
EsjGqfquRU+fonngZFSDiZ?EOFFxSISZ4AquE?VP?VSva?h31p1vbNMP31c
OppvzsqgvFcolyknfPmjRK2 1 cycwbhyMOk /CTtTBUSNPFKCT 3v59a,/KUBhwBEZDT N
OYZrwxG2CcsTe3sMCX05QVSRSUqP gL PGS THEKEdR+CauDMwwohhjdulgLnmTid /4
18udwqM3B+0ePRsrIgvZ0Ot2zbPLQBOAMd /X9eadMpuFFrDdsI540zLQ8dRGWSS5po
1Fvacpe?AgMBAAEcggEAw15ij?h38hE51V¢Ka1eu5224u1F1QuyHbeHCRZcRLd
C/Kknnak /DcZ 2Tér b+adf JHLYuGyHkxv1gN3xXpFusva2bh3uvoILmxEYO,/LTSprC
KDoC4Apk9pilkNIagNgdyCzb54Fi7atv3IcKf Ddyy X7 wRtvDeTCr 7 SUSMNRNIwWY NN
wn8L+f3E5Hr8umPpuXeIzurXHgoy4bTDmTUEIXE?AAthAD+E3ijJur10f?xouf
wKOyEdF 1T 08gueumt FLy+v7hbxZp3ulawDhDsaml+bzbj7FuBsxvdomwky5Qs4X
7D01usuUqQ0i jxTs2stsmImtoZ 3rgbeesey /G0 1EKU SWIKEQQDsWKIHag3h7h3TTE /D
ecmvlsTPGOT /LklyGG1E3hbFbvkxcBkIrzbmB2AWEPrQE jNLPpZgQoKga&vT jpxke

= |-

LC3cAPAhyWVWF2tT2ES 1KQ4aFFETUZ27 03uxQ+o++0TY1BgM2 1 ztqgfu,/+kfxoNukT
Se00vZadLrrvx2pNjebr KXIf AwkKBEgQDMOCMCORSMXyWWCI1 17 SE2GCxbvol pmwd K
NBQeszWE+60kx1prNsxB4s51rHGgKexqOQWR /pr cuEXuXL NWk+ONKkX29Tx5G0eP4
mAkSQtquhEvezzUE?dQEKKR+wawaHquanBTOQdaL586845W25UCWLLaRYjZI
jwWBYcDzKOQKBEgQCEUdvbkvazwaANW? TIIVRyOxgGYVEBYOkDGh3SpKxquwxCkx1PErX
NXTApeOzUPYyIwtIXKkTFFZSTE3AlWEojLPoydav4UIXIvZkFyHtFPFeTMC315r Sam
pH7 kMwOk jcpB466dcaEwlhf exzrvS++IrZ7Coilk,/09Ftuzes/knssQvCQKBEgeCd
Fh1RBGSJCDNITUUXazwT1ZIfPm5SAZ ¢/ Ty0qjptinNmBEIGwWg4BG,/ atVULKEDdCT I
z/5d51Qs5KFPBGJEXFAMOTEYO+nf7aILRhZ167vIEllaobcDxSKr JeUKINUpMTISW
EmMPbX0859uBrFIBL1+7ubV+FREU7 9P 3IGFWFLRahAOGEAKKMgwmi B1QyNbXxCPEK
Iiv4nvg9m655C+deXCm5T+EantEOnrc+6EEKmew4x9UbQ9AajH2UAOrrPJlSB
mOOR8Bd3I2vI94y5G1Z 1 z1Pugf Tk387 VRWrdMynx9L 19VIFELUOepZ4 KB 5HQeQgTkAC
wECkTr j4ZyQvvros+WIrEeB? - ———- END PRIVATE KEY-----

NOTE: If the .pfx file contains multiple ----- BEGIN/END CERTIFICATE ----- , copy paste them on top of each
other in the order they are in the .pem file and save the file as Chained<whateverNameYouWant>.crt.
This is now a chained certificate , and can stop here and implement into EFT.

= | |-
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————— BEGIN CERTIFICATE-----MIIC9jCCAAGQAWIBAQIQW3YKN441]5hIPROIErSyZzANEgkghkiGOwWOBAQUFADAK -
MSTWIAYDVQQDEX TnczAaxNjkuzmIyZxNOLm1udHIhbmvOLmd zMB4 XDTE OMDYWNDE zM j T1M 1 0XDTE1MDYWNDAWMDAWME O IDE 1MC AGATUEAXMZZ 3MwMTY SLMZ vemvzdC 5p
brRyYwW51dC 5nczCCASIWDQYIKOZ IhvCNAQEBBQADGQE PADCCAQOCOGEBALOWLCXg6e 11 w3TXL 30AgpOF THN2 02EUHEVaSHWZ 0XgaivE8MiB IBXREBNNUZ 3FZP 1 0ZKT4RX
skmUYLPQyMZB+6pVFT7 /EmdXmEkXNnSInvd v,/ FThIngBDHTr tu,/tvIagfuHewmwdsow, /eIl smmOmyq8vygnKsd8+aNEr avzIzDgFgz2 T8K1PxTk2ZkuoL ve,/nlr §pQGHD
WTMNE2 /RhmvDEbZyxN7dIWLEGXBVIFKE0+Dg/EAXECEORLHA 1Q4MXbBCGGP 1 7WOUCXMP3+LXy7 JBAZCHTR49GYs1q9k63bNs STAELAX39T L S5pOymd UWSN2wing7MT DXL
EZZLmm1 UVVOK 17 SCAWEAAAMKMC IwCwYDVROPBAQDAGOWMBMGAL UM IQOMMADGCCSGAQUF BWMBMADGCSqGSIbIDQEBBQUAAL IBAQBWSC 6y sk 5585U3FthMTwuwho2 OHXMN
KOKTFFn4bM1TFUNLT4BXEFC14U20IwWPS9TVY1+1Q5sMHUZXBNChr vgTtAXMIoomj4 901 RT3whN3bKq9IAbKEPDQQT SR+ 9/ /T8Qrubzquscxnw/uLwiw3usgaDI8tgrYwzb
NZUSERJODYVB4VsKgXMrdyhUxvvaxBdso2E/CriCGFeghYuznHrtv+Is0J1N4EYxctJoZ 1 gxzt OchbAGEeDmMEN5000ESeNnkuu98IZgyZ4cqQr omE /qOtUIGQLD1Zpo0zq
HXUZFAD9E7E87sM+9auleRCEFStxZ0an5cgIkPzXokorlys74tyoonon-—--—- END CERTIFICATE-----

————— BEGIN CERTIFICATE-----17WOUCXMp3+LXy7JBAZCH7R49GYys1q9k63bNsBTAE4AX39T15p0ymdUNsN2wing7MEDXL
MSIWIAYDVQQDEX1nczAXNjkuZm9yZXNOLm] udHI hbmvOLmdzMB4XDTEOMDYWNDEZM j I1M 1 0XDTEIMDYWNDAWMDAWME 0w ] DE IMCAGALUEAXMZZ 3MWMTYSLMZ vemvzdC 5p
bnRryYwW51dC 5nczCCASIWDQYIK0Z ThvcNAQEBEQADGQE PADCCAQOCQEBAL OW1CXg6e1iw3tXL 30AgpoF tHN2 02 EUHEVA SHW? 0XgaivBMi1BIBXREBNNUZ 3FZP 1 0ZKT4RX
skmUYLPQyMZB+6pVET7 /EmdXmBkXNS Invwd v/ FIRINGBDHTrtuU,/TVIa9f uHewmwds 0w,/ eIL smmOmyq8vygnKksd8+aNEr avzlzDgFgz2TEK1PxTk2kuoLve,/ nlr§pQGHD
WTMNE2 /RhmvDEbZyxN7 dIWLEGXBVIFKE0+Dg,/Eax8CEORLHA Jg4MXbBCGGP 1 7WoUCXMp3+LXy7 JBAZCHTR49Gy51q9k63bNs ST AEL A3 91 5pOymd UWsN2wing7ME DXL
EZZLmm1 UVVOK 17 sCAWEAAAMKMC IWCwWYDVROPEAQDAGQWMEMGAL UM JQQMMADGCCSGAQUF BUMBMADGCSQGSID3DOEBEQUAAL IBAQBWSCBYSk 55 85U3FThM Twuwho2 OHXMN
KOKtFFndbM1fFUNL14BXE7C14U20IwPS9TVY1+1QsMHUuzXBNChr vgtAxMIoomj4 907 Rt 3WhN3bKg91AbKEPDQQT SR+9/ /T8Qrubzquscxnw,/uLwWfw3USgADIStgRYwWzh
NZUsERJODYVB4VsKgXMr4yhuxvvaxBdso2E,/CriceFEghyuznHr tv+Js0J1N4EYxctJoZ 1gxztOchAGEeDMEN5 000E SeNnkuu98IZgyZ4cq7 omE,/q0tUIGQtD1Zpoozg
HXUZFADI87B875sM+9aE7C14U20IwWPSITVY1+1QsMHUZXBNChr vgTAXM———— END CERTIFICATE-————

————— BEGIN CERTIFICATE-----UVVOK]75CAWEAAAMKMCIwWCwWYDVROPBAQDAGQWMBMGALUAGIWOBAQUFADAK

MSIWIAYDVQQDEX 1 nczAxNjkuzmIyZxNOLmTudHIhbmyvMj 1M1 0XDTEIMDYWNDAWMDAWME 0w I DE IMCAGALUEAXMZZ 3MwMTY SLMZ vemvZdC 5p

bRy Yw31dC5NCcZCCASIWDQY JK0Z IThvCNAQE BEQADGQE PADCCAQOCGGEBALOWLCXgEe]iw3TXL 30AgpOF THNZ 02 EUHEVASHWY 0XgaivEBM1BIEXREENNUZ 3FZP ] 0ZKT4RX
skmUYLPQyMZB+6pVFT7 /EmdXmBkXNSInvwd v/ FIhINgBDHTrtU/tVvIa9f uHeWmwds 0w,/ eIL SmmOmyq8VygnKsd8+aNEr avzlzDgFgz2 TEK1PxTk2kUoLve,/ nlr 8pQGHD
WTMNE2 /RhmvDEbZyxN7 dIWLE6XBVIFKE0+Dg,/Eax8CEORLHA Jg4MxbBCGGP 1 7WoUCXMp3+LXy7 JBAZCH7R49Gys1q9k63bNs StAEL Ax39f15p0ymd UWsN2wjng7ME DXL
EZZLmmi UVVOK 17 SCAWEAAAMKMC IwCwYDVROPBAQDAGQWMBEMGALU dIQOMMAOGCCS GAQUF BWMBMADGC 5QGSIh3 DQEBBQUAAS IBAQBWSCEYSK 55 85UFThMTwWuh02 OHXMN
KoktFfndbM1fFUNLT4BXE7C14U20IwPS9TVY1+1QsMHuzXBNChr vgtAxMIoomj4 901 Rt 3whN3bKq9IAbKEPDQQT5R+9//T8qrubzquscxnw/uLwfw3uSgaDI8tgryYwzb
tJoZ1gxztOchAGEEDMEN 5000ESeNnkuu98IZqYZ4cqQ7 omE,/qQOTUIG————— END CERTIFICATE---—-—
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ALTERNATIVELY: If the .pfx file ONLY contains one ----- BEGIN CERTIFICATE ----- to ----- END CERTIFICATE -
---- segment...

First verify that the certificate is trusted and signed by a Certificate Authority (CA).

We can see that the below certificate has been signed by a CA.
This is called the “signed certificate”.

-~

Name Date modified Type Size
= globalscape.crt 6,/4/2014 3:10 AM Security Certificate 2KB
Certificate Certificate
General f petails | Certification Path General | Details [ Certification Path
Certification path
ﬁ Certificate Information _ﬁ] Go Daddy Class 2 Certification Authority
_ﬁJ Go Daddy Secure Certification Authority
This certificate is intended for the following purpose(s): REA tech

» Ensures the identity of @ remote computer
» Proves your identity to a remote computer
» 2,15.5840.1,114413,1.7.23.1

*Refer to the certification authority's statement for details.

Issued to: tech.globalscape.com

I Issued by: Go Daddy Secure Certification Authority I

valid from 3/ 19/ 2013 to 8/ 18/ 2015

[ LT - S R R,

When we open the certificate in notepad, we see that it only has one certificate block.
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i a
| globalscape.crt - Notepad @M

File Edit Format View Help

————— BEGIN CERTIFICATE-----
MIIFXDCCBESgAWIBAGIHBE Segk+50TaNBgkghki GOwlBAQUFADCEYJELMAKGALUE
BHWCVVMXEDAOBgNVBAETBOFanpmeExEZARBgNVBACTC1ij3R0£2thGUXGjAY
BONVBAOTEUdVRGFKZH uY29tLCBJmeuMTMwMQYDVQQLEypodHRwOi8VY2Vﬁ§G1m
awNhdevzLmdvz GFkzHkuY29tL 31 TcG9zaxRvenkxMDAUBGNVEBAMTIOdVIERhZGRS
IFNTY3VyZSBDZXI0awZpY2F0awduIEFldGhvem] 0eTERMASGALIUEBRMIMDC SN ky
ODCWHhCNMTMWODE 5M IwN j A4 who NMTYwWODE 5MJ TwN j AdwW j BCMSEwHWY DVQQLE xhE
b21haw4 gQ29udH IvbCBWYWXPZ GF 0ZWQXHTADEQNVEAMTFHRTY2guZ 2 XvYmFsc2Nh
CGUUY29TMIIBI jANBgkghkiGOwOBAQEFAAOCAQBAMIIBCQKCAQEADSQ]isu+ijB1D
jSOHWRYSTH1ZdIOWRNERNmMb2T 021 521tkOLMI+ /57 cr BgFMfisyDdGOdeAzZE6FEBA
NNRS3yHLAYXNVTN+C11DZVmIITT3PjMHUP i dDOgeYQNVIBBZTOjR7 5z 2frdx8enx
3jfjezecyF8TgYMEF 9F i F+BrwbuckloawvkSaLHLEWYHEE /KMS /ORDFKD,/MTRLSM
unZvCwW1CK1VORGDTNYh/hSxUJEEQUwWULKZ2r AFVOCUIBe7 YBIXX65GORSTESQITY
q3bedAswIl3yLXdgg+01ZTTMZVvv19r 8gACM3 INZMRM /GIcBadwNC O LynbUKp3INg
PXbNBTE1zZwIDAQABO4 IBZDCCACGWDWYDVROTAQH, BAUWAWEBADAJBGNVHSUEF jJAU
Bggr BgEFBQCDAQYIKWYEEBQUHAWIWDGYDVROPAQH, BAQDAGWIMDMGAL UdHWQSMC ow
KKAMOC SGImhOdHAGBL Y] cmwuZ 2 9k YWRkes5jb20vZ 2RZMS05NyY 5§ ciwwlwyDVROg
BEwwSJBIBgtghkgBhvlt AQCXATASMDCGCC SGAQUFBWIBF 1 todHRWOT 8vY2vydGTm
awNhdavzLmdvZ GFkZHkuy29tL3]1cG9zaxRvenkvMIGABgQr BQEFBQCBAQROMHIW
JAYIKWYBBQUHMAGGGGhOdHAELyQVYSNwLdeZGFkZHkuYZQtLZBKBg?rBgEFBQEw
A0Y+aHROCDOVLZNTcnRpZm] j¥XR1Cy5nb2RhZGRSLMNVbS9yZXBvcZ2 10b315L2dk
X2 TudGVybWvkawF0Z 55 ] cnQwHWYDVROjBBgwF oAU/ axhMpNsRdbi7ovfmrrndplo
ZOCWOQYDVRORBDIWMIIUAGYFac5nbGo7 YwxzY2FwZ55jb22CGHd3dy50ZwNoLmds
b23hbHNF¥YXB1LmMNVbTAdBgNVHQ4 EFgQUXwWaGyBt 5 TRKAbAT BCUUPMDVGK T OWDQYJ
KothvcNAQEFBQADggEBALQAde2h?924t3JlIesmKoxTYifMpTxquopechIHa
MvEXD] 1 IhMA3FKS,/LWTs IbREABPeYNvy05Zk5Z1zProypd 8T7B9F+P1ZiAZMQIU
07n+qrzsavsj+LbégkGnafirgoaodjqyxIEIDXdb1V,/hg5XgminnFzHI+8ozvnOm
glibKucUa2rwdDcD? POwWdPjdjBHYEXINmMKg+APRIHYETI i XFIXUQ2E+217M0533Z8
T560GYN34ZE2bparuskbguskHBhabmFkHxCV5Gk1 /MuMZ1yax9wBvT1 TnowuNwkO
XeGWECGUATWT paPADXF,/I61,/4z14krPmMPHY3YXLVE3I=

————— END CERTIFICATE----—-

We will have to export out the individual certificates of the chain so that we can merge them into one

file.

To do this, double click on the signed cert. Navigate to the Details tab and select Copy To File...

Marme Date modified Type

Size

6/4/2014 9:10 AM

=] globalscape.crt

Certificate

Security Certificate

Certificate

2KB|

Certification Path

| General || Details Mcertification Path |

*Note™: signed cert is selected,
unable to "View Certificate"

Certificate status:
is certificate is OK.

[ TSR 1Y ST AT S

Certification path Show: ’<m|> v]
@ Go Daddy Class 2 Certification Authority
P e erfification Autharity Field Value -
| I~ [ version V3 L
[ serial number 04 4f 5e 82 4F b8 d1 1
| BSignamre algorithm shalRsA
DSignamre hash algorithm shal
Blssuer 07965287, Go Daddy Secure ...
D\a‘alid from Monday, August 19, 2013 5:0...
B\a‘alid to Friday, August 13, 2016 5:06:..,
=l hiart terh alnhalscane ram Namain S
Click on details, select Copy To File... to export out.

Edit Properties. .. Copy to File...

I a=rm mara shank martificate Aatsils
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You will now be presented with the Certificate Export Wizard:

- h
Certificate Export Wizard ﬁ

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk.

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure netwark
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

< Back [ Mext = ][ Cancel ]

Select the option to export as Base-64 encoded X.509 (.CER):

r 5
Certificate Export Wizard ﬁ

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

(7} DER encoded binary ¥.509 (CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7E)
Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #£12 (.PFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Microsoft Serialized Certificate Store (L55T)

Learn more about certificate file formats

< Back ][ MNext = ][ Cancel

Specify a name for the certificate. It is a good idea to label them based on their certificate level so that it
will be easier to pick them out when merging them. In this example, I'll name the certificate signed.cer,
because it is the signed certificate.
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F

Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:

E:\cert'\signed.cer

Browse. ..

The signed certificate should now be exported:

-

Certificate Export Wizard

Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export
wizard.

You have specified the following settings:

File Mame Ei\cert’
Export Keys Mo
Indude all certificates in the certification path Mo
File Format Basesd

-
Certificate Export Wizard u

The export was successful,

<gack || Fnsh | | cancel

<Back | MNext> | | cancel

l
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mv| . » Computer » BLANKDISK (E) » cert »

File Edit Wiew Tools Help
Organize = j Open = Burn Mew folder
9% Favorites Mame Date modified Type Size
||| signed.cer 6/4/2014 9:36 AM  CERFile 2KB|

Next, click on the Intermediate certificate (there are generally 1-3 of them), and select View Certificate:

S

-
Certificate

General |De13i|s Certification Path |

Certification path
@ Go Daddy Class 2 Certification Authority

@ Go Daddy Secure Certification Authority

I View Certificate

The intermediate certificate should now be selected.
Navigate to the Details tab and select Copy To File...
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r
Certificate

]

Certificate

| General I Deiﬁilsl Certification Path I

| Generall| Details Ncertification Paﬂ1|

Certification path

m. | »

Certificate status:

is certificate is OK.

export out

You will now be presented with the Certificate Export Wizard:

-
Certificate Export Wizard

. )

Show: [<AI|> v]
Iﬂ Go Daddy Class 2 Certification Authority
g B Go Daddy Secure Certification Autharity Field value
D\a'ersion V3
ElSeriaI number 0301
|:|Signature algorithm shalRSA
ElSignatJre hash algorithm shal
|:|I55uer Go Daddy Class 2 Certification...
D\Jalid from Wednesday, Movember 15, 20...
El\a'alid to Sunday, November 15, 2026 &...
. . X . =l ket N7959787 Gn Naddw S
*Note* Intermediate cert is selected, v nArsaE
"View Certificate" is greved out
View Certificate

Click on Details, select Copy to File... to

Edit Properties. .. I Copy to File... I

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, didk Mext.

< Back Mext = l [ Cancel
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Select the option to export as Base-64 encoded X.509 (.CER):
rCeﬂiﬁcate Export Wizard . u1

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

() DER encoded binary ¥, 509 (,CER)

| © Base-64 encoded x.509 (.CER) |

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKICS #12 {.PFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Microsoft Serialized Certificate Store (LS5T)

Learn more about certificate file formats

[ < Back “ MNext = ][ Cancel ]

Similar to before, it’s a good idea to name the certificates based on the certificate level so that it will be

easier to pick them out when merging them. In this example, I'll name the certificate inter.cer, because
it is the intermediate certificate.

If this certificate had multiple intermediate certs, | would call this interl.cer.

& h
Certificate Export Wizard ﬁ

File to Export
Spedfy the name of the file you want to export

-

File name:
E:\certiinter. cer Browse...
ll < Back ][ Mext = ] [ Cancel ] .J
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The intermediate certificate should now be exported (if there are multiple intermediate certificates in

the chain, this will be done for each certificate ):

-

Certificate Export Wizard . | P |
Completing the Certificate Export
Wizard
You have successfully completed the Certificate Export
wizard,
You have specified the following settings:
File Mame Ei\cert’
Export Keys Mo
Indude all certificates in the certification path Mo
File Format Basedd
[ Certificate Export Wizard u
The export was successful,
| <Bak | Fmsh | [ cancel
— e ————————————————
w w| | » Computer » BLANKDISK (E) » cert »
File Edit View Tools Help
Organize - Include in library * Share with = Burn Mew folder
< Favorites Mame Date modified Type Size
| 2| signed.cer 6/4,2014 9:36 AM CER File 2 KB
9 Libraries | inter.cer 6/4,/2014 9:58 AM CER File 2 KB
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Finally, select the root certificate and press View Certificate

Certificate

F5) |

General | Demilsl Certification Path |

Certification path

@ Go Daddy Class 2 Certification Authority

I View Certificate

The root certificate should now be selected.
Navigate to the Details tab and select Copy to File...

Certificate

-
Certificate
| fili—

==

General I Deizilj Certification Path I

| General I Details ICth'ﬁmt'on Path

Certification path

5] Go Daddy Class 2 Certification Authority

*Note* The root cert is select, ""View
Certificate is greyed out.

View Certificate

Certificate status:

’Tnis certificate is OK.

JEUR U LY - ST TR

Show: ’(AJI) VI
Field Value i
Dh‘ersion V3 -
BSerial number Jili] 1
BSignamre algorithm shalRSA
BSignature hash algorithm shal
Dlssuer Go Daddy Class 2 Certification...
B\ialid from Tuesday, June 29, 2004 12:0...
B\ialid to Thursday, June 29, 2034 12:0...
= e et an Naddvy Claze 7 Certificatinn i

export out

Click on Details, select Copy to File... to

[ Edit Properties... l

Caopy to File...

U T - S T
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You will now be presented with the Certificate Export Wizard:

i - B
Certificate Export Wizard ﬁ

Welcome to the Certificate Export
Wizard
This wizard helps you copy certificates, certificate trust

lists and certificate revocation lists from a certificate
store to your disk,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, didk Mext.

< Back [ Mext = l[ Cancel ]

Select the option to export as Base-64 encoded X.509 (.CER):

i 3
Certificate Export Wizard . ﬂ

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

(") DER. encoded binary X.509 {.CER)

| © Base-64 encoded x.509 (.CER) |

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKICS #12 (.PFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Microsoft Serialized Certificate Store (L55T)

Learn more about certificate file formats

< Back “ Mext = ][ Cancel
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The cert is being named root.cer, because it is the root certificate.

F' h
Certificate Export Wizard - M

File to Export
Spedfy the name of the file you want to export

File name:

E:\certiroot. cer Browse. ..

< Back ][ Mext = ][ Cancel ]

The root certificate should now be exported:

( |

Certificate Export Wizard

Completing the Certificate Export
Wizard

y You have successfully completed the Certificate Export
< ; : ﬁ | wizard.

- You have specified the following settings:

File Mame Ei\cert’
Export Keys Mo
Indude all certificates in the certification path Mo
File Farmat Base&d

-
Certificate Export Wizard M

The export was successful,

<Back || Fnsh | | Cancel
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@@ﬂ | » Computer » BLANKDISK (E) » cert »
File Edit View Tools Help
Organize = Include in library = Share with = Burn Mew folder
S Favorites Mame Date modified Type Size
| 7] signed.cer 6/4/20149:36 AM  CERFile 2KB|
i Libraries || root.cer 6/4/2014 10:06 AM  CER File 2KB
7| inter.cer 6/4/2014 9:58 AM CER File 2KB

Now that we have all of the certificates in the certificate path outputted, we can chain them together

into one file.

First, open each file in notepad

j root.cer - Notepad

[o@m| =

File Edit Format View Help

————— BEGIN CERTIFICATE-----

MBESGALUEChMYVGhTIEdVIERhZGRST,
YWRkeSEDbGFzcyAyIENTcnRpZm] Y|
MDYYMEOXDTMOMDYYOTE 3MDY yME o]
Z5EHbyBEYWRkeSBHCmMI1cCwgSwojL
M1BDZX10awZpY2FOawduIerFldchvg
AD(CAQECggEBANﬁdl+pXGEmhw+VXX

v2vLMOD9/ATQ1VBDYsoHUW
wdhFJ12+qN1j3hybx2C32gRe3H3I2T]|
EQITLAiOr185PaAIBQ 1 2XKV]10ARFN
avx4A6TINT4DD+gta/KFApMOZFvEyy
¥ihfukEHUL1jPEX44dMx4 /7vpkI+Ed
sNKRLEwRcbNhyzZh/T20atTMIGNE
J/T2oatTjowekz TBjMQsWCQYDVQQGE
IEdyb3vwLCE IbmMUMTEWLWYDVQQLE

MIIEADCCAUTgAWIBAQIBADANBgkghkiGOWOBAQUFADE JMQSWCQYDVQQGEWIVUZE

J inter.cer - Notepad

YXRpb24gaxv0aGIyaxrR5ggEAM

ggEBADJL8?LKPpH8ESﬁhB4EOdEAZB
007MHAGjHZQopDH2 esrUL /b1MvgDa
TMozI+gcikgdiOFuFskgSymezTvag
Hmy W7 4cNxAShi63ugyuV+I65hHISH
dEr /vxgHD3VILs9RaRegahIh1dXRQ
ReYNNyicsbkgwletNw+VHX/bvz 8=
————— END CERTIFICATE-----

File Edit Format View Help
————— BEGIN CERTIFICATE-----

MIIE3jCCA8agAWIBAGICAWEWDQY] KOZIhVC NAQEFBQAWYZELMAKGAIUEBP‘MCVVMK
ITATBEQNVBAOTGFROZSEHbYBEYWRKeSEH

RGFkZHkgQ2xhc3MgMiBDZXI0awzZp
MTUOMZdaFw0yNjEXMTYWMTUOMZd 3
QXJIpemIuyYTETMBEGALUEBXMKU2Z NV
b20sIETuYy4 XxMZAXEgNVBASTKmhOd
b20vemvwb3NpdGIyeTEWMCAGALUEA
Y¥Rpb24 gqxv0aG9yaxR SMREWDWYD
AQEBBQADGGEPADCCAQOCGEBAMQT
KrjIMINSEDrtPDAJHIGZMBS25 0T DP
VZWE7 /v+WIbXnvQA] YwgqDL1CEMENE
SgAvsMeyddi SKcjurGZtCpyz8/x4f
COCVW5SWrIWCS 9CHRKSK SRSL+HOEW

6qf9z /dFjpfMFDNiNowlfho3/rRb2g
MBOGALUdDGQWEBTIr GEyk2xF1luLu
kdrRMEXGzYCS9of 7dgGr U4 ZzASBgNVI
BCCwITAJBggr BQEFEQCWAYYXaHROC
BDBWPTA7 oDmgN4yLaHROCDoVL2N]
c€210b315L2dkemOvdC 5 cmwwswyD!
AQEWKMhOOHABLY9§ZX10awzZpy2F0Z
BONVHQSBAT 8EBAMCAQYWDQY JKOZ T
ograjhvyrep01VvPLNETESe8HkGSZ2)
AZfCENZVD117 esyfxvgqucseIahal)
OyGPWLPKOQNTOhCqU7 5+8MxZCIY7 1
RE4+uxR21aITvszGheolmawchId /d
qDTMEqLAEIrRhjZkAzvvb3dub /KFU

| signed.cer - Notepad - -t

File Edit Format View Help

————— BEGIN CERTIFICATE-——--
MIIFXDCCBESQAWIBAQIHBE 9egk+50TANBgkghkiGOwW0BAQUFADCEY JELMAKGALUE
BHW(VVMXEDAOBgNVBAETBDFanpmeEHEZhRBgNVBhCTC1ijiRDEEthGUHGth
BEgNVBAOTEUdVRGFkZHkuY29TLCE IbmMuMTMMQYDVQQLEypodHRWO 1 8vy2vydGTm
awnhdevzLmdvZzGFkzHkuY29tL 311 cGIzaxRvenkxMDAUBGNVEAMTI0dVIERhZGRS
IFNTY3VyZSEDZXI0awZpY2F0awduIEFldahvecm] 0e TERMASGALUEERMIMDC SN ky
0DCwHhCNMTMWODE 5M IwN j A4WhcNMTYWODE 5M IwN j A41Wj BCM SEWHWYDVQQLEXhE
b21hawd gg29udHIvbCBWYWXPZGF 0ZWQXHTADEGNVEAMTFHR 1 Y2gQuZ 2xvYmFsc2Nh
CGUUY29TMIIBIjANBgkghkiGOWOBAQEFAAOCAQBAMIIBCGKCAQEAQSQjsu+ijBlD
jsOHWRYsSTH1ZdIOWRNERNMD2T0215eItkOLMI+ /57 cr BqFMTisyDdGOdeAZE6FEBA
NNRS3YHLAYXNVTN+C11DZvm9IT T3P jMHUPTdDgeYQNVOBBZTOJR7 52 2T rdx8enx
3jfj6zGeyF8TgYMBTOF 1 F+8riwbuGklQawvKsal HEEWYHES /KMS /ORDFkD/MTRLSN
unzvcwlcklvoraDTnyh/hsxUJEEQUWULKZ2r AFVOCUIBe7 Y8IXX65GoRSTESQITY
q3b6daswIl3yLxdgg+01z1TMzZVvv]9r 8gACM3 INZMRM /GIcBadwNCOiLynbuKp3Ng
PXbNBTE1zwIDAQABO4 IBZDCCACGWDWYDVROTAQH,/BAUWAWE BADAABGNVHSUEF JAU
BggrBgEFBQCDAQYIKWYBBQUHAWIWDGYDVROPAQH /BAQDAGWGMDMGAT UdHWQSMC ow
KiKAmoC SGIMhOdHABLYS j cmwuz 29k yYwrkes5§b20vZ2RZME0 5Ny 5 j cmwwUwYDVROg
BEWWSjBIBgtghkgBhv1TAQCXATASMDCGCCSGAQUFBWIBF 1 todHRWO T 8vY2vydGTm
awnhdGvzLmdvzcFkzHkuy29tL 311 cG9zaxRvenkvMIGABGQr BQEFBQCBAQROMHIW
JAYIKWYBEBQUHMAGGGGhOdHABL yIvY 3NwLmdvZ GFkZHkuY29tL ZBEKEgQr BQEFBQCW
AOY+aHROEDOVL2N1EﬂRpZm]]YXR]CySﬂbZRhZGRSLmNVbSQyZXBVEE?UbSJSLde
*¥2TudGvybiwvkawF 0Z55] cnQwHWYDVROJBEgwF oAU/ axhMpNsRdbi7ovfmrrndplo
ZOCWOQYDVRORBDIWMIIUAGY]aC 5nbGIT1YWXZY2FWZ557b22CGHd3dy 50ZwWNoLmds
b23hbHNFYXETLMNVETAEgNVHQ4 EF gQUXwaGyBt 5 1 RKAbATBCUUPMOVGK 1 OwDqY 3
KOZIhchAQEFBQADggEBALQAde2h9924tJJlIEBmKoxTYifMpTxquopechIHa
MvEXD]1IRMA3FKS /LWTsIbREABPe]YNvy05ZksZizProyYp4 8T/ BOf+P1ZiAZmgIU
07r+grzsavij+Lb6gkanaflrgoaodjqyxIe9Dxdblv/hg5xgminnFzH1+8ozvnom
glibkucuazriwdpcD7P9wdP jdjBHYEXINmkg+ApPRIHYET1XFIXUQ2E+217M0s33Z 8
t560G6YNn34zE2bparuskbguskiBhabmFkHxCvickl /nuMzlyaxIwevTi 1nowuNwko
XeGWECgQUASWT paPADXF /I6I,/4z14krPmPHY3YXLVE3I=

————— END CERTIFICATE----—-

m

Then, open a blank notepad.
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[
J I.j‘ntitled - NDtEpad ﬁ

File Edit Format View Help

Copy/paste the exported certs in order (from top to bottom)

1) Signed (at the top)
2) Intermediate (s) [if you have multiple, paste them in order]
3) Root (at the bottom)
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F o
_ | Untitled - Notepad

File Edit Format WView Help

|-----BEGIN CERTIFICATE----—- —
MIIFXDCCBESgAWIBAQIHBE9egk+50TANBgkghk1GIwOBAQUFADCEY JELMAKGALUE
BhMCVVMxEDAOBgNVBAETBDFanpvbmEszARBgNVBAcTc1ijsRUcthbGUijAY
BgNVBAOTEUdVRGFKZHKUY2 9t LCB IbmMuM TMwMQYDVQQLEypodHRWO 1 8wy 2vydGTm
awnhdGvzLmdvZGFkZHkuy29tL 317 cG9zaxRvenkxMDAUBgNVBAMTI0dvIERhZ GRS
IFNTY3VyZSBEDZXI0awZpy2F0awduIerFldchvem] 0e TERMABGALUEBRMIMDC SNiky
ODCWHhCNMTMWODE 5M IwN j A4WheNMTYWODE 5M § IwN j A4Wj BCMSEWHWYDVQQLE XhE
b21hawd g2 9udHIvhbCBWYWXpZGF0ZWQXHTADBEQNVBAMTFHR 1 Y2QuUZ 2XvYmF s C2Nh
CGUUY29TMIIEI jANBgkghkiGOwOBAQEFAAOCAQBAMIIBC gQKCAQEADSQ]Su+1jBID
jSOHWRYSTH] ZdIOWRNERNmMbB2T0215e1tkOLMI+ /57 cr8qFMTisyDdG0deazE6FEBA
NNRS3yHLAYXNVTN+Cc110ZVvm3It T3P JMHUP 1 dDgeYQNVIEBZTOJR7 52z 2 rdxBenx
3jfjezGoyFETgYMBT9F 1 F+E8rwbuGKlQAwvKSaLHEEWYHES /KMS /ORDFKD/MTRLSN
unZvCWlCkKIvoraDInvh,/hsxUIEEQuwULKZ2r AFvOCUIBerF YEIXX65GoRSTESQOTY
q3bedAaswIl 3yl Xdgg+01ZTTMzwvw19r BgACmI INZmRM /GICBadwNC 07 LynbUKp3Ng
PXbnBTEJzwIDAQABOL IBZDCCACWDWYDVROTAGH,/BAUWAWE BADAABGNVHSUEF jAL
BQgrBgEFBQCDAQYIKWYBBQUHAWIWDGYDVROPAQH /BAQDAQWGMDMGAL UdHWQSMC oW
KKAmMOC SGIMhOdHAGLY S cmwuz 29k ywRkes5jb20vZ2RZMS05NY 5§ CmwwUwYDVROG
BEwwSjBIBgTghkgBhvlTAQCXATASMDCGCCSGAQUFBWIEF 1 todHRWO 1 Bvy2vydaTm
awNhdevzLmdvZeFkZHkuy29tL 311 cGlzaxRvenkvMIGABgQQr BQEFBQCBAQROMHIW
JhYIKWYBBQUHMAGGGGhDdHAELyQVY3NWLdeZGFkZHkuYEQtLZEKBg?FBgEFBQCW
A0Y+aHROCcDoVL2NTcnRpZm] j¥XR1cySnb2RhZGRSLmMNvbES9yZxBvc2 T10b315L2dk
¥2TudGvybwvkawr 0Z55] cnQwHWYDVROJBEgwFoAU,//axhMpNsRdbi7ovimrrndplo
ZOCWOQYDVRORBDIWMITIUAGY]aC5nbGoT ywxzY2FWZ 55jb22CGHd3dy50ZWNoLmds
b2 IhbHNF¥XBTLMNVbTABgNVHQ4EF gQUXwaGyBt 5TRKAbATBCUUPMOVGK 1 0wDqYd
KGZIhvcNAQEFBQADggEBALQAdeZh?924t]JlIeBmKoxTYifMpTquMopechIHa
MvtxDj1IhMAIFKS /LwTsIbREABPejYnvy05ZksZ1zProYpd4 8T/B9f+P1ZiAZmQIU
07r+grzsavij+LbegkenaflrgoandjqyxIE9DxXdbly/hg5xgminnFzHl+8ozvnOm
glibKucuazrwdocD? POwWdPjdjBHYEXONmMKg+APRIHYEI1XFIXUQ2E+217M053328
t560GYn34ZE2bparuskbguskHEhabmFkHxCv3GK1 /NuMZ 1yax9wevTi 1nowunNwko
XeGWECQUAIWT paPADXF /I6I,/4Zzi4krPmPHY3YXLVE3I=

————— END CERTIFICATE----- —
————— BEGIN CERTIFICATE----- —
MIIE3jCCABAgAWIBAQICAWEWDQY JKOZ ThvcNAQEFBQAWYZELMAKGATUEBhMCVMX
ITATBGNVBAOTGFROZ SEHbYBEYWRkeSBHCmI1 cCwgSW5jL JEXMCBGALUEC xMOR28g
RGFkZHkgQ2xhc3MgMiBDZX10awWZpy2FO0awIuIEFldchvem] 0eTAeFwOWN JEXMTYW
MTUOMZdaFwlyNjEXMTYwWMTUOMZdaM THKMQ s wCQYDVQQGEWIVUZEQMAL GAT UECBMH
0XJpem3uYTETMBEGALUEBXMKUZNVAHRZZGF SZTEAMBYGALUEChMRR29EYWRkes 5]
b205IETuYy4xMZAXBGNVBASTKMNOOHAGLY 92X 0awZpY2FO0ZXMUZ 29k YWRkes 5]
b20vemvwb3INpdadyeTEWMCAGALUEAXMNR2BgRGFkZHkgU2Vidx1TIENTcnRpZm1 ]
YXRpb24gaxv0ac9yaxR SMREWDWYDVQQFEWQWNZK20TIANZCCASIWDQY JKOZ IhveN
AQEBBQADgQEPADCCAQOCQQEBAMQEIRWMNCZMT DI161+4WQF apmGEWTLwYEvj3D3H
KrjIMoNS5DrtPDAJhIGZMES2sof DPZVUEI7TmdOLIR4h3mupT jwogvTr Sveyodagm
VZWL? /v+WIbXnvQA]jYwqDL1CBMENPWT27 oDyqudsowIm2rd arv3iaLGbhgGmuy SRpR
SgavsMeYddi SKeju+GZtCpyzE,/ x4TKL40,/K1lw/05epHBp+YTLpyo7RIThmr 2ZEKRT
COCVWSWrWC s 9CHRKEr SRSL+HOEWNWGUINCWdr xCx+AUP7 q2BNgWICIjPOg81hEB]
6qf 9z /dF jpfMFDniNowlfho3 /Rb2cRGadDAW,/ hOUoZ+EDUSCAWEAAZDCATIWGQGEU
MBOGALUdDgOQWBBTIr GEyk2xF1luL uhv+auud2mwijM5zAfBgNVHSMEGDAWGBTSXLDS
kdrMEXGZYCs90f 7 dgar U4 ZASBEQNVHRMBAT BECDAGAQH / AQEAMDMGCC SGAQUF BWEB
BCCWITAjBgQrBgEFBQCWAYYXaHROCDOVL 29 c3AuZ29kYWRKkeS 5 jb20wRgYDVROT
BDBWPTA?oDmEN4Y1aHRDcDGvL2N1canZm1]YXR1cySnbERhZGRSLvabSQyZXBV
c210b335L2dkem9vdC 5] cmwwSwyYDVROGEEQWQ ] BABQRVHSAAMDQWNGYIKWYEBQUH
AgQEWKmhOdHABLY9jZXI0aWZpy2F0Z>xMuZ 28k ywRkes3jb20vemyvwb3NpdGOyeTAD
BgNVHQEEBAT BEBAMCAQYWDQY JKOZ IThvCNAQEFBQADYGEBANKGWOYI+aG2Z+5mCEIG
0gRQjhvyrEpOTVPLNETESeBHkGsZz2ZbwlFalEZAFPIUYIXvIxwqolKSQ3kbTISMU
AZFCENZVD117esyfxvgqweseTlahaBoykRvoeSGPLL 5CkKSKB2XISKA83ASe8T+50
OyGPwWLPkIQNtOhCqU? 5+8MxZC 97 ThyVIEnfzuz9p0iRFEUDOJZv2ZkWZRAIBYydTX
RE4+uxR21aTTVv5zGhe01lmawchId,/ dgbBvxRMDs xuxN89tx1x90j xUUATKENgHUUH
qoTMEqLdETrRhjzZzkazvvb3dus /KFUIhequNTrZE] Yx8WnM2 55gVjOUHOABS XBTWY
U+4=

————— END CERTIFICATE----- p—
————— BEGIN CERTIFICATE-----
MIIEADCCAUTgAWIBAQIBADANBgkghk1GOwW0BAQUFADE jJMOSWCQYDVOQGEWIVUZED
MEBGALUEChMYvGh] IEdVIERhZGRSIEdybhIVWLCEIbmMUMTEWLWYDVQQL EyhHbyBE
YWRKkeSEDbGFZoyAyIENTcnRpZm] j¥xRpb24 gQxv0aGiyaxRIMB4XDTAOMDYYOTE3
MDYWMF oXDTMOMDYVOTE 3MDYWMF owY ZELMAKGA1UEBhMCVVMX ITATBaONVBADTGFRO

Save the file with a .crt extension

signed cert

Intermediate
cert

root cert

m




globalscape

securely connected

ESa\reAs e -ﬂﬁ-.' - u

@O-| |, « BLANKDISK(E) » cert » o [ ol
N - T EY o

= - = e — — e =
Organize * New folder B= - @
¥ Favorites MName g Date modified Type Size
W cert 6/4/2014 9:37 AM File folder
. Libraries 7| inter.cer 6/4/2014 9:58 AM CER File 2KB
|7 root.cer 6,/4/201410:06 AM  CER File 2KB
18 Computer |7 signed.cer 6/4/2014 9:36 AM CER File 2KB

= mom ow

Can name certificate as whatever you want with .crt
€l Network extension at end

Save as type "All Files (*.*)", otherwise, it will save it
as a .txt which you will have to rename later

File name: I chainedExamele.crt I -
ISave as type: |All Files (*.*)I v]
% Hide Folders Enceding: [ANS] V] I Save I [ Cancel ]

— —— — e s ——— . = l

To verify the certificate has been chained properly, double-click to open it.

— — e
w'| |, » Computer » BLANKDISK (E:) » cert »

File Edit View Tools Help

Organize * Open = Burn Mew folder

Y Favorites Mame Date modified Type Size
| chainedExample.crt 6/4/2014 10:23 AM  Security Certificate 6 KB
- Libraries 7] root.cer 6/4/2014 10:06 &AM CER File 2 KB
7| inter.cer 6/4/2014 9:55 AM CER File 2KB
18 Computer 7| signed.cer 6/4/2014 936 AM CER File 2 KB

The chained certificate should appear the same as the signed certificate .



globalscape

rely connected

Certificate ﬁ Certificate &J

General lpetails | Certification Path [ General | Detais) Certification Path |

Certification path

ﬂ Certificate Information _ﬁJ Go Daddy Class 2 Certification Authority
------ —ﬁJ Go Daddy Secure Certification Authority
This certificate is intended for the following purpose(s): | (||| | _ﬁJ

» Ensures the identity of a remote computer
» Proves your identity to a remote computer
»2,15.5840.1.114413.1.7.23.1

* Refer to the certification authority's statement for details. Certificate path of the "chained cert"
looks the same as the non-chained
"signed cert"

Issued to: tech.globalscape.com

I]ssued by: Go Daddy Secure Certification Authority I

View Certificate

valid from 8/ 19/ 2013 to &/ 19/ 2016

Certificate status:

The major difference is that this “chained cert” physically contains each certificate file in the certification
path.

When implementing into EFT, you should use this as the certificate.
Use the private key+passphrase that was generated during the certificate creation.

Alternatively, you can use the private key that was extracted from the .pfx file and saved as .key.
Or, you can use the .pfx file as the private key if it contains the private key.

If EFT is rejecting the .crt and .key due to mismatch, you can verify that they match each other by using
SSLShopper’s certificate/key matcher: https://www.ssIshopper.com/certificate-key-matcher.html

Try removing the new-lines between the ...

...segments, as this can sometimes cause an issue with the certificate due to hidden (non-displayable)
characters that may have been introduced.


https://www.sslshopper.com/certificate-key-matcher.html

