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QUESTION 

How can I chain a certificate in PFX format? 

ANSWER 

The certificate chain is essentially a certificate path from signed cert to intermediate to CA root cert to 
indicate that the certificate is trusted. 

http://msdn.microsoft.com/en-us/library/windows/desktop/aa376515(v=vs.85).aspx  
http://en.wikipedia.org/wiki/Certification_path_validation_algorithm  

In some environments, Java and other application may have difficulty in validating the certificate 
chaining path if only the signed cert is provided 

Chaining a certificate makes it easier for Java and other application in some environments to validate 
the certificate validity path. A chained cert basically has all of the certs in the certificate path chain in 
one file. 

To chain a certificate, it is necessary to break apart the signed certificate , intermediate certificate (s), 
and root certificate into individual files and put them physically into one certificate file. 

.pfx formatted certificates are encoded in such a way that make this difficult to do easily (if at all). 

 

To chain a cert in .pfx format, it will first be necessary to convert the certificate to .pem format. 

https://kb.globalscape.com/KnowledgebaseArticle11348.aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376515(v=vs.85).aspx
http://en.wikipedia.org/wiki/Certification_path_validation_algorithm


 
 
The absolute easiest way to do this is to use SSLShopper’s online SSL Converter 
( https://www.sslshopper.com/ssl-converter.html ) 
SSLShopper’s online SSL Converter is an online version of OpenSSL’s  command line conversion utility 
(http://slproweb.com/products/Win32OpenSSL.html ) 
 

It is preferable to use SSLShopper as it is much faster and eliminates potential human error in mistyping 
the conversion commands. SSLShopper’s SSL Converter uses HTTPS encryption when performing the 
conversion process. 

To use it, simply specify the .pfx certificate. Select Standard PEM for the Type To Convert To. Enter the 
PFX password. 

 

If the passphrase is correct, the converted .pem file should be downloaded successfully. 

https://www.sslshopper.com/ssl-converter.html
http://slproweb.com/products/Win32OpenSSL.html


 
 

 

When you open the .pem file in notepad, you should see the certificate inside. If the private key is 
bundled inside the .pfx, you will also see the private key. 



 
 

 

Open a blank notepad, then copy/paste from  -----BEGIN PRIVATE KEY----- to -----END PRIVATE KEY----- . 
Save the file as <whateverNameYouWant>.key 

Open a blank notepad, then copy/paste from   -----BEGIN CERTIFICATE ----- to -----END CERTIFICATE -----. 
Save the file as <whateverNameYouWant>.crt 

 



 
 

 

 

NOTE: If the .pfx file contains multiple -----BEGIN/END CERTIFICATE -----, copy paste them on top of each 
other in the order they are in the .pem file and save the file as Chained<whateverNameYouWant>.crt.  
This is now a chained certificate , and can stop here and implement into EFT. 

 



 
 
 

ALTERNATIVELY: If the .pfx file ONLY contains one -----BEGIN CERTIFICATE ----- to -----END CERTIFICATE -
---- segment… 

First verify that the certificate is trusted and signed by a Certificate Authority (CA).  

We can see that the below certificate has been signed by a CA. 
This is called the “signed certificate”. 

 

When we open the certificate in notepad, we see that it only has one certificate block. 



 
 

 

We will have to export out the individual certificates of the chain so that we can merge them into one 
file. 
 
To do this, double click on the signed cert. Navigate to the Details tab and select Copy To File… 

 



 
 
You will now be presented with the Certificate Export Wizard:

 

Select the option to export as Base-64 encoded X.509 (.CER):

 

Specify a name for the certificate. It is a good idea to label them based on their certificate level so that it 
will be easier to pick them out when merging them. In this example, I’ll name the certificate signed.cer, 
because it is the signed certificate. 



 
 

 

 

 

 

The signed certificate should now be exported: 

 



 
 

 

Next, click on the Intermediate certificate (there are generally 1-3 of them), and select View Certificate: 

 

 

The intermediate certificate should now be selected. 
Navigate to the Details tab and select Copy To File… 



 
 

 

You will now be presented with the Certificate Export Wizard:

 



 
 
Select the option to export as Base-64 encoded X.509 (.CER):

 

Similar to before, it’s a good idea to name the certificates based on the certificate level so that it will be 
easier to pick them out when merging them. In this example, I’ll name the certificate inter.cer, because 
it is the intermediate certificate.  
 
If this certificate had multiple intermediate certs, I would call this inter1.cer. 

 

 

 

 



 
 
 

The intermediate certificate should now be exported (if there are multiple intermediate certificates in 
the chain, this will be done for each certificate ): 

 

 

 

 

 

 

 

 



 
 
 

Finally, select the root certificate and press View Certificate 

 

The root certificate should now be selected. 
Navigate to the Details tab and select Copy to File… 

 



 
 
You will now be presented with the Certificate Export Wizard:

 

Select the option to export as Base-64 encoded X.509 (.CER):

 

 

 

 



 
 
 

The cert is being named root.cer, because it is the root certificate.  

 

The root certificate should now be exported: 

 



 
 

 

 

Now that we have all of the certificates in the certificate path outputted, we can chain them together 
into one file. 

First, open each file in notepad 

 

Then, open a blank notepad.  



 
 

 

Copy/paste the exported certs in order (from top to bottom) 

1) Signed (at the top) 
2) Intermediate (s)  [if you have multiple, paste them in order]  
3) Root (at the bottom) 



 
 

 

Save the file with a .crt extension 



 
 

 

To verify the certificate has been chained properly, double-click to open it. 

 

The chained certificate should appear the same as the signed certificate . 



 
 

 

The major difference is that this “chained cert” physically contains each certificate file in the certification 
path. 

When implementing into EFT, you should use this as the certificate.  
Use the private key+passphrase that was generated during the certificate creation. 

Alternatively, you can use the private key that was extracted from the .pfx file and saved as .key. 
Or, you can use the .pfx file as the private key if it contains the private key. 

If EFT is rejecting the .crt and .key due to mismatch, you can verify that they match each other by using 
SSLShopper’s certificate/key matcher: https://www.sslshopper.com/certificate-key-matcher.html 

Try removing the new-lines between the … 

-----END CERTIFICATE ----- 

 

-----BEGIN CERTIFICATE ----- 

…segments, as this can sometimes cause an issue with the certificate due to hidden (non-displayable) 
characters that may have been introduced. 

https://www.sslshopper.com/certificate-key-matcher.html

