QUESTION
How can | chain a certificate in CRT format?
ANSWER

To chain a cert, first verify that the certificate is trusted and signed by a Certificate Authority (CA). If this
has not been done, you must generate a self-signed cert within EFT and then send the .csr[certificate
signing request] to a CA such as Verisign or Go Daddy.

MORE INFORMATION

The certificate chainis essentially a certificate path from signed certificate to intermediate to CAroot
certificate toindicate thatthe certificate is trusted.

http://msdn.microsoft.com/en-us/library/windows/desktop/aa376515(v=vs.85).aspx
http://en.wikipedia.org/wiki/Certification path validation algorithm

In some environments, Java and otherapplications may have difficultyin validating the certificate
chaining pathif only the signed certificate is provided

Chainingacertificate makesiteasierforJavaand other applicationin some environments to validate
the certificate validity path. A chained certificate basically has all of the certsin the certificate path chain
inonefile.

To chain a cert, first verify that the certificate is trusted and signed by a Certificate Authority (CA).
(Ifthishas notbeendone, you must generate aself-signed certificate within EFT Serverand then send
the .csr [certificate signingrequest] to a CA such as Verisign or Go Daddy.)

We can see that the below certificate has been signed by a CA.
Thisis called the “signed certificate”.

——


http://msdn.microsoft.com/en-us/library/windows/desktop/aa376515(v=vs.85).aspx
http://en.wikipedia.org/wiki/Certification_path_validation_algorithm

Mame Date modified Type

6/4,/2014 9:10 AM Security

! globalscape.crt

Size

Certificate 2 KB

Certificate

Certificate

———— 3
General | Details I Certification Path

ﬂ Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer
* Proves your identity to & remote computer
»2,16.840,1.114413.1.7.23.1

*Refer to the certification authority's statement for details,

Issued to: tech.aglobalscape.com

I Issued by: Go Daddy Secure Certification Authority I

Valid from B8/ 19/ 2013 to 3/ 19/ 2016

Certification Path

Certification path

—ﬂJ Go Daddy Class 2 Certification Autharity
5] Go Daddy Secure Certification Authority
R B | tech. globalscape. com

e e ekl

When we open the certificate in notepad, we see thatit only has one certificate block.

| globalscape.crt - Notepad = | B |t

File Edit Format View Help

BEGIN CERTIFICATE
MIIFXDCCBESQAWIBAQIHBE9egk+50TANBgkghkiGOWOBAQUFADCBYJELMAKGALUE
BhMCVVMxEDAOBgNVBAETBOFyaxpvmeszARBgNVBAcTc1ij3R0c2thGuijAY
BONVBAOTEUdVRGFkZHKUY29TLCE JbmMumMTMWMQYDVQQLEYpodHRWO 1 8vY2vydGTm
aWNhdavzLmdvz GFkzHkuy29tL 33 TcGIzaxXRvenkxMDAUBGNVBAMTI0dvIERhZGRS
IFNTY3VyZSBDZXI0awzZpY2F0awduIEFldGhvem] 0eTERMABGALIUEBRMIMDC SN Ky
ODEWHRCNMTMWODE 5M j IwN jA4Whe NMTYWODE 5M § TwN j A4Wj BCMSEWHWYDVQQLEXhE
b21hawd gQ2 udHIvbCBWYWxpZ GF 0ZWQXHTALEgGNVBAMTFHR 1 Y2guZ 2 xvymFs c2Nh
CGUUY29TMIIBI jANBgkghkGIwWOBAQEFAAOCAQBAMIIBCQKCAQEADSQ]su+ijB1D
jsOHWRYsTH]1zd IOWRNERNmMb2f0215e1tk0LMI+ /57 cr BgFMT i syDdGOdeAz6FEBA
NNRS3yHLAYXNVTN+C11DZVmOITT3IPjMHUP i dDgeYQNVI8BZTOjR7 5z 2frdx8enx
3jfj6zGcyF8TgYMET 9F 1 F+BrwbuGKlQAwVKSaLHEEWYHBE /KMS /ORDFKD,/MTRL SN
unzvCwCkTvoraDTnvh,/hsxUJEEQuwULKZ2r AFvOCUIBeT YBIXXE5GoRSTESQOTY
q3b6daswIl3yLXdgg+0T1Z TTMZVY]9r 8gACM3 INZMRM,/GICBadwNCOT LynbuUKp3Ng
PXbNBTEJZwIDAQAEO4 IBZDCCACQWDWYDVROTAQH, BAUWAWE BADACNBONVHSUEF AU
Bggr BgEFBQCDAQYIKWYEBQUHAWIWDGYDVROPAQH, BAQDAGWGMDMGAL UdHWQSMC ow
KKAMOC SGImhOdHABLY 9] cmwuZ 29k YwRkes5jb20vZ 2RZMS05 Ny 5 j cmwwUwYDVROg
BEwwSjBIBgtghkgBhvlt AQCXATASMDCGCC SGAQUFBWIBF 1 todHRWO T 8vY2VydGTm
awnNhdavzLmdvZ GFkZHkuY29tL3]1cG9zaxRvenkvMIGABgGQr BQEFBQCBAQROMHIW
JAYIKWYBBQUHMAGGGGhOdHAELyQVYBNwLdeZGFkZHkuYthLZBKBg?FBgEFBch
AoY+aHROcDovL 2Nl cnrpzm] jvXR1cysnb2rhZGRILMNVDS9yZXEvc2 10b315L2dk
X2TudGvybwvkawF0Z 55] cnQwHWYDVRO]BBgwF oAU/ axhMpNsRdbi7ovimrrndplo
zOCWOQYDVRORBDIWMIIUAGY ac5nbGoT YWxzY2FwZ 557b22CGHd3dy50ZwWNoLmds
b2IhbHNFYXB1LmMNVbTAJBgNVHQ4 EFgQUXwaGyBt 5 TRKADATBCUUPMDVGK T OWDQY 3
KUZIhvcNAQEFBQADggEBALQAde2h9924tjJlIeBmKoxTYifMpTquMopechIHa
MvExD] 1 IhMAZFKS /LWTs IbREABPejYNvy0 5ZkSZ1zProYpd 8T7B9T+P1ZiAZmgIu
07r+grz5avsj+LbégkGnatlrgoao9jQyxIE9DXdblv,/hg5XgminnFzH1+8ozvnOm
glibKucUa2rwdDcD? POWdPjdjBHYEXINmkg+APRIHYET1XFIXuQ2E+217M0s33Z8
T560GYN34ZB2bparuskbguskHBhabmFkHxCVSGK1 /NuMZ1lyax9wBvT1 TnowuNwkO
XeGWECQUAOWT paPADXF /I6I,/4z14krPmPHY3YXLVE3I=

END CERTIFICATE

-

——



We will have to exportout the individual certificates of the chain so that we can merge themintoone
file.

To do this, double click onthe signed cert. Navigate to the Details tab and select Copy To File...

Name Date modified Type Size

6/4/2014 9:10 AM 2 KB |

Security Certificate

=] globalscape.crt

Certificate

Certificate

Certification Path

| General || Details Mcertification Path |

Certification path Show: [<AII> Y]
Q Go Daddy Class 2 Certification Authority
sure Cerfification Authority Field Value il
E IER] t=ch.globalscape.com N
E'I - — Bh‘ersion V3 | =
[i=]serial number 04 4f 52 82 4Fba d1 I
\ DSignathe algorithm shalRS5A
BSignah..lre hash algorithm shal
Blssuer 07969287, Go Daddy Secure ...
Bh‘alid from Monday, August 19, 2013 5:0...
EI‘.-'aIid to Friday, August 19, 2016 5:06:...
[l hviert terh nlnhalerane ram Namasin
Click on details, select Copy To File... to export out.

*Note™: signed cert is selected,
unable to "View Certificate"

Certificate status:

is certificate is OK.

Edit Properties... Copy to File...

| a=rm mmrs zhrd carbfieste Azbeils

O SRR SRR . SN TJ T

You will now be presented with the Certificate Export Wizard:

i R
Certificate Export Wizard ﬂ
Welcome to the Certificate Export
Wizard
P This wizard helps you copy certificates, certificate trust

= lists and certificate revocation lists from a certificate

L:;;;? store to your disk.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dlick Next.,

< Back Mext = ] l Cancel

——



Selectthe optionto exportas Base-64 encoded X.509 (.CER):

F B
Certificate Export Wizard . ﬁ

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

(7) DER encoded binary X.509 (.CER)

|| © Base-64 encoded x.509 (.CER) ||

() Cryptographic Message Syntax Standard - PKCS %7 Certificates (.P78)
Indude all certificates in the certification path if possible
Personal Information Exchange - PKCS #12 (.PFX)
Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Microsoft Serialized Certificate Store {.55T)

Learn more about certificate file formats

[ < Back l[ Mext > ][ Cancel l

Specify aname for the certificate. Itisa goodideato label them based on their certificate levelso that it
will be easierto pickthem out when mergingthem. In this example, I'll name the certificate signed.cer,
becauseitisthe signed certificate.

-
Certificate Export Wizard ﬁ

File to Export
Spedfy the name of the file you want to export

File name:

E:\cert\signed. cer

[ < Back ” Next > ][ Cancel ]

The signed certificate should now be exported:

——



-

Certificate Export Wizard

Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export
wizard.

You have specified the following settings:

File Mame Et\cert’
Export Keys Mo
Indude all certificates in the certification path Mo
File Farmat Basesd

-
Certificate Export Wizard g

The export was successful,

<Back || Fnsh | | cancel

w.| | » Computer » BLAMKDISK (E) » cert »

File Edit View Tools Help
Organize - E Open = Burn Mew folder
< Favorites Mame Date modified Type Size
||| signed.cer 6/4/20149:35 AM  CER File 2K8|

Next, click on the Intermediate certificate (there is generally 1-3 of them), and select View Certificate:

F

Certificate

2]

General |De13i|s Certification Path |

Certification path

5l Go

Daddy Class 2 Certification Autharity

Go Daddy Secure Certification Authority

I View Certificate




The intermediate certificate should now be selected.
Navigate to the Details tab and select Copy To File...

e
Certificate

Certificate

==

| General I Deiailsl Certification Path I

| Generall Details ICerh’ﬁmt’on Paﬂ1|

*Note* Intermediate cert is selected,
"View Certificate" is greved out

|:|Issuer
El\l'alid from

] valid to
I-_]Q| ihiart

Certification path Show: [<AII:= -l
@ Go Daddy Class 2 Certification Authority
EREA | Go Daddy Secure Certification Authority Field Value
D\Jersion V3
|:|Serial number 0301
DSignamre algorithm shalR5A
ElSignatJre hash algorithm shal

Go Daddy Class 2 Certification...
Wednesday, Movember 15, 20...
Sunday, November 15, 2026 &...

N7IE9787 G Naddw Semire

m. | »

Certificate status:

View Certificate

is certificate is OK.

export out

You will now be presented with the Certificate Export Wizard:

-
Certificate Export Wizard

. )

Click on Details, select Copy to File... to

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

< Back Mext = I [ Cancel

Edit Properties. .. I Copy to File... I




Selectthe optionto exportas Base-64 encoded X.509 (.CER):
[ Certificate Export Wizard . ﬂw

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

() DER. encoded binary ¥. 509 (.CER)

| © Base-64 encoded x.509 (CER) ||

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7E)

Indude all certificates in the certification path if possible
Personal Information Exchange - PKICS #12 (.PFX)

Indude all certificates in the certification path if possible

Delete the private key if the export is successful

Export all extended properties

Microsoft Serialized Certificate Store (L55T)

Learn more about certificate file formats

[ < Back “ Mext = ][ Cancel ]

Justas before, it’'sagood ideato name the certs based on the certificate level so thatit will be easierto

pickthem out when mergingthem. Inthisexample, I'llname the certificate inter.cer, becauseitis the
intermediate certificate.

If this certificate had multiple intermediate certs, | would call this interl.cer.

-~

" h
Certificate Export Wizard ﬁ

File to Export
Spedify the name of the file you want to export

File name;
E:\certiinter. cer Browse...
ll < Back “ Mext = ] [ Cancel ] 'l




The intermediate certificate should now be exported (if there are multipleintermediate certsin the
chain, thiswill be done for each certificate):

-

Certificate Export Wizard . | &2 |1

Completing the Certificate Export
Wizard

Vs You have successfully completed the Certificate Expart
= wizard.
S

L You have specified the following settings:

File Mame Ei\cert’
Export Keys Mo
Indude all certificates in the certification path Mo
File Format Basesd

-
Certificate Export Wizard ﬂ

The export was successful,

| <Back | Fmsh | [ cancel

OGP =[ 1 » Computer » BLANKDISK(E) » cert »

File Edit View Tools Help

Organize = Include in library = Share with = Burn Mew folder
Y Favorites Mame Date modified Type Size
| 7] signed.cer 6,/4/2014 9:36 AM CER File 2 KB
= Libraries | 7] inter.cer 6,/4/2014 9:58 AM CER File 2 KB
( s )




Finally, selectthe root certificate and click View Certificate.

7
Certificate

B

General | Demilsl Certification Path |

Certification path

@ 5o Daddy Class 2 Certification Authority

The root certificate should now be selected.
Navigate to the Details tab and select Copyto File.

I View Certificate

==

-
Certificate
L e —

Certificate

o S

General | Detaildl Certification Path

| General || Details [certification Path

Certification path
B3] Go Daddy Class 2 Certification Authority

*Note* The root cert is select, ""View
| Certificate is greyved out.

View Certificate

Certificate status:

is certificate is OK.

al S S S 7Y TN TR B,

Show: ’<AII> vl
Field Value |+ |
B\iersion V3 -
BSerial number 0o I
BSignature algorithm shalRSA
DSignamre hash algorithm shal
Blssuer Go Daddy Class 2 Certification...
B\ialid from Tuesday, June 29, 2004 12:0...
B\ialid to Thursday, June 29, 2034 12:0...
I'_']':I thiert an Naddve Claze 7 Certifiratinn i

export out

Click on Details, select Copy to File... to

[ Edit Properties... ]

Caopy to File.,

|

S SN TY TR [




You will now be presented with the Certificate Export Wizard:

i & B
Certificate Export Wizard M

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust

ists and certificate revocation lists from a certificate
store to your disk.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure netwaork
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

< Back [ Mext = l[ Cancel ]

Selectthe option to export as Base-64 encoded X.509 (.CER):
[ Certificate Export Wizard . ﬁw

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

() DER encoded binary X.509 (.CER)

| © Base-64encoded x.509 (.CER) |
() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)

Include all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (LPFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Microsoft Serialized Certificate Stare ((55T)

Learn mare about certificate file formats

< Back “ Mext = ][ Cancel

——



The certificate is beingnamed root.cer, because itis the root certificate.

-
Certificate Export Wizard - M

File to Export
Spedfy the name of the file you want to export

-~

File name:

E:\certiroot.cer Browse. ..

< Back ][ Mext = ][ Cancel ]

The root certificate should now be exported:

-

Certificate Export Wizard . | 2

Completing the Certificate Export
Wizard

Ve You have successfully completed the Certificate Export
= wizard.
=

L You have specified the following settings:

File Mame Ei\cert’
Export Keys Mo
Indude all certificates in the certification path Mo
File Format Basesd

-
Certificate Export Wizard M

The export was successful,

| <Bak | Fnmsh | | cancel

%-ﬂ | » Computer » BLANKDISK (E) » cert »

File Edit View Tools Help
Organize = Include in library = Share with = Burn Mew folder
< Favorites Mame Date modified Type Size
7| signed.cer 6/4/2014 9:36 AM CER File 2KB
. Libraries |2 root.cer 6/4/2014 10:06 AM  CER File 2KB
7] inter.cer 6,/4/2014 9:58 AM CER File 2KB
(11 )




Now that we have all of the certificatesin the certificate path, we can chainthem togetherinto onefile.

First, openeachfilein notepad

Nj root.cer - Notepad

=

g

File Edit Format View Help
————— BEGIN CERTIFICATE-----

MESGALUEChMYVGhTIEdVIERhZGRST,
YWRkeSBEDbGFzoyAyIENTCnRpZm1 Y|
MDYyMFOXDTMOMDYYOTE 3MDYyME o]
ZSBHbYBE YWRkeSBHCmI1lcCwgswiiL
M1EDZX10awZpY2FOawduIeFldchvd
ADCCAQQCggEBANGAL+pXGEmhin-+v]
PVYYYWhv2vLMOD9 /AT1Q1VBDYSoHUW
wdhFJ12+gN1j3hybx2C32gRe3IH3I2T]|
EqITLAiOr18sPaAIBqi2xXKV10ARFN
avx4 A6 TNT4DD+gTa,/KFAPMOZ FyvEyy
¥ihfukEHU1jPEX44dMx4 /7vpkI+Ed
sNKRLEwRCbNhyz2h/T20aTTjMIGNE
/t2oatTjowekZTBjMQsWCQYDVQQGE
IEdyb3vwLCEIbmMUMTEWLWYDVQQLE
YXRpb24gqXv0aGIyaxXR5ggEAMAWGA
ggEBADJLB?LKPpHBEsahB4EOd6AZB
007MHAG]HZQopDH2esrU1 /b1MvgDa
TMozI+gcikqdiOFuFskgSymezTvag
Hmy W7 4CNxAShi63ugyuV+I65hHISH
der /vxgHD3VILs9RarRegahih1dxrRg
ReYNNyicsbkgwletNw+vHX/bvz8=
————— END CERTIFICATE-----

MIIEADCCAuigAwIBAgIBADANngqhkiG?WOBAQUFgDBjManCQYDVQQGEwngth

j inter.cer - Notepad

File Edit Format View Help

77777 BEGIN CERTIFICATE——-——

MIIE3jCCABagAWIBAQICAWEWDQY IKOZ IhvCNAQEFBOAWYZELMAKGATUEBRMCVVMX
g (0l il g MC BGA a

ITATBQNVBAOTGFROZSEHDYBEYWRkeSEH

RGFkZHkgQ2xhc3MgMiBDZXI0aWZp
MTUOMZdaFwOyNjEXMTYwMTUOMZd am)
QXJIpemIuYTETMBEGATUEBXMKUZNV

j signed.cer - Notepad

File

Edit Fermat View Help

b20sIETuYy4 xMZAXEgNVBASTKMhOd
b20vemvwb3NpdGOyeTEWMCAGALUEA
Y¥Rpb24 gqxv0acOyaxR SMREWDWYD
AQEBBQADGQEPADCCAQOCgGEEBAMQT
KrjIMINSSDrtPDAJHI6GZMBS25 0T DR
VZIWET /v+WIbXnvQA] YwqDLLCEMENE
sgavsmeyddi SKCju+GZTCpyz8,/x4
COCVWSWrWCs 9CHRKBr SRSL+HOEWN
6qf9z /dFjpfMFDNiNowlfho3/Rb2g
MBOGALUDGQWBBTIr GEyk2xF1luLu
kdRMEXGzYCs 90T 7dgar U4 zASBgNVH||
BCCwITAJBggrBQEFEQCWAYYXaHROC|
ED8wPTAY0DmMgNAv1aHROCDOVL2ZNT gl
c210b3315L2dkem9vdC 5 j cmwwSwyD!
AgEWKmhOdHAGLY9jZXxI0awzpy2F0Z]
BONVHQEBAT BEBAMCAQYWDQYIKOZT
ograjhvyrep01vPLNETESeEHkGSZ
AZfCENZVD117 esyfxvggwcseIahaB
OyGPWLPkIQntOhCquU7 5+ 8MxZC YT
RE4A+UXR213ITVSZzGhe0o1lmawchId/ df
qDTMEqLAETrRhjZkAazvvb3dus /KFU|

————— BEGIN CERTIFICATE-—---
MIIFXDCCBESQAWIBAQIHBE 9egk+50TANBgkqhkiGOw0BAQUFADCEBYJELMAKGATUE
BhMCVVMXEDAOBgNVBAETBOFanpmeExEZARBgNVBACTC1ij3R0c2thGUijAY
BEgNVBAOTEUdVRGFkZHKUY29TLCE IbmMuMTMWMQYDVQQLEYpodHRWO 1 vy 2vydGTm
awnhdevzLmdvZGFkzHkuY29tL 311 cGIzaxRvenkxMDAUBGNVBAMTI0dVIERhZGRS
IFNTY3VyZSBDZXI0awZpy2F0awduIEFldahvecm] 0eTERMASGALUEBRMIMDC SNky
ODCwHhCNMTMWODE 5MJ IwN j A4WhCNMTYWODE 5MJ IwN j A4 jBCMSEWHWYDVQQLEXhE
b21hawd gQ29udHIvbCBWYWXpZ GF 0ZWOXHTADBGNVEBAMTFHR 1 Y2guZ 2xvYmFsC2Nh
CGUUY29TMIIBIjANBgkghkiGOWOBAQEFAAOCAQSAMIIBCOKCAQEADSQ]su+ijB1D
js9HWRYSTH1ZdIOWRNERNMD2T0215eITkOLMI+ /57 crBgFMTisyDdGOdeaz6FEBA
NNRS3yHLAYXNVTN+c11DZVvmII T T3P jMHUPT1dDgeYQNVIBBZTOjR7 52 2T rdx8enx
3jfjozGeyF8TgYMET 9F 1 F+BriwbuGKloAwvKSaL HEEWYHES /KMS /ORDFkD/MTRLSN
unzvCwWlck1vorRGDTnYh/hSxUJEEQUWULKZ2r AFVOCUIBe7 Y8IXX65GoRSTESQITY
q3b6dAaswol3yLxdgg+01Z1TMZVvw]9r 8gACM3 INZmMRM /GIcBadwNCOiLynbuKp3Ng
PXbNBTE1zwIDAQABO4 IBEZDCCACGWDWYDVROTAQH /BAUWAWE BADACEGNVHSUEF JAU
BggrBgEFBQCDAQYIKWYBBQUHAWIWDGYDVROPAQH,/BAQDAGWGMDMGAT UdHWQSMT ow
KiKAmoC SGImhOdHABLYS j cmwuz 29k YWRkeS5jb20vZ2RZME05NY S j cmwwUwYDVROg
BEWwWSjBIBgTghkgBhv1TAQCXATASMDCGCCSGAQUF BWIBF 1 TodHRWO T 8vy2vydaTm
awnhdGvzLmdvZGFkzHkuY29tL 311 cGIzaxrRvenkvMIGABggr BQEFEQCBAQROMHIW
JAYIKWYBBQUHMAGGGGhOdHAGLY IvY 3NWLMdVZGFKZHkuY29tLZEKEgQr BQEFBQCW
AOY+aHROCDOVL2N1canZm]jYXR]CySnbZRhZGRSLmNVbSQyZXBVCZ?Ob335L2dk
X2 udGvybiwvkawF 0255 ] cnQwHWYDVROJBEgwF oAU /axhMpNsRdbi7ovfmrrndplo
ZOCwOQYDVRORBDIWMIIUAGY]aC 5nbGoT1 YWxzY2FwZ 55 jb22CGH3dy 50ZWNoLmds
b23hbHNFYXETLMNVETABGNVHQL EF gQUXWAGYET 5 1RKAbATBCUUPMOVGK 1 0WDQY ]
KDZIhchAQEFBQADggEBALQAdeZh?gzdtJJLIeSmKoxTYifMpTxquopechIHa
MvTxDjiIhMASFKS/LWwTsIbREABPejYNvy05ZksZizProypd 8T7B9T+P1Z2iAZmQIU
07rgrzsavsj+LbegkanaflrgoAodjayxTE9Dxdblv,/ hg5xgminnFzH1+BozvnOm
glibKucuazriwdpcD7P9wdPjdjBHYEXINmMkg+APRIHYETI1XFIXUQZE+217M0533Z8
1560GYN34ZE2bparuskbguskiBhabmFkHxCv5Gk1 /NuMZ1lyaxIwBvTi 1 noWuNwk0
XEeGWECQUAOWT paPADXF /I61,/4z14krPmPHY3YXLVE3I=

————— END CERTIFICATE-————

Then, open a blank notepad.

—
_| Untitled - Notepad
ey

r—-———

=RAEN X

File Edit

Format  View Help

Copy/paste the exported certsin order (from top to bottom)

1) Signed (atthetop)

2)
3)

——

Intermediate(s) [if you have multiple, paste theminorder]
Root (atthe bottom)

12




F

| Untitled - Notepad

File Edit Format WYiew Help

|-----BEGIN CERTIFICATE----- —
MIIFXDCCBESgQAWIBAQIHBESegk+50TANEgkghkiGOwOBAQUFADCEY JELMAKGALUE
BhMCVVMxEDAOBgNVBAETBDFanpVbmExEZARBgNVBAcTC1ij3R0c2thGUijAY
BEgNVBADTEUdVRGFKZHKUY29TLCE I bmMuM TMeMQYDVQQL EypodHRwWO 1 Bvy2vydcTm
aWNhdevzLmdvzGFkZHkuy29tL 331 cG9zaxRvenkxMDAUBgNVBAMTI0dvIERhZ GRS
IFNTY3VyZSBDZXI0awzZpY2FO0awIuIEF1dchvem] 0e TERMABGATUEBRMIMDC SNjky
ODCWHhCNMTMWODE 5M§ TwN j A4WhcNMTYWODE 5M§ TwNj AdW§ BCMSEwWHWYDVQQL ExhE
b21lhaw4 gQ29udHIvhCBWYWXpZGFOZWQXHTADBEQNVBAMTFHR T Y2QuZ 2 xvYmF s C2Nh
CGUUY29tMIIBIjAaNBgkghki GOwWOBAQEFAADCAQBAMIIBCOKCAQEADSQisu+ijBlD
j59HWRYSTH] ZzdIOWRNERNMb2T 02352 1tkOLMI+ /57 cr8grMfisyDdaldeaz6FEBA
NNRS3YHLAYXNVTN+CLT10ZVvm31TTIP JMHUP 1 dDgeyQNVISBZTOR7 52z 2 rdxBenx
3jfjezGeyFBTgYMETOFiF+8rwbuGklQawvKSaLHTEWYHEE /KMS /ORDFKD/MTRLSN
unzvCwWlckIvoraDInvh,/hsxUIEEQuwuLKZ2raFvOCcUIBe7 YEIXX65GoRSTESQOTY
q3bodaswdl 3yl Xdgg+01ZTTMzVvy19r Bgacm3 INZmRM /GICBadwNCOiLynbUkp3nNd
PXbnBTEJzwIDAQABO4 IBZDCCACQWDWYDVROTAQH /BAUWAWE BADAdBgNVHSUEF jAU
Eggr BgEFBQCDAQYIKWYBBQUHAWIWDGYDVROPAQH,/BAQDAGWMDMGAT UdHWQSMCow
KKAMoC SGImhOdHABL Y9 j cmwuz 29k yWRkes5jb20vZ2RZMS05NY 5 j cmwwUwYDVROgG
BEwwSjBIBgtghkgBhvlTAQCXATASMDCGCC S GAQUFBWIBF 1 todHRWOT Bvy2vydaTm
awnhdevzLmdvZeFkZzHkuy29tL31T1cGozaxRvenkvMIGABQQr BQEFBQCBAQROMHIW
JAYIKWYBBQUHMAGGGGhDdHAELyQVY3NWLdeZGFkZHkuYZQtLZBKBg?FBgEFBch
AOY+aHROCDoOVL2NTcnRpZm] j¥XR1cySnb2RhZGRSLMNVbES9yZXBvc2 10b315L2dk
¥2TudGvybwvkawr0Z55] cnQwHWYDVROJBEgwFoAU,/axhMpNsRdbi7ovimrrndplo
ZOCWOQYDVRORBDIWMIIUAGY]aC5nbGo1 Ywxzy2FwES55jb22CGHd 3dy 50ZwWNoLmds
b21hbHNjYXETLMNvETAdEQNVHOQ4EF gQUXwaGYBT 5 1 RKADATBCUUPMOvGK 1 0wDQy ]
KGZIhvcNAQEFBQADggEBALQAdezh?924t]JlIeBmKoxTYifMpTquMopechIHa
MvExDj1IhMASFKS /LwTSIbREAEPeYNvy05ZksZ1zProYp4 8T/7B9f+P121A2mQIU
7rn+grzsavsj+Lb6égkcnaflrqoAo9jqyxIEIDXdblv,/hq5xXgminnFzH1+8ozvnOm
glibKucUua2rwdDch? PO9WdPjdBHYEXONmkg+ApRIHYETiXFIXUQ2E+217M0533Z8
T5606YN34ZE2bparuskbguskHehabmrFkHxCv5GKL /NUMZ Lyax9wevT1 TnowunNwkO
XeGWECQUASWT paPADXF /I61/4z14krPmMPHY3YXLVE3II=
————— END CERTIFICATE----- —
————— BEGIN CERTIFICATE----- —
MIIE3jCCABagAWIBAQICAWEWDQY JKOZ IhvcNAQEFBQAWYZELMAKGATUEBRMCVVMX
ITATBEGNVBAOTGFROZSEHbYBEYWRKeSBHCMO1lcCwgSwWSjL JEXMCEGATIUEC XMOR2 g
RGFkZHkgQ2xhc3MgMiBEDZX10aWZpy2F0awouIEFldchvem]0eTAeFwOwN JEXMT YW
MTUOMzdaFwOyNjEXMTYwWMTUOMZdaM I HKMQswCQYDVQQGEW IVUZEQMA4 GAT UECBMH
QXJIpemSuYTETMBEGALUEBXMKU2NVAHRZZGF SZ TEaMBQGALUECHMRR29EYWRKeS5]
b20STETuYyd xMZAXBQNVEBASTKmhOdHABL Y9 jZX10aWZ pY2F0ZXMUZ 29k YWRkes5
b20vemvwb3Npdaoye TEWMCAGALUEAXMNRZ BgRGFKZHKkgUZ2Vidx1TIENTCnRpZm1]
YXRpb24gaxv0ac9yaxR SMREWDWYDVQQFEWQWNZK 20 TIANZCCASIWDQY JKOZ IhvN
AQEBBQADGQEPADCCAQOCQQEBAMQTIRWMNCZMT DI161+4WQF apmGEWTTWYEV]3D3H
KrjImoN55DrtPoAjhI6zMES2sof DPZVUEI7TmdOL IR4h3mupT jwogqvTr Svcyodam
VZWL? /v+WIbXnvQAjYwqDL1CBMENPWT27 oDyqudsowIm2Zrd arv3iaLGbhgGmuy SRpR
SgavsMeyddi SKeju+GZtCpyz8, /x4fKLdo,/Klw/05epHBp+YTLpyo7RIThmr 2ZEKRT
COCVwWSwWrWCs 9CHRKEr SRS L+HOEwWNWGULINCWdr xCx+AUP7q2BNgWICIjPOQE1hEE]
6qf 9z /dF jpfMFDNiNowlfho3 /Rb2cRGadDAW,/ hOUoZ+EDUSCAWEAAZOCATIWGQEU
MBOGALUdDgQWBBTIr GEyk2xFluLuhv+auud2mwjM5zafBgNVHSMEGDAWGBTSXLDS
kdrRMEXGZYCcs90T7dgGrud zASEgNVHRMEBAT BECDAGAQH /AQEAMDMGCCSGAQUFBWEB
BCcwITAJBggr BQEFBQCWAYYXaHROCDoVL29jc3AuZ 29k YwWRkes5]b20wRgYDVROT
BDBwPTA?oDmEN4Y1aHRDcDGVL2N1canZm]]YXR1cySnbthzsRSLvabsgyzxav
c210b315L2dkemovdC 5 j cmwwswyYDVROGBEQWQ JBABGQRVHSAAMDGWNGY IKWYBBQUH
AQEWKmMhOdHABLY9jZXI10aWZpy2F0Z>xMuz 28k ywrkes3jb20vemvwb3NpdGOyeTAD
BONVHQBBAT BEBAMCAQYWDQY JKOZ LhvcNAQEFBQADQQEBANKGWOYI+aG2Z+5mCEIG
0grRQjhvyrEpOTvPLNELESeBHkGsZz2ZbwlFalEZAFPIUYIXvIxwqolKSQ3kbTISMU
AZfCENZVvD117esyfxvgquwcseIahaBoykRvoeSGPLL SCkKSkBE2XIsKdE3ASe8T+50
OyGPwWLPkIQNTOhCqUT 5+BMxZC %7 ThyvIENTZuz9p0iRFEUDOJZVv2ZkWZRaIBydTX
RE4+uXR21a1TVv5zGha0o1lmawchId,/ dQbBvxRMDs xuxNE9TxIx90jxUUATKENgHUUH
qDTMEqLAETrRhjZzkAzvvb3dus /KFUIheqwNTrZE ] Yx8WNM2 55gVjOUuHOaB s XBTWY
H+d=
————— END CERTIFICATE----- -

————— BEGIN CERTIFICATE-----
MIIEADCCAUTgAWIBAQIBADANEgKghkiGO9wOBAQUFADE JMQSWCQYDVOQGEWIVUZER
MBBGALUEChMYvGh] IEdVIERhZGRSIEdyb3VWLCE IbmMUMTEWLWYDVQQL EyhHbYBE
YWRKkeSEDbGFzoyAyIENTcnRpZm] jyxRpb24 gQxv0aGiyaxR IMB4XDTAOMDYYOTE3
MDYWMF oXDTMOMDYVOTE 3MDYWMFowyYZELMAKGALUEBEhMC VWM X ITATBEONVBAOTGERD

Save the file with a.crt extension.

signed cert

Intermediate
cert

root cert

——

m




E Save Az u1

- — S~y
@O-| | <« BLANK D-ISK_(E:) = —— _:|i,_ Search cert o]
- - s e — -
Organize - Mew folder 2= @
¥ Favorites MName : Date modified Type Size
L ocert 6/4/2014 9:37 AM File folder
- Libraries |7 inter.cer 6/4/2014 9:58 AM CER File 2KB
|7 root.cer 6/4/201410:06 AM  CER File 2KB
| 1™ Computer |7 signed.cer 6/4/2014 9:36 AM CER File 2KB

Can name certificate as whatever you want with .crt
€l Network extension at end

Save as type "All Files (*.*)", otherwise, it will save it
as a .txt which you will have to rename later

File name: I chainedExamele.crt I -
ISave as type: |All Files (%) I vl

4 Hide Folders Encoding:[ANSI v][ Save ][ Cancel ]

— — e e . —— g |

To verify the certificate has been chained properly, double-click to openiit.

——
%v| . » Computer » BLANKDISK (E) » cert »
File Edit View Tools Help
Organize » Open - Burn Mew folder
Y Favorites Mame Date modified Type Size
||$| chainedExample.crt 6/4/2014 10:23 AM  Security Certificate 6 KB
- Libraries | 9] root.cer 6/4/2014 10:06 AM  CER File 2KB
7| inter.cer 6/4/2014 9:58 AM CER File 2KB
18 Computer 7| signed.cer 6/4/2014 9:36 AM CER File 2KB

The chained certificate should appearthe same as the signed cert.

Certificate ﬂ

[ General | Detais) Certification Path |

Certificate

General IDeIaiIs I Certification Path

Certification path

@ Go Daddy Class 2 Certification Authority
5] Go Daddy Secure Certification Authority

@ tech.globalscape.com

Lﬁ Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer
s Praves your identity to a remote computer
»2,16.5840.1.114413. 1.7.23.1

* Refer to the certification authority's statement for details. Certificate path of the "chained cert"

looks the same as the non-chained
"signed cert"

Issued to: tech.globalscape.com

I]ssued by: Go Daddy Secure Certification Authority I

View Certificate

valid from 3/ 19/ 2013 to 8/ 19/ 2016
Certificate status:




The major difference is that this “chained certificate” physically contains each certificate filein the
certification path.

Whenimplementingin EFT, you should use this as the certificate. Use the private key+passphrase that
was generated during the certificate creation.




