CREATING, SIGNING, CHAINING, AND
ASSIGNING A CERTIFICATE IN EFT SERVER

This document provides instructions for creating an SSL certificate, signing the certificate, chaining the
certificate, and then finally, adding the certificate to EFT Server.

I. Create an SSL certificate:
Refer to the online help file topic at: http://help.globalscape.com/help/eft7-3/mergedprojects/eft/
creatingsslcertificates.htm

I1. Sign the certificate:

The *.csr, *.crt, and *.key file are located at the EFT Server application data root: C:\Documents and
Settings\All Users\Application Data\GlobalSCAPE\EFT Server\ or \EFT Server Enterprise\. There you
can retrieve the *.csr file to send to VeriSign, Thwate, GoDaddy, etc. using the same process that you
normally do. Just make certain that you request the certificate in Apache x509 certificate format.

II1. Chain the certificate:

Once you receive the signed *.cer from VeriSign, Thwate, GoDaddy, etc. in your normal fashion, use the
procedure below to chain your signed certificate to the Certificate Authorities intermediate certificate.
(Thwate certificates enrolled after June 27, 2010 require two intermediate certificates.
https://search.thawte.com/support/ssl-digital-
certificates/index?page=content&id=AR1373&actp=search&viewlocale=en US&searchid=12797304239
33)

In order to ensure that EFT Server and Java® (used for the Web Transfer Client (WTC)) present
certificates in a manner that FTP clients and web browsers are going to verify successfully, use the
following instructions to chain the Certificate Authorities’ (CA) intermediate certificate to the signed
certificate. (Unlike VeriSign, for GoDaddy and Thawte certificates, there may be two intermediate
certificates. This means that both will need to be included in the chain.) (Java wants both the original
certificate and the intermediate to be passed for each user.)
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To chain the CA intermediate certificate to the signed certificate
1. Acquire the signed certificate in Apache x509 standard (should be a *.cer file)

2. Double click the signed certificate (*.cer) file

Certificate [? %]

General |Dute|||s || Catlification Path|

[ Certificate Information

This certificate is intended for the following purpose(s)
#2,16,840,1,113733.1,7,23.6

" Rafer bo the certiflcation suthority's statemant For datalls,

Issued tor  globalscape.com

Issued by: VeriSign Class 3 Cetendad Validation S50 SGC CA

Yalid from 5/17/2010 to 5/16/2011

|_Ins|:e||| CurEIFlcaEu...J |_ Issuer Statament J

3. Click the Certification Path tab.

Certificate

General | Details | Certification Path |

Certification path
Verigign
WeriSign C)
globs

3 Extended Yalidation S5L SGC CA
com

Wiew Certificate

Certificate status:

This certificate is Ok,

(For GoDaddy and Thawte, there could be four certificates instead of three.)

4. The top most certificate is the CA’s root certificate and the bottom most is the signed certificate
from the CA. Please ignore both and focus solely on the middle certificate(s).

5. Click on a middle certificate

6. Click View Certificate. The certificate information appears.
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Gorntdl | Detads | Certfication Path |

Certificate Information

Thes 1 Is ded for the foll (s)
«Alissuance pokons

* Refer to the certficabion authorty's statement for detals,

Issued to:  VerfSign Class 3 Extended Validation S51 56C CA

Issued by: Verthgn Cass 3 Publc Primary Certfication
Athoty - G5

Valid from 11/7/2006 to L1[7)2016

7. Click the Details tab.

General | Detaks | Certification Fath |

Show. | <al> v
Fiekd Vaue -~
Em«m Y3
Blsenia number 1123006437 e5 106f d5ca ..
Flaigratire sgoertm shalRSA
Hlicaer VeriSgn Class 3 Public Primary .,
Eh'etd from Tuesday, Novenmber 07, 2006 .,
Elvasdro Meoday, Novenber 07, 2016 ..,
Blsubiect YariSign Class 3 Extanded val,

| Elrubie kay RSA (2046 8its) v

[ e propertes... | [ cCopyrorie... |

(o ]
8. Click Copy to File. The Certificate Export Wizard appears.

9. On the first page of the Certificate Export Wizard, click Next.

Welcotme to the Ceetificate Export
Wizard

W i 0ol ks i OMRCM B, O S
s wnd cosade swvecation Sets frose 8 (eelcue
e to vour 38

AowtBoo, W & wased by & renfcaten Nty W
» corfyyaton o vour Serdly end coresre v aramon

4 0 o otee
ki, A coriivels does b ihe Srlon wes e
OO o .

T s, Aok ot

] s )
10. Click Base-64 encoded X.509 (.CER), then click Next.
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Certiticate Export Wizard @

xport Tile Format
Certificates can be exported n & varety of Mie fomats

Tedect the format you went to uss
L DER encoded tanary X509 ( CER)
%) Do 4A encoded X.505 (,CER)

() Cryphographic Messags Sprtsx Standwd - PKCS 27 Corthicates ( P78)

| <back L Nt > | | Cancel

11. Specify the location in which to save the intermediate certificate, then click Next.

Nakal, ey

Tile to txport

Spacty the nare of the Ne you Mant to saport

Fill name:

[ ereese..

cBack || Mest> || cancel

12. Click Finish to complete the export. (Repeat steps 5 thru 12, if there were two intermediate
certificates.)

13. Using Notepad, open the signed certificate from the CA.

14. After the ----- END CERTIFICATE----- line, press ENTER twice (2).

15. Using Notepad, open the intermediate certificate(s) (the exported certificate(s)).

16. Copy the entire contents, ensuring that ----- BEGIN CERTIFICATE----- and ----- END CERTIFICATE-----
and everything in-between are included.

17. Paste this information into the open signed certificate with the signed certificate on top and the
intermediate second. Should there be a second intermediate, place it after the first
intermediate.

18. Save this new file as combined_certificatename.crt or certificatename_combined.crt.
19. Double click the saved file (it should open as a certificate).
20. Verify that the Certificate Path is complete.
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Certificate

General | Details | Certification Path

Certification path

Verigign
WeriSign Class 3 Extended Yalidation S5 SGC CA
globalscape.com

Wiew Certificate

Certificate status:

This certificate is Ok,

IV. Add the chained certificate to EFT Server:

Add the certificate to EFT Server using the procedure in the EFT Server online help article Assigning
an SSL certificate.

EFT Server will now have a properly signed SSL certificate working for your EFT Server site.
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