Using OpenSSL to Generate CSR and Key File

OpenSSL can be used to generate a private key and a certificate signing request for use with acquiring
and using an SSL certificate with Mail Express.
In order to do so, please perform the following:
1. Acquire OpenSSL: From http://www.slproweb.com/products/Win320penSSL.html and download
the following:
a. Win32 - Win32 OpenSSL v(x) Light (where (x) is the most recent version)
b. Win32 - Visual C++ 2008 Redistributables
Or
a. Win64 - Win64 OpenSSL v(x) Light (where (x) is the most recent version)
b. Win64 - Visual C++ 2008 Redistributables (x64)
2. Install the appropriate package from 1.b above
Install the appropriate package from 1.a above
4. Navigate into the bin subdirectory of the OpenSSL directory (or add it to your Windows Path so it is
recognized)

5. Run the following command to set the location of the configuration file:
set OPENSSL_CONF:C:\[PATH TO YOUR OPENSSL DIRECTORY]\bin\openssl.cfg
NOTE: You will need to change the “[PATH TO YOUR OPENSSL DIRECTORY]" section to fit your installation
directory for OpenSSL.
6. Run the following command to generate the key file:
openssl.exe genrsa —-des3 -out <keyname>.key 2048

NOTE: You will be prompted for a password for the key file.
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7. Run the following command to generate the csr file:
openssl req -new -key <keyname>.key -out <csrname>.csr -subj
"/C=<country>/ST=<state>/L=<city>/0O=<organization>/OU=<department>/CN=<fullyqualifi
ed.dnsname.net>"

NOTE: You will be prompted for the password you used when creating the key file.



http://www.slproweb.com/products/Win32OpenSSL.html
http://www.microsoft.com/downloads/details.aspx?familyid=9B2DA534-3E03-4391-8A4D-074B9F2BC1BF
http://www.microsoft.com/downloads/details.aspx?familyid=bd2a6171-e2d6-4230-b809-9a8d7548c1b6

Using OpenSSL to Generate CSR and Key File

C:~>openss]l req —new —key keyname.key —out csrname.csr —subj “"/C=US/ST=TH-L=city
SO=prganizations0U=department-CHM=fullygqualified.dnszsname.net”

Enter pass phrase for kevyname.key:

Loading ‘screen’ into random state — done

LR

Now you can provide the CSR to the Certificate Signing Authority (CSA).

NOTES:
e If you have to copy and paste CSR on the CSA’s website, we suggest using “Wordpad” to
accomplish this so that it is formatted correctly.
e If you are prompted for the type of certificate that you want to use, it must be an X.509 and
Apache or ApacheSSL.
e Please make sure that you keep the key file and the csr file together as the key file will be
needed again when deploying the signed certificate to the Mail Express server.
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