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Introduction

This guide provides the steps to provision and configure the Secure Mobile Access (SMA) module for
EFT Server. The process should take no more than 15 minutes to complete and will provide end users
with access to their EFT Server data from their desktop and handheld device.

Prerequisites

Before installing and configuring the SMA module, install and configure the following items:
o Enterprise File Transfer (EFT) Server or EFT Server Enterprise 6.4.7 or later.
e Tappln Agent 1.3.1.154

NOTE: To use the SMA module event rules, ensure that you are running at least version 6.4.5 of either
EFT Server or EFT Server Enterprise. No other EFT Server modules are required; however, if you do not
have at least the 6.4.5 version of the software, you will receive a "Failed to Install" message when
attempting to configure the SMA module.

Preparing EFT Server™

Installation of the EFT Server is beyond the scope of this document. For assistance with installing and
configuring EFT Server, please refer to the product documentation at http://help.globalscape.com/help.

Finding the EFT Server Site Root

The first step in preparation for SMA deployment is to note the name of the site on which you want to
install SMA and the location of the site root folder.

To find the Site name and Site root folder
1. Open the EFT Server administration interface and log in.

2. Click the site where you will add SMA. Make note of the site name, as it may have been changed
from the default. In the image below, the site name is Tor Guest 4.

3. Inthe right pane, click the General tab.

T [ General | Cannections | Security |
=4 ] Default Server Group
=) LocalHost
= : Liheft_root} )
E-g Tar Guest 1 - Sales Demo Site raot Folder: [Feft
[=-%¥ User Settings Templates
-4 Default Settings User auth manager: | Global3CAPE EFT Server Authentication Configure
| ELE Marketing
| g Soles
-4 Groups
-4 Commands
(A Advanced Workflows
{2 Event Rules |- Statistics

atetay Site: status: Running J Stop

o Activiby

~General

)‘)\ Search (Ctrl+F) Start date/time: Feb 17, 2012, 02:28:49 AM
Last modified time: Feb D6, 2012, 02:41:05 PM
Last modified by:  Administrator
Active sessions: o
Users defined; ]
‘\Web clients sessions: O active | 5 remaining
Active uploads: o
Active downloads: 0
Average speed: 0bps

4. Make note of the Site root folder location. In the screen shot above, the Site root folder is
C:\eft_root.

5. Inthe right pane, click the Administration tab.
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3 Heportl (%) Statusl [ WS ) server

General [Administration l Securilyl Logs I SMTF'I

B Default Server Group

B - Server Administration Connectivity
i Tor Guesk 4 Server administrator listening IP:

%} User Settings Templates

Groups

g Commands

A Advanced WorkFlows

L‘ Event Rules

I Allow remote administration

I™ | Requite S5L For remote administration: Configure |

IP banfaccess list for remote administration:

Configure | Port: | 1100

Gonfigure |

Gakeway

- Administrator Access and Permissions

| Activiy

3, search (Ctrl+F) Admin account names:

Selected account permissions policy:

Administrator o
8 ocal computeriAdministratars Remoye
EFT only:

Change Password

Account Policy

Passward Policy

Server fdmin (Ffull contral)

Optional permissions:

Assigned to this server

¥ Run & Edit Reports. W COM (programmatic contraly

LI

Modify

Remave

~ fipply

| 2| Refresh

W Remove

6. Inthe Administrator Access and Permissions area, click Add. The Create Administrator

Account dialog box appears.

7. Inthe EFT Server Authentication area, specify an Admin Username and Password.

Create Administrator Account

 Windows Authentication™®

Browse.. . I

User ar group: I

& EFT Server Authentication

Admin Usernare: I A

Passward: I OsmsZkDe

Confirm: I CrsmszkDc

j‘)* Maodule licensed separately or is included in EFT Setver Enterprise

o]

Cancel I

NOTE: Passwords are case sensitive. The username and password fields each cannot exceed
1024 characters. To create a complex password, click Generate. Make note of the new admin
username and password for use when the configuration of the module occurs.

8. Click OK.
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9. Clear the Run & Edit Reports check box, then click Apply to save the changes on EFT Server.

- Administrator Access and Permissions

Adrnin account narnes:

& Admiristrator A
ﬁ\.ucal computeriAdministrators Remove
8 smam

EFT only:

Change Password

Account Policy

Password Palicy

Selected account permissions policy:
IServer Adrmin (Full cantral) j

Optional permissions: | Run & Edit Reparts | ¥ COM (pragrammatic contral)

Assigned ta this server

Modify.

Remave

ﬂ Refresh ¥ Remove

10. If the Site root is located on another system, there may be permission challenges to overcome
before setup can continue.

a. Open the Services applet as follows:
e Click Start.
o Click into the Start Search box and type services.msc.
e Press ENTER.

b. Determine which account is being used to run the EFT Server service. In this example, the
account service logs on as "Local System."

5> Roles
Eﬂ Features
m Diagnostics
= jfrul' Configuration EFT Server
() Task Scheduler
@ Windows Firewall with Advz

Stop the service “CLEncrypting File Syst... Pravides th.., Manual Local System
Restart the service

G Services hExtensible Authenti.., The Extens.., Marual Local System

g5 WMI Contral £k Function Discavery ... The FDPH... Marual Local Service

= #& Local Users and Groups Description: “EFunction Discovery ... Publishest... Manual Local Service

; Users GlobalSCAPE, EFT Server “EhGroup Policy Client The servic...  Started Automatic Local System

| Groups “ChHealh Key and Cer... Pravides K., Marwal Local System

=5 Storage “ChHuman Interface D, Enables ge... Manual Lacal System

If the EFT Server service account is logging on as Local System, then the standard TapplIn
Agent Service (described later in this process) can be run. If the EFT Service is being run by
another account (this will occasionally be the case when the EFT Server Site root is located on a
separate system), then contact Support at +1-210-366-3993 to obtain the Lite Agent installation
client for the Tappin Agent.







Installing the Tappln Agent

The easiest way to share files on multiple networked computers is to install the Standard Tappln Agent
on each computer separately and share the files or folders directly with the agent. The Standard Tappln
Agent runs as a service in Windows and starts automatically when the computer is turned on. A user

need not be logged into Windows.

The Standard Tappln Agent
For typical installations, the Standard Tappln Agent can be installed as follows:

1. Open a browser and navigate to http://www.tappin.com/products/tappin-desktop-agent.

2. Right-click Download Tappln for Windows, then click Save target as.

m =/ Download

2
siEA TapplIn for

# Windows

3. Double-click the downloaded file, TappIlnAgent.exe. The installation happens almost completely
in the background and can take up to two (2) minutes of silent installation.

4. When prompted, enter your Tappln Email Address and Password.

e If you have not already created the account as a part of the pre-sales process, then proceed
to create a new Tappln account.

Tappin

Email
[

Password:

A browser window opens and shows the system and the current directories, if any, that are visible
on the system.

Tappin

d
BB -ALIPPF2EURD
S2z234z
Documents461312
MusicFa1970

Picturesz01519
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Configuring the Agent
1. Click Sharing / Setting.

2. At the bottom of the page, click Make Another Folder Available. Make note of the new folder
name for later use.

Manage Folders

. Private | | Shared
Marne: Mame: 522342 =

Path: C:\Users!Administrator’,
— Share This Folder Change Remove
WIN-ALUPPF2ZBURO
Remove this Computer Marne: Marme: Documents461312
Path: C:\Users! Administrator\Documentst,

Share This Folder Change  Remove

0

Private folders are only vienable by you.

Marne: MName: Music761970
To add a new Folder, click on the Make Path: C:\Userst Administrator{Pusich

Another Foldsr fivailabls ink. —] Share This Folder Change Remove
Marne: Mame: Pictures201513
Path: C:\Users!AdministratoriPictures), LI
-

Make Another Folder Availsble

Erampie: Select a folder you would fite to make availsbie fto yoursef])

3. Create the root share:
a. Click the folder that is the site root identified in Finding the EFT Server Site Root.
b. Type a descriptive name into the folder name field.
c. Specify whether to make it Read-Only or Read-Write for mobile devices.
d. Click Add.

Manage Folders

. bw_error fxt :l

bw_send.vhs
diskspace txt

WIN-ALPPF2BURO eft_conflg
eft_root
Remove this Computer
Bin
Canada One
Incoming
windows User Tip: Pub
Usr
Pictures are often located under st
i\ Users) <name=\Pictures. : Ll
External drives are usually found under Pertlogs
Drives.
Folder Path: | Cileft_root) |
Folder MName: [Eanada EFT Server |
Fermissions: © ReadOnly & Read-irite

4. You are returned to the main screen. Notice that the new share is now visible in the left window.

BB 1-ALIPPF2EURD
SZza4z
Documents461312
Music7a1970

Picturesz01519

Canada EFT Server

Your Tappln software is now configured.
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Removing a Share or Changing Permissions
Occasionally, it may be necessary to remove a share or change its permissions.

1. Choose one of the following two options to remove or change permissions of a share:

e In the system tray of the computer on which you installed the Tappln Agent, right-click the
Tappln logo, then click Tappln Folders. The Tappln Configuration web page appears.

TapplIn Folders
Preferences
Help
Sign In Again
"
® [id o

v

Customize. ..

[ PEo -
e (o to https://app.tappin.com/my/stuff and remove or change share permissions.

2. Toremove or modify any user or system share, click Settings. The Manage Folders page
appears.

Manage Folders

. Private | | Shared
. . Name: Canada EFT Server

Path: C:\eft_root}
WIN 'AU PPFZBURO Share This Folder | Change Remove

Private folders are only viewable by
you

To add a new Folder, click on the
Make Another Folder Available link

Make another Folder Available

Example: Sefect a folder you would fike to make available (to yoursel)
3. Click the shared folder, then click Change or Remove.

NOTE: The Change option allows the ability to browse folders and change permissions.
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4. If you are changing permissions, click the permission, then click Save.

*

Manage Folders

|
-

Drives
Network
WIN-UO5JSSENSVS
Remove this Comute
| |
|
Private folders are only viewable by
you.
To add a new Folder, click on the
Make Another Folder Available link.
Eolder Path: C:\Users\Administratory
Folder Name: 827513
Permissions: o) Read-Only ' Read-Write

E Cancel

5. If you are removing the folder, a confirmation message appears. Click Remove to confirm.

-

Manage Folders
|
1 -
| 4 Are you sure you want to remove this Folder?
Doing so will remove it from your Tappln, but not actually delete any files/folders from

WIN-UO5]JSSENSVS your computer

Bemens s fovay Folder Name: 827513
Folder Path: C:\Users\Administrator\

| |

Private folders are only viewable by
you.

To add a new Folder, click on the
Make Another Folder Available link.

6. You are returned to the Manage Folders page. Click Continue.




Installing the Secure Mobile Access Module
SMA module installation takes only a few minutes to complete.

To install the SMA module

1. Obtain the installation software from your pre-sales account manager or by contacting
GlobalSCAPE Support at +1-210-366-3993.

Epocuments [H[=] E3
A
P = [ - braries - Documerts - |23 [ Search Documents @1
Organize v [ Open  Sharewith v  Mew folder =~ 0 @
¢ Favori Documents libra
o Pavories y Arrange by Folder =
B Deskion Includes: 2 lacations
1 Downloads
Mame ~ Date modified Type Size | |

] Recent Places
1| BWonikor 2i6(2012 5:43 AN File folder

i Libraries Application

] Documents —
& Music

| Pictures

B videos

78 Computer
&2, Tor Guest 1 - Sales Dema (C:)

€ atwark,

Application Size: 3.01 MB

SecureMohiesccessModuleinstaler Date modified: 5j4/2012 4:12 AM Dats created: 5/4/2012 4:24 AM

2. Double-click SecureMobileAccessModulelnstaller.exe. The Secure Mobile Access installer
starts. Click Next to continue.

{& Secure Mobile Access Module - InstallShield Wizard

(SECHRE))

MOBILE ACCESS

Installhield

R L |

3. The Welcome page appears. Click Next.

i Secure Mobile Access Madule - Installshield Wizard [x]

@)

Welcome to the InstallShield Wizard for
Secure Mobile Access Module

The Installshield{R) Wizard will install Secure Mobile Access
Moduls on your computer. Ta continus, click Next.

< Back. I Mext > I Cancel
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4. The Destination Folder page appears. Click Next to continue with the default file location or click
Change to specify another location.

i'.‘% Secure Mobile Access Module - InstallShield Wizard

@)

Install Secure Mobile Access Module to:

Ct\Program Files {x86)\GlobalSCAPE|Secure Mabile Access Module) v
J

.

InstallShield

< Back I' Hext = I Cancel |

5. The Ready to Install page appears. Click Install.

i'_{'a Secure Mobile Access Module - InstallShield Wizard [x]
@)

If wou wank to review or change any of your installation settings, click Back, Click Cancel to
exit the wizard.

Current Settings:

Setup Type:
Typical
Destination Falder:
Ci\Program Files (=863 GlobalSCAPE Secure Mobile Access Module!,

User Information:
Name;
Company: S8 L

ImstallShield

< Back I ~ Install I Cancel |

6. After the installation is complete, click Finish.

i‘.{‘a Secure Mobile Access Module - Installshield Wizard

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Secure
Mabile Access Module., Click Finish to exit the wizard,

< Back I ~ Finish I“ Cancel |

The module installation is now complete. The next step is to configure the account credentials.

10



Installing the Secure Mobile Access Module

Configuring the SMA Module

Be sure to have all previously created account information available before beginning the configuration
process. You will need the following information before starting installation:

Tappln username

Tappln password

Tappln root share

Email address for emails sent from the system
EFT Server host address

EFT Server port

EFT Server administrator username

EFT Server administration password

EFT Server Site name

[ secure Mobile Access Module Configurator [x]

g(patscars Tappin

TappIn User Name Tappln Password

Tappln Root Share From Email Address

ICanada EFT Server I

Email Subject

I Secure Mobile Access Connection Details

Email Body
I Here are the contents of your EFT home folder

EFT Host EFT Port

Ium.u.l Imu

EFT Admin User EFT Admin Password
ISMAM Iu"-""

EFT Site:

Ian Guest 1 - Sales Demd

EFT Information

Cancel Save

To Configure the SMA Module

1. On the desktop, double-click the Secure Mobile Access Module Configurator shortcut.

2. Provide the user’'s Tappln credentials and email settings.
3. Provide the EFT Server account information.

4. Click Save on the next page that appears.

11
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5. Click Install. The following actions will occur:
e The custom command is created.
e The four (4) Event Rules that call on the custom command are created.

[ Secure Mobile Access Module Configurator B

gl(‘ba|SCAPEV

Securely Connected Iapp

Successfully Connected to EFT!

Mow you can do the following

Install

Uninstall

4

Repair

Back Close

6. If the configuration works properly, you will receive the "Successfully Installed" message.

7. If errors occurred, select Back to verify and correct any connection information. Otherwise, click
Close to complete the process.

{8 secure Mobile Access Module Configurator
balscare
gi(palscare Tapp
Successfully Connected to EFT!

Mow you can do the following

Install

Uninstall

L

Repair

Back | | Close

If the EFT Server administration interface was left open during the configuration process, hit F5 to
refresh the screen. Otherwise, open the administration interface and log in.

12



Configuring Event Triggers

Upon logging into the EFT Server or EFT Server Enterprise administration interface, you will see that new
SMA event rules have been created to handle the triggers for User Created, User Deleted, User
Disabled, and User Enabled.

| Heportl Q'j Statusl f_:a WFS _J Server |
E|J Default Server Group
E|_j LocalHost
Ela Tor Guest 1 - Sales Demo
[k User Settings Templakes
H g Groups
]8 Commands

1.‘§ Advanced Workflows

-

SMMAM Trigger For On User Deleted
SMMAM Trigger For On User Disabled
SMMAM Trigger For On User Enabled
----- | Gateway

1 Ackivity

*’\ Search {Ctr+F)

These event rules are designed to trigger for EVERY user that is created, deleted, disabled, or enabled. If
the purpose is to provide this service to ALL users, then installation is complete and the system is ready
for use. However, the configuration can be adjusted so that the default event rules allow only specific
users to have access to the mobile functionality. Follow the process below to allow specified users access
to the mobile functionality.

Group Membership Event Rule Processing

For a basic example, let us assume that you want to allow only users that are members of a specific
group to use the SMA module features. To create a Share based on a group, the Event Rule must be
slightly modified and a Group must have been created for users to be assigned to. Use the following
steps to create a new Permissions Group called Secure Mobile Access Module Users.

To Create a New Group

1. Do one of the following:

Press CTRL+G.

Right-click in the left pane and select New Permission Group.

On the main menu, click Configuration, then click New Permissions Group.
In the left pane, click the Groups node.

In the right pane, click New.

| Report| & Status | (3 vrs ) Server | Groups |
B Default Server Group
=1 LocalHost
-4 Tor Guest 1 - Sales Dema

M,

All Users

Guasts Remove
=) 4¥ User Settings Templates

£3 Default Settings

4F Marketing
Lk Sales
=
Administrative
82 All Users
82 Guests
-4 Commands
&) sMam
Y Advanced WorkFows
(- Event Rules
] Gateway
[-f] Activity
A3, Search (Ctrl4+F)

13
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The Create New Group dialog box appears.

Create New Group E3
Site:
Ie Tor Guest 1 - Sales Demo 3
Group Name:

ISecure Mobile Access Module Users|

I OK I Cancel l

2. Inthe Site field, select the site for which you want to create the new group (only if the Groups
node was not selected in a site tree).

3. Type a name for the Group in the Group Name box. The group name can contain up to 255
characters.

EXAMPLE: Secure Mobile Access Module Users.
4. Click OK. The new group appears under the specified Site in the Groups node.
The group pane shows no members. Users will be added to the group later.
The next step is to edit the SMA Event Rules.

To Edit the Event Rule

1. Inthe left pane, select the Event Rule.

2. Under User Condition, double-click “If User Groups is member of [specific group(s)]. The
Condition is added to the Rule Builder.

3. Inthe Rule Builder, click Execute command and drag it to the top of the User Groups line such
that it becomes a child branch. The up/down arrows indicate that the move was successful.

Conditions {optional): Actions (required);

Else = a Execute command in Folder

Else {run next action if prior condition not met)* Execute gdvanced WorkFlow®
User Conditions

- Send notification email

@IF User Groups is mermber of [specific groupis) X Dawnload (pull) file Frorm host™®
@IF Logan Mame is one of [specified names(s) |_°| Generate Feport

@IF Logon Password is one of [specified namesis) m W'rite bo Windows Event Log*
@IF Account Enabled does equal to [ves/no 'ZQ::OZ'Stop processing more rules
@IF Settings Template does equal bo [Settings Template

Ed1F Full Mame does contain specific word] LI

& ndd Condition | & ndd Ackion |

_i* Module licensed separately or is included in EFT Server Enterprise

Rule Builder:
= [ User Account Created

B EATF User Groups is member of [specific groupds) /

4. Inthe If User Groups condition, click the specific groups link.

14



Using the System

5. Specify the Groups that are to be a part of this feature, then click OK.

Event Target Users and Groups E
Specify target users and groups:

] e Administrative

O e Guests

° Secure Mobile Access Moduls Users

Secure Mobile Access Module Users; d
[

ot |

6. Click Apply to save the event rule.

7. Perform the steps above on the remaining three SMA Event Rules for On User Deleted, On
User Disabled, and On User Enabled.

The system is now configured for group membership application of users.

Event Trigger Tips and Tricks

Event Rules can be configured to perform any kind of conditional processing to ensure that only selected
users are included in the SMA module functionality. The following tips can be useful to return the system
to its original state or to cover pre-existing users.

Repair

If you make modifications to Event Rules that do not work out as planned, you can repair the installation
to revert to the original state.

To Repair the SMA Module Installation

1. Double-click the Secure Mobile Access Module Configurator shortcut on the desktop. The
Secure Mobile Access Module Configurator dialog box appears.

2. Without changing any information, click Save.

a. On the page that appears, click Repair to return the Event Rules to their original state, or
click Uninstall to remove the Event Rules from EFT Server.

b. Click Close.

i@ Secure Mabile Access Madule Configurater

glpalscars Tappin
Successfully Connected to EFT!

How you can do the following

Install

Uninstall

[

ep:

-3
a
2
4

15
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In the EFT Server administration interface, you can add and delete user access to the SMA module.

To Add a User

1. Right-click the User Settings Template, then click New User. The New User Creation wizard
appears.

=) LocalHaosk
E|0 Tor Guest 1 - Sales Demo

Chrl+LI
CEH-M

Mew Sike. .,
[ew Server,.,

Mew Settings Template. .. Chrl+L
MNew Permissions Group,..

Mew Command. ..

Mews \Workfow, .,

Mew Event Rule. ..

2. Provide the following information to specify user login credentials:
e Username
e Password
e Confirm password
e Password type
e E-mail address

Specify the user's login credentials below,

Usernarne: I Details |
Passwiord: I?QBNFI'ZZ Generate |

Confirm password: I 7QeNfltz

Password kype: IStandard j

E-mail address: I

I Iv E-mail login credentials ko this user|

3. Select Email login credentials to user, then click Next.
4. Click Groups.

Please assign this user to a specific Site, Settings Template, and Home Folder:

Site: o Tor Guest 1 - 5;

Settings Template: I-ﬁ Default Settings j

Hame Falder: I JUst e USER, LOGIN: _}|
Yariables: FUSER, FULL_MAMEs, ¥USER,LOGINGG, %RUSER.EMAIL Y

[ Make the home Folder the default ROOT Folder Fior this user (recommended)
[ Grant FULL permissions ka this usar in their home Folder

Assign group membership:

5. The Groups dialog box appears. Move the Secure Mobile Access Module Users group from
the Not a member of pane to the Member of pane.

6. Click OK.

Click Next, then click Finish. The user account is now active. The Event Rule will run and create
the user's SMA module account and send an invitation.

17
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Existing Users
To allow existing users to use the SMA module, you can add the users to the SMA module group(s).

To Add Existing Users to the SMA Module Group

1.

6.

Verify that Event Rules have been modified to be more selective in SMA membership as
described above. (i.e., You have modified the Event Rules such that only members of the Secure
Mobile Access Module Users group are applied to the Event Rules.)

Add the legacy users to the appropriate group. (e.g., add the users to the Secure Mobile Access
Module Users group).

In the left pane, click the SMA users group.
In the right pane, move the user from the Not a member of pane to the Member of pane.

B Hepnlll ¥4 Status | (5 s ) Server I Group Membership I
=R ] E;fa"'lt Sle”'e" Group Member of: Mot & member of:
=) LocalHost Q
; jbindseil Q ibindseilz
=14 Tor Guest 1 - Sales Demo 8§ nerketinat § bindecis
[H-4# User Settings Templates 9 J
=€) srouns Q sales1 .Q marketing2
L P ] )
@2 Administrative marketing3
ﬂ Al Users
aa Guests
ﬂ. Secure Maobile

EJ-@ Commands
‘.‘3 Advanced Workflows
=} Event Rules
wew SMAM Trigger for On User Created
MAM Trigger For On User Deleted

MAM Trigger for On User Disabled
o SMAM Trigger for On User Enabled

To verify that you have properly configured the On User Disabled and On User Enabled Event
Rules, under the Settings Template (e.g., Default Settings), find the user you want to activate,
then right-click the user, then click Disable.

Once the user has been disabled, right-click the user again, then click Enable.

If the Event Rules were properly configured, the Event Rule will be triggered, the user's SMA account will
be created, and an invitation will be sent to the user.

18



Using the System

Deleting a User

Right-click the username you want to delete, then click Delete. This will delete the user from EFT Server
and make the share immediately unavailable for this user from their mobile devices.

B Heportl b Statusl [ wFs i server | General | Conne
Eﬁ Default Server Group

E|J LocalHost General ——
E|o Tor Guest 1 - Sales Demo ¥ accaunt
Ef}‘ User Settings Templates
-4} Default Settings [ Expi
e User, ., Chrl+U
i B jbindseil  Mew Site... CEHR
[]—--# Markeking Mew Server...
[]—--a‘} Sales Mew Settings Template. .. Chrl+L
Ele Groups Mew Permissions Group, ..
""" 80 admiristrati  pew Command. .
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Accessing Content from Your Mobile Device
1. Open the Tappln app.

2. Log in if this is your first time opening the app. (You can configure the app to log you in
automatically).

The name of available shares (e.g., Canada EFT) appears.
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3. Click the share to view the available files.
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4. You can open any file for which there is an application installed on the mobile device. (e.g., if you
want to view a .log file, an application that allows you to read text files must be installed on the
mobile device.)
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